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Country:

Sri Lanka

Year:

2017

Status:

Partly Free

Total Score:

43

(0 = Best, 100 = Worst)
Obstacles to Access:

13

(0 = Best, 25 = Worst)
Limits on Content:

12

(0 = Best, 35 = Worst)
Violations of User Rights:
18

(0 = Best, 40 = Worst)
Population:

21.2 million

Internet Penetration:
32.1%

Social Media/ICT Apps Blocked:
No

Political/Social Content Blocked:
Yes

Bloggers/ICT Users Arrested:
No

Press Freedom Status:
Not Free

Key Developments:

June 1, 2016 - May 31, 2017

+ Internet penetration continued to improve under the national unity government (see Availability and Ease of Access).

» A news website was reported to have been blocked by the Telecommunications Regulatory Commission after complaints from

the Ministry of Justice and Ministry of Mass Media (see Blocking and Filtering).

+ Officials raised the need to introduce laws to regulate news websites and curb hate speech (see Media, Diversity, and Content

Manipulation).

Introduction:

Internet freedom continued to improve in 2017, albeit incrementally and not without significant problems. Two-and-a-half years after
the defeat of Mahinda Rajapaksa in the January 2015 presidential election, arrests and attacks for online activities have significantly
declined, and internet penetration has increased. There remains considerable scope for policy reform in order to guarantee internet

freedom and improve internet governance.
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Mahinda Rajapaska remains active in politics,g opposing the constitutional reform process, and accusing current President
Maithripala Sirisena of betraying the country’s hard-fought May 2009 victory in a war against the Liberation Tigers of Tamil Eelam
(L.T.T.E) that lasted three decades.2 He still commands substantial support, despite facing a spate of investigations into corruption
and abductions.#

The government ordered a block on one website during the coverage period of this report, though all others targeted by the previous
government continue to be accessible. While digital activism increased significantly in the lead up to the last presidential and
parliamentary elections, more mobilization and engagement is needed to sustain momentum behind key reform processes and seek
redress for the many victims of past abuses. At the end of the coverage period of this report, the constitutional reform process was
moving slowly and without input from the citizenry. Moreover, much-needed transitional justice measures proposed by the
government have stalled. After right to information (RTI) legislation was finally enacted, the RTI Commission received over 300

applications in the first week of operation, many seeking information on land seizures and enforced disalppearances.§

Hate speech—both online and offline—is a pressing concern, and senior ministers have commented on the need to curb content that
promotes ethnic hatred and potentially incites violence. The government approved a new counter-terrorism framework, which is
intended to replace the draconian Prevention of Terrorism Act (PTA) formerly used to imprison web journalists. Sri Lanka reportedly
agreed to revoking the PTA, introducing a National Human Rights Action Plan, and expediting the cases of remaining detainees,
among other conditions, to regain access to European markets.2 But human rights activists and legal scholars say the new antiterror
framework contains troubling provisions that could limit freedom of expression if passed into law. Draft legislation to establish a media
council also sparked concerns about the extent to which such a council would operate in an independent and fair manner.

Obstacles to Access:

Internet penetration in Sri Lanka has continually to increased, although recent tax hikes have hit telecommunications providers and
their customers. Moreover, an increasing segment of the population has turned to smartphones in order to access the web. According
to the Department of Census and Statistics, Sri Lanka’s digital literacy rate increased from 20 percent in 2009 to 25 percent in 2014.
Regulatory reform is needed to ensure independence and transparency, as Sri Lanka’s Telecommunications Regulatory Commission
(TRC) continues to operate under the authority of President Sirisena, with his permanent secretary as its chairman.

Availability and Ease of Access

Internet connectivity has become more affordable for individual subscribers (see “Availability and Ease of Access: Key Indicators”).
However, the government increased a number of different taxation rates and levies on telecommunications services during the
coverage period.Z Combining the new, higher rates, customers now pay a total tax rate of 50 percent on voice and value added
services, while mobile and fixed broadband data services are taxed at 32 percent.§ The tax increase resulted in higher prices for
consumers and reportedly affected the financial performance of certain telecommunications companies.g

Despite this, demand remained resilient with a steady rise in both mobile and mobile broadband subscriptions during the coverage
period.X2 The TRC reported 17 percent mobile broadband penetration in September 2016.1 Smartphone penetration stood at 36
percent in early 2017, according to the Minister of Telecommunication and Digital Infrastructure, 2 up from about 20 percent in
2014.%2 Technology company Huawei described Sri Lanka as the fastest growing smartphone market in South Asia in 2015,14 and
continued to report growth during the coverage period.E The 2016 census documented an overall drop in computer acquisition rates,
from 24 percent in 2015 to 23 percent in 2016.18 Officials speculate that the increasing acquisition of smartphones and tablet devices
could be contributing to the drop.ﬂ

Speed and connection quality are improving incrementally, and are expected to progress further in the next few years. A new BBG
cable is expected to boost Sri Lanka’s throughput to an impressive 6.4 Tbps, meaning internet speeds could be up to six times faster

(see “Restrictions on Connectivity”).1 ISPs like SLT offer “ultra speed fibre optic broadband” using FTTx technology, which reportedly
offers speeds of up to 100 Mbps.2

Low digital literacy represents a major barrier to ICT use. Although Sri Lanka’s literacy rate is approximately 91 percent,@ only 27
percent of the population was comfortable using computers in 2016 (29 percent of men and 26 percent of women), according to
census data.2! However, digital literacy is increasing year-on-year, with computer skills gained either during school or university;

young people were more likely to use computers.2 Compared to urban areas, however, rural and Up-Country Tamil communities
have a significantly lower digital literacy, primarily due to the high cost of personal computers that limits access for lower-income
families.22 Schools with digital facilities lack corresponding literacy programs, though in January 2017, the Ministry of Education
inaugurated the country’s first “cloud smart classroom,” a pilot project for digital interactive Iearning.% For a number of years now, the
Information Communications and Technology Agency (ICTA) has promoted digital literacy in rural areas by establishing community-
based e-libraries and e-learning centers,® though some local journalists criticized aspects of the initiative in the past.& Digital literacy
dropped marginally in urban areas in 2016 (to 38 percent from 40 percent in 2015) and appeared to be increasing in rural areas and
among Up-Country communities, though those rates remained comparatively low at 26 percent and 10 percent respectively.

Other factors perpetuate a digital divide between urban and rural areas. Internet service and usage has been stronger in the Western
Province, the most-populated of the country’s nine provinces,g due to the infrastructure concentration that supports Colombo, the
commercial capital, and other urbanized areas. The civil war caused severe lags in infrastructure development for the Northern and
Eastern Provinces. Since the end of war, development has been slow in the region and largely focussed on road construction.2
Despite the lack of substantive development across key sectors, telecommunications infrastructure has expanded and internet usage
has grown year-on-year. For example, census data identified heavy internet usage in post-war minority districts in 2011 and 2012,
citing Vavuniya in the Northern Province as the district with the country’s highest household internet usage.@ In 2016, this
encouraging trend continued. Vavuniya had the country’s second highest rate of internet usage in the country (almost 23 percent).2

The incumbent government is also working to expand coverage, and has committed to a substantial investment in digital
infrastructure projects.ﬂ Providing free internet access was a key campaign promise of President Sirisena and the government had
pledged to provide WiFi access to over 2,000 public locations by the end of 2016.22 By March 2017, there were 511 hotspots serving
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127,890 users around the country, according to the Public WiFi Initiative, which is implemented by the ICTA2 though experts voiced
concerns about the speed and quality of service in some locations.2

Private companies are also trying to extend service. Dialog, an ISP, reports over 2,500 pay-to-use Wi-Fi hotspots around the
country;ﬁ another ISP, SLT, reported over 100 operational Wi-Fi hotspots for both broadband and prepaid customers nationwide as
of May 2017, but with a significant concentration in the Western Province.28 However, not all attempts to increase connectivity have
been successful. For example, news reports published in early 2017 stated that Google’s Project Loon—a balloon-powered, high-
speed internet service—might exit Sri Lanka due to a spectrum allocation that violates ITU regulations.ﬂ Three balloons launched by
Project Loon entered Sri Lanka’s airspace in February 2016, but the project has been shrouded with negative publicity due to
allegations of corruption against some of the key local players.22

Restrictions on Connectivity

There were no large-scale connectivity interruptions during the coverage period of this report and deliberate shutdowns have not
occurred in the post-war period. The only time a shutdown occurred was in 2007, when SLT temporarily severed internet and 8,000

mobile phone connections in the predominantly Tamil-speaking north and east, then the center of the conflict with the LT.TEXR

Control of the internet architecture diversified somewhat during the coverage period. Sri Lanka has access to multiple international
cables, but most of the landing stations for these cables are controlled by Sri Lanka Telecom (SLT), the majority government-owned
internet service provider (ISP).ﬂ In May 2016, however, Dialog connected to the Ultra High Capacity BBG submarine fiber-optic cable
through a new cable landing station in the south of Colombo.22 Lanka Bell, a private operator, also controls one landing station.

SLT does not allow other telecommunications companies to freely connect to landing stations using their own fiber network, but
imposes price barriers by making competing players lease connectivity at significantly higher prices.ﬁ News reports indicated that
Dialog would allow other operators to buy bandwidth and compete with its data prices. Government control over the internet
architecture could become problematic, particularly if non-economic barriers are used to thwart the growth of private companies. At
present, SLT is allowed to install last-mile connections to homes, while Dialog and other operators can only install last-mile

connections to businesses and multi-residential units,* which effectively means that residential users only have one service provider
to choose from in the fixed-line broadband market.22

SLT, therefore, remains a key player in the ICT market and still dominates ICT infrastructure. In early 2016, SLT opened a new cable
landing station for SEA-ME-WE-5 in the south of Sri Lanka, which provides roughly 24 Tbps between the Indian subcontinent, South
East Asia, Europe, and the Middle East.28 SLT formed a consortium with 15 international telecom operators to build the cable in
2014.%Z In August 2016, SLT announced that it would provide a global connectivity backhauling facility via Sri Lanka, thereby allowing
the company to cross-connect to other cable systems and increase capacity.ﬂ

ICT Market

Sri Lanka’s telecommunications industry is generally competitive with retail tariffs considered to be one of the lowest in the world.
There were nine ISPs in early 2017, according to the TRC,Q though SLT is still the leader in the fixed-line market with over 630,000
subscribers (see Restrictions on Connectivity).22 President Sirisena appointed his brother as the chairman of SLT in January 2015,
notwithstanding concerns about nepotism and the impact of such an appointment on the credibility of the government’s good
governance platform.ﬁ

Five key operators dominate the mobile market. Dialog Axiata was the largest in March 2017, with over 12.2 million subscribers in
March 2017,% followed by Mobitel, a subsidiary of SLT,2 which had 6.4 million subscribers in 2016.2 Their main competitors in the
first quarter of 2017 were Etisalat (2 million subscribers), Airtel-Bharti Lanka (1 million), and Hutchison Telecommunications
(500,000).%5 Only Dialog Axiata, Mobitel, Sri Lanka Telecom, and Lanka Bell offer 4G LTE broadband services.%

Regulatory Bodies

The Telecommunications Regulatory Commission (TRC) was established under the Sri Lanka Telecommunications (Amendment)
Act, No. 27 of 1996. As the national regulatory agency for telecommunications, the TRC’s mandate is to ensure the provision of
effective telecommunications, protect the interests of the public, and maintain effective competition between commercial
telecommunications enterprises.

The TRC's lack of transparency with regard to license conditions, bad regulatory practices, and instances of preferential treatment
have been noted in the past.ﬂ Analysts have said that spectrum allocation and refarming, or the more efficient reallocation of
spectrum, have been administered in an ad hoc manner, but over the years, procedural transparency has improved.@ However,
regulatory reform continues to be a pressing issue, particularly in terms of strengthening the body’s independence. During
Rajapaksa’s regime, the TRC'’s interventions to restrict online content and pronouncements on strengthening online regulation were
partisan, extralegal, and repressive.@ The TRC issued an order to block a website during the coverage period of this report (see
“Blocking and Filtering”). Though such orders have been infrequent under the incumbent government, they still raise concerns about
the country’s approach to internet governance and the politicization of state institutions.

A corruption trial involving TRC funds continued to cast a shadow over its reputation in 2017. In 2015, a businessman accused Lalith
Weeratunga and Anusha Palpita, the former TRC chairman and director-general, respectively, of misappropriating LKR 620 million

(US$4 million) for Rajapaksa’s presidential election campaign.2® Rajapaksa appointed Weeratunga, his permanent secretary, to the
TRC during a period when the Ministry of Telecommunications was assigned to the president. In May 2016, Weeratunga and Palpita
were indicted under the Public Property Act and the Sri Lanka Telecommunications Regulatory Commission Act for the alleged

criminal misappropriation of public funds.2 Both denied the allegations. However, Weeratunga testified that Rajapaksa had instructed
him to implement the election campaign,Q and a media interview Weeratunga gave at the time appeared to suggest that the former

president had reallocated TRC money to fund the campaign under a special order.22 The case was ongoing by the end of coverage
period of this report.
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President Sirisena has also largely chosen political appointees to run the TRC, with mixed success. Like his predecessor, he
appointed his permanent secretary, P. B. Abeykoon, as chairman.® The position is reserved for the Secretary to the Minister of
Telecommunications under the law, and President Sirisena held the portfolio for a time.& Sirisena also appointed then-President’s
Counsel M. M. Zuhair as the director-general 28 but Zuhair and the board of directors were dismissed in 2015 for violating TRC
financial regulations.g Zuhair was replaced by Sunil S. Sirisena, a more experienced senior civil servant who shares the president’s
name but is not related.®8 In August 2016, however, President Sirisena appointed President’s Counsel Hemantha Warnakulasuriya, a
senior lawyer and former ambassador, as a TRC member.22 His qualification for the position, other than his position as President’s
Counsel, was unclear.

Limits on Content:

During the coverage period of this report, the TRC was reported to have issued at least one order to block online content, though
other websites that were previously blocked under former President Rajapaksa’s government continue to be accessible. Digital
activism remains vibrant, with a number of citizen media sites and news sites freely publishing content on political and socioeconomic
issues.

Blocking and Filtering

President Sirisena has officially dismantled the censorship regime imposed by his predecessor until 2015. Yet isolated reports of
targeted website blocks continue under his presidency, despite promises to steer away from censorship.

Prime Minister Ranil Wickremesinghe assured journalists in 2015 that internet censorship would not occur under the new
government.m Previously inaccessible content became accessible across ISPs, though the government maintained restrictions on

pornography.Z! However, the system that enables website blocking, which has largely operated outside of the law, remains intact.22
Officials direct the TRC to blacklist content without legal procedure, and it is not clear whether censorship results from official

directives or unofficial requests from ministers and other officials.22

At least one incident was reported during the coverage period. In October 2016, the TRC ordered ISPs to block the Tamil-language
news website New Jaffna for posting “false propaganda about judicial decisions given in the north, criticising judges and lawyers and
posting news inciting the public,” according to local news reports citing a TRC official.”2 The editor has said a magistrate with political

connections complained after the site called on the government to remove him from his post.E The reports said the TRC’s action was
ordered by the Ministries of Justice and Mass Media while the site was under investigation, continuing the disconcerting pattern of
TRC compliance with orders from government officials. The duration of the block, however, was unclear. In reported comments, the
TRC appeared to single out SLT, rather than other ISPs in general,m and in March 2017, the website was accessible.

No ISP is known to have challenged the TRC’s requests to block content or sought judicial oversight.ﬂ It is not clear if the TRC can
impose other financial or legal penalties on uncooperative telecommunications companies since the conditions, if imposed, are not
transparent. Under the telecommunications act, ISPs are licensed by the Ministry of Telecommunications, but the TRC can make
recommendations regarding whether or not a license is granted. The ministry can also impose conditions on a license, requiring the

provider to address any matter considered “requisite or expedient to achieving” TRC objectives.”2

There is no independent body regulating content, which leaves limited avenues for appeal (see “Regulatory Bodies”). Content
providers have filed fundamental rights applications with the Supreme Court to challenge bIocking,E but under former President
Rajapaksa, the lack of trust in the country’s politicized judiciary and fear of retaliatory measures represented significant obstacles for
the petitioner.&

Between 2007 and 2015, blogs,&! opposition and independent news websites, sites run by Sri Lankans in exile, and citizen journalism
platforms were blocked at different times, including the exile-run news website TamilNet, censored in 2007 for its support of the Tamil

rebels.8 Some targeted websites were available at times on different ISPs. Officials cited ill-defined national security measures to
legitimize censorship of information related to human rights issues, government accountability, corruption, and political violence.&

Content Removal

Documented cases of content removal are uncommon. Google reported no requests for content removal from the current government
from January 2015 to May 2017. The previous government made four requests for the removal of content over a five-year period,

according to Google’s Transparency Report. The most recent request was submitted in December 2014 8
Media, Diversity and Content Manipulation

Diverse content is available online, and self-censorship is gradually improving. However, the government maintains problematic
registration requirements for news websites, and nationalist groups attacked ethnic and religious minority groups—both online and
offline—in the past year.

There are diverse sources of information online in English, Sinhala, and Tamil, including on socioeconomic and political issues,
despite a history of censorship. Citizen media sites Groundviews and Vikalpa feature user-generated content generated by citizens
that would otherwise not be covered by the mainstream media.2® Groundviews enables citizen journalists to submit news, article
updates, audio, and images via WhatsApp.ﬁ It also operates Maatram, a website publishing citizen journalism aimed at Tamil
readers across Sri Lanka and the diaspora.g Other curated websites contribute to the country’s diverse online media landscape:
Readme.lk offers news on technology and Roar.lk, a social content start-up, which offers cutting-edge reporting on political, social,
and economic issues in the country.g Roar launched a Bangladesh edition in 201682 Yamu.lk, a popular city guide, produces videos

on popular culture and political issues, which are shared widely on social media.2 Manthri.lk is a nonprofit platform which monitors
the performance of members of parliament by assessing their participation, attendance, the diversity of issues they discuss, and their

contributions to legislative functions 2!
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Social media, communications apps, and blogs are widely available and popular platforms. Some are used for the anonymous or
pseudonymous critique of governance, development and human rights abuses. In December 2016, however, Prime Minister
Wickremesinghe said that the government was monitoring social media platforms for extremist content, and that laws could be
introduced to regulate the platforms “if they fail to listen to reason.”® Former President Rajapaksa also threatened to regulate social
media to prevent “social and political unrest.”%

Digital media and social media diversify traditional media coverage and spur debate. In April 2017, a garbage dump in
Meethotamulla, which was about 300 feet high, collapsed and killed over 30 people. Residents in the area had been protesting
against the dumping of garbage—reportedly up to 800 tonnes a day—for years.24 The public outcry over government inaction and its
inability to solve the waste management issue reached a peak after the collapse of the dump. The tragedy was covered by all major
news outlets, but online media provided some of the best coverage and updates.% Twitter and Facebook became platforms for
vibrant discussions as users shared information and debated the issues of marginalization and urbanization, as well as the
shortcomings in governance and policy that caused the disaster.

Despite its explicit media freedom guarantees, the current government has maintained onerous news website registration
requirements introduced by the previous administration. During Rajapaksa’s presidency, the media ministry directed all “news”
websites to register for a fee of LKR 25,000 (US$190) with an annual renewal fee of LKR 10,000 (US$75). The requirement threatens
the economic viability of start-up platforms,% and undermines privacy and anonymity (see “Surveillance, Privacy and Anonymity”).
The directive was proposed as an amendment to the Press Council Act,Z but while that amendment was never passed, the media
ministry continued to exact the fee. In 2016, the government announced in the Daily News that all websites had to be registered by
March 31, 2016 or they would be considered “unlawful.”® Acting Minister of Parliamentary Reform and Mass Media Karu
Paranavithana defended the registration drive as official accreditation, giving web journalism the same recognition as mainstream
outlets.2 Yet he also justified the government's action with reference to a 2012 Supreme Court ruling, which stated that registration
was required in order to prevent the publication of defamatory material on websites, and that freedom of expression was not an
absolute right.m The registration process was still active on the Ministry of Mass Media website in mid-2017.12 A draft bill to
establish a media council included some problematic provisions (see “Legal Environment”).

Self-censorship by journalists appears to be diminishing in response to the government’s stated commitment to media freedom.
Officials under former President Rajapaksa actively news websites not to report “on matters that would damage the integrity of the
island.” Many mainstream outlets complied,’22 while online platforms of the main state-run newspaper and broadcasting networks
supported Rajapaksa and the UPFA government.m Under President Sirisena, some traditional and new media outlets have become
vocal critics of both sides of the political divide, though most still avoid reporting on certain topics concerning the military or other
controversial issues, such as religious violence.

There was no evidence of state-sponsored manipulation of online content during the coverage period of this report, though hate
speech against minorities continues to foment on various social media platforms, particularly Facebook. During the previous

government, state news platforms and official government websites waged smear campaigns against UPFA critics.1% Online

campaigns targeting Muslims and other minority groups have also been linked to former government actors.1% |n 2013, direct action

by hard-line groups and online hate speech may have contributed to a spate of violence against the Muslim community.1% That

activity was driven by a Sinhala Buddhist extremist group openly supported by public officials. 1 Similar attacks on Muslim-owned

businesses, residences and places of worship were reported during the coverage period of this report.1% Violence against Sri Lanka’s
Christian community continues, with 52 incidents recorded since January 2015.1% The current government has appeared reluctant to
crack down on Sinhala Buddhist extremist groups that allegedly play a direct role in instigating the violence and inciting ethnic hatred,

in violation of the Constitution. In November 2016, however, authorities arrested two extremists on charges of inciting communal

hatred in videos that were widely shared on social media.l! Attempts to legislate against hate speech, meanwhile, were met with

criticism (see “Legal Environment”).

Hard-line nationalists also attacked official online platforms promoting co-existence and reconciliation in the past year. For example,
the Facebook page of a national reconciliation campaign launched by the Office of National Unity and Reconciliation (ONUR)

—IlamaTrueSriLankan—generated hundreds of defamatory, racist and hateful comments against figures representing specific

minority communities. 112

Digital Activism

The web has provided wide scope for robust digital activism and engagement on political issues in Sri Lanka, although most
campaigns progress in fits and starts. Many are hitched to specific short-lived events, crises, or stalled political processes, and

campaigners are generally unable to gather the momentum needed to drive meaningful change. The #lVotedSL social media

campaign, for example, called on people to exercise their franchise in the January 2015 presidential election,2 and continued into

the August 2015 parliamentary election.!! But offshoot campaigns about shaping a new country are now largely defunct. X Another
recent citizen-driven campaign, #NewConstSL, was intended to drive conversations around constitutional reform, but fizzled out when
the reform stalled during the drafting process.m While the use of digital platforms to leverage support for varying issues continues to
increase, most of the initiatives are reactionary, rather than part of a long-term strategy to strengthen governance and citizen

participation.

During the reporting period, the Consultation Task Force on Reconciliation Mechanisms (CTF), appointed by the Prime Minister to
carry out a consultation process on the government’s proposed reconciliation mechanisms, used social media to increase
engagement with the process. The #pubconsl hashtag generated over 4,000 tweets during the consultation process (from June 11,
2016 to February 12, 2017), with the participation of local activists, representatives of international organisations, and members of the

diaspora. 1

As with the previous year, inclement weather, resulting in severe floods and landslides, affected 12 districts in the country. By mid-
June 2017, the flooding had impacted approximately 700,000 people, killed over 200 people, and destroyed thousands of houses. 118
One report indicated that the total economic loss as a result of the floods could be as high as LKR 30 billion (US$ 195 miIIion).m The

government was criticized for its lack of preparation and coordination,2 but similar to previous natural disasters from 2011, citizens
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and activists helped with relief coordination on social media (#FloodSL on Twitter), collating information and creating a crowd-sourced

flood crisis map, which mapped out support networks, requests for relief. and access routes to affected areas.12!

Other interesting initiatives use digital tools. In 2016, Groundviews used Google Maps to track incidents of street-based sexual
harassment around the country.122 The Center for Policy Alternatives, a leading public policy institute, launched “Right to the City,” an
online initiative seeking to broaden the discussion on housing and displacement anchored to the institute’s research and advocacy on
development and rights.2 Other informal networks and collectives use social media to push a reform agenda and increase
participation of specific target groups. For example, Hashtag Generation is a youth-led movement that advocates for the participation
of “young people in policy making, evaluation and implementation,” with a presence on Twitter, Instagram, and Facebook.

Violations of User Rights:

Some legislative developments have raised freedom of expression concerns, but there were no significant reports of retaliatory
prosecutions during the coverage period. Physical attacks and threats against journalists gradually decreased in the aftermath of the
civil war, though incidents are still periodically reported. The failure to investigate past incidents cast a long shadow during President
Rajapaksa’s rule. President Sirisena promised to investigate the murders and disappearances of web journalists, but progress has
been slow.

Legal Environment

While the right to freedom of speech, expression, and publishing is guaranteed under Article 14(1)(a) of Sri Lanka’s constitution, it is
subject to numerous restrictions related to the protection of national security, public order, racial and religious harmony, and morality.
There are no specific constitutional provisions recognizing internet access as a fundamental right or guaranteeing freedom of
expression online.

Several laws with overly broad scope lack detailed definitions and can be abused to prosecute or restrict legitimate forms of online

expression. Publishing official secrets, information about parliament that may undermine its work, or “malicious” content that incites

violence or disharmony could result in criminal charges.12

A culture of impunity, circumvention of the judicial process through arbitrary action, and a lack of adequate protection for individuals
and their privacy, compounded the poor enforcement of freedom of expression guarantees under former President Rajapaksa’s
government.

President Sirisena’s administration has struggled to restore public trust, attempting to adhere to a policy of good governance and
transparency, but with mixed results. After months of political bargaining, Parliament passed the 19th Amendment to the Constitution
in 2015. The amendment strengthened checks and balances on the executive presidency, including restoring term limits.25 In 2016,

Parliament convened for the first time as the Constitutional Assembly in order to discuss the first steps required to draft a new

constitution.22 Though the assembly has released six sub-committee reports since then,22Z many citizens say that the government

has failed to keep them informed, 28 and the process has been criticized for lacking transparency.@

Sri Lanka also initiated a transitional justice process with the appointment of the Consultation Task Force on Reconciliation
Mechanisms (CTF) in 2016 (see “Digital Activism”). The process is intended to address the issues of truth, accountability, and
reparations for abuses committed during the decades-long conflict, including several which affected internet freedom (see
“Intimidation and Violence”). Yet none of the mechanisms were established as of mid-2017. The CTF presented a report compiling
public submissions on the government's proposals to further reconciliation in January 2017, but neither President Sirisena nor Prime
Minister Wickremesinghe were in attendance. In March, the Office of the United Nations High Commissioner for Human Rights
(OHCHR) criticised the government for its “slow progress” on the transitional justice agenda, and for continuing human rights

violations 122

Several legal developments under Sirisena’s administration have raised freedom of expression concerns. Soon after his election,
President Sirisena used his executive powers to appoint three members to the Press Council 22! The Press Council Act No.5 of 1973

had lain dormant under previous administrations until the Rajapaksa regime reactivated it after the war. 22 The act prohibits the

publication of profanity, obscenity, “false” information about the government or fiscal policy, and official secrets, and has been

consistently opposed by local and international media rights organizations.12 It allows the council to punish the violators of its

provisions, and journalists said its continued operation contradicted President Sirisena’s election promises.ﬁ

The government is also spearheading legislation to address the issue of media standards and ethics. The Independent Council for
News Media Standards Act, which was released in the form of a discussion draft in early 2017, would impose a system of self-
regulation under an Independent Media Council, including punitive measures for any violations of the council’s codes of practice. The
proposed legislation applies to all new media outlets, including online versions of publications and “online news media services."138
The draft contained some problematic provisions, including one that allows the High Court to order the disclosure of sources so as to
enable the prosecution or defense of cases. Measures are certainly required to improve news media ethics, but observers questioned
whether it was the government’s role to impose them, and the legislation prompted concern about the way it could be used against
journalists in the future.

After considerable opposition, 22 the government was forced to withdraw two bills to combat hate speech in 201513 Legal scholars

said the International Covenant of Civil and Political Rights (ICCPR) Act No. 56 of 2007 already prohibits anyone from advocating
138

national, racial and religious hatred that might be an incitement to discrimination, hostility or violence.==

A new offense outlined in the abandoned hate speech bills was particularly controversial because it replicated Section 2(1)(h) of the
Prevention of Terrorism Act (PTA) of 1979.13 The PTA was used by Rajapaksa’s government to prosecute critics like web journalist
J.S. Tissainayagam, who was imprisoned in 2009 on charges of causing racial hatred and raising money for terrorism.%2 The current
government promised to replace the law to comply with international best practices,m but a draft counter-terrorism framework leaked

in October 2016 raised serious concerns.*#2 Legal scholars said that the framework would criminalize “words spoken or intended to
be read” that threaten the “unity, territorial integrity, security or sovereignty of Sri Lanka” (Clause 18), potentially making criticism of
state policies a punishable offense 143 Among other red flags, the framework also criminalizes the gathering or providing of
confidential information, provisions with serious implications for whistle-blowers. The government was revising the framework in early
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2017, but initial reports said no changes were made to the scope of terrorism-related offenses,’* and Cabinet approved the

framework as the basis for draft legislation in April. 14

In a positive development, a Right to Information Act pending in various forms since 2003 was finally passed in parliament in June
2016, promising to strengthen accountability and transparency within public institutions. It came into effect in February 2017 after the

government established the categories of public authorities that fall within its ambit. %€ Citizens reportedly submitted more than 300

RTI applications in the first week of its operationsm and over 1,000 RTI applications in just over a month, 48 covering issues such as

land ownership and enforced disappearances.w

Prosecutions and Detentions for Online Activities

Several detentions for legitimate online activity were documented during Rajapaksa’s presidency,’2 but no unlawful detentions for
online activity were reported during the coverage period of this report, though observers monitored some ongoing prosecutions
closely.

In one example, a teenager was arrested under the Computer Crimes Act No. 24 of 2007 for hacking into President Sirisena’s official
website, removing the homepage, and inserting a demand for A-Level examinations to be postponed.ﬂ The teenager was placed

under the supervision of probationary officers for three years rather than subjected to prison time.1%2

The editor of Lanka-e-News, a website that was targeted by the former regime, faces legal action over its reportage. In November
2016, a magistrate court issued an international arrest warrant against Lanka-e-News editor, Sandaruwan Senadheera, for contempt

of court. Senadheera lives overseas. He was accused of publishing a photo of a suspect in an ongoing case prior to the suspect

being produced for identification. 132 Following this, 14 petitions were filed with the Supreme Court requesting the warrant and

highlighting alleged defamatory articles published about judges and judicial institutions.*® Several senior ministers also came forward
to criticize Lanka-e-News for “mud slinging.” The court accepted the petitions with some amendments, and the case was ongoing as
of mid-2017 122

Surveillance, Privacy, and Anonymity

In spite of the new government’s commitment to freedom of expression and transparency, privacy advocates remain cautious about
existing surveillance technology and the potential for abuse, especially in the north and east, where security officials and the armed
forces heavily monitor and intimidate community activists.2%® Under the previous government, many journalists and civil society
activists believed their phone and internet communications were monitored, particularly in light of official statements lauding state

surveillance 12

There are some limits on anonymous digital communication. Real-name registration is required for mobile phone users under a 2008

Ministry of Defense program to curb “negative incidents.” It was bolstered in 2010 after service providers failed to ensure that

subscribers registered.@ Access to public WiFi hotpots requires a citizen’s national identity card number, 22 which could be used to

track online activity.

News websites continue to be required to register under a procedure that critics say lacks legal foundation (See Media, Diversity, and
Content Manipulation). The registration form issued by the Ministry of Mass Media requests users to enter their personal details along
with the name of the server, IP addresses, and location from which content is uploaded.@ The form does not refer to a law or

indicate the penalty for non-compliance. Civil society groups fear the requirement could be used to hold registered site owners

responsible for content posted by users, or to prevent government critics writing anonymously. 18!

Sri Lanka lacks substantive laws for the protection of individual privacy and data, though the issues are under scrutiny. The ICTA

appears to be considering a data protection framework, although the time frame for implementation is unclear.182

Extrajudicial surveillance of personal communications is prohibited under the Telecommunications Act No.27 of 1996. However, a
telecommunications officer can intercept communications under the direction of a minister, a court, or in connection with the
investigation of a criminal offence. In 2013, Dialog CEO Dr. Hans Wijesuriya denied the existence of a comprehensive surveillance
apparatus in Sri Lanka but agreed that telecommunications companies “have to be compliant with requests from the government.”@

The nature and number of such requests is not known, since there is no provision under the legislation that requires officials to notify
the targets. Some companies disclose some information: Facebook’s Government Requests Report indicated no requests for user
data from Sri Lankan government or law enforcement officials from January to June 2016. The company said it preserved account

data in connection with criminal investigations in three instances during the same period, pending legal requests.@

State agencies are believed to possess some technologies that could facilitate surveillance. In 2015, leaked documents indicated that

the Milan-based firm Hacking Team was approached by several state security agencies seeking to acquire the company’s digital

surveillance technologies. 1% The leaks revealed that in March 2014 the Ministry of Defense was planning on developing an electronic

surveillance and tracking system with the help of a local university.@ While no purchases of the company’s equipment were
confirmed in the leaked documents, they included a 2013 email exchange between a Hacking Team employee and an individual
claiming to represent Sri Lankan intelligence agencies describing confidential acquisitions of “interception technologies” he had
brokered in the past.l%Z Separately, digital activists in Sri Lanka believe Chinese telecoms ZTE and Huawei, who collaborated with

Rajapaksa’s government in the development and maintenance of Sri Lanka’s ICT infrastructure, may have inserted backdoor

espionage and surveillance capabilities. 1%

Intimidation and Violence

Intimidation and violence are still reported, though the number of attacks has declined overall. During the reporting period, the wife of
a missing web journalist was intimidated during court appearances which exposed the involvement of military intelligence officials in
her husband’s 2010 abduction.

https://www.ecoi.net/local_link/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Country o... Side 8 af 15

In September 2016, investigations into web journalist Prageeth Eknaligoda’s disappearance suggested that there was sufficient

evidence to file murder charges against army intelligence officials. 2% The Lanka-E-News journalist and cartoonist went missing in

2010, after the website backed the political opposition in elections. 12 Investigations reveal that Eknaligoda was held at several army
camps following his disappearance. Reports on the number of suspects vary, but almost all had been granted bail by November
2016. Disconcertingly, President Sirisena chastised law enforcement authorities for detaining “war heroes” for lengthy periods of time

and said they should be released if they were not guilty.m In April 2017, Amnesty International reported that Eknaligoda’s wife

continues to face threats and harassment from Buddhist nationalist groups who oppose the case against the military officers 12

Journalists were also subject to attack, though most incidents appeared to relate to content published in the traditional media 12

In
June 2016, Freddy Gamage, editor of the Meepura newspaper, was attacked and beaten by two unidentified men.22 The motive for
the attack was unclear, though Gamage had reported on corruption and illegal property deals.12 The government was quick to
condemn the attack,”® and two persons were arrested in connection with incident. £ Gamage is also the convenor of the
Professional Web Journalists’ Association.

t‘ﬂ

Online reporters, like their traditional media counterparts, were attacked by forces on both sides during Sri Lanka'’s civil conflic as
179

well as during the presidency of Rajapaksa.—= In 2017, investigations into other murders and disappearances continued in line with

President Sirisena’s commitment to reopen past cases.!22 Progress was painfully slow, though some have resulted in arrests.8!

Technical Attacks

Cyberattacks occasionally targeted government critics, such as Tamilnet, under former President Rajapaksa.& No similar incidents

have been reported under President Sirisena.

Hackers frequently attack government and business websites, and one technology company placed Sri Lanka among the top ten
countries in the Asia Pacific region with respect to growing threats to cyber security. €2 In May 2016, a private bank reported that its
website had been hacked, but said that no personal data had been compromised.m During the coverage period of this report, a
teenager also appeared in court for hacking President Sirisena’s official website (see “Prosecutions and Detentions for Online
Activity”).

The Computer Emergency Readiness Team and Coordination Center (CERT) is tasked with protecting digital data under the

Computer Crimes Act, and operates a security arm to protect digital banking infrastructure. 182

Notes:

1 Taylor Dibbert, “Looking at Media Freedom in Sri Lanka”, The Huffington Post, August 3, 2016,
http://www.huffingtonpost.com/taylor-dibbert/looking-at-media-freedom b _11315120.html

2 “Mahinda hints he may contest for Prime Minister at next election”, Colombo Gazette, June 18, 2016,
http://colombogazette.com/2016/06/18/mahinda-hints-he-may-contest-for-prime-minister-at-next-election/

3 “Mahinda Rajapaksa says he will oppose Sri Lanka’s new Constitution”, The Economic Times, January 28" 2017,
http://economictimes.indiatimes.com/news/international/world-news/mahinda-rajapaksa-says-he-will-oppose-sri-lankas-new-
constitution/articleshow/56829493.cms

4 “Ex-leader’s brother ‘led death squad’ in Sri Lanka”, Al Jazeera, March 20, 2017, http://www.aljazeera.com/news/2017/03/leader-
brother-led-death-squad-sri-lanka-170320151120965.html

5 Though operating without adequate resources, the Commission reported a successful first three months in May 2017. “10 days of
RTIin Sri Lanka”, RTIWire, February 13, 2017, http://rtiwire.com/one-week-of-rti-in-sri-lanka/ ; ” RTI Commission of Sri Lanka
Concludes Several Appeal Hearings, More On The Way”, RTI Sri Lanka, May 30, 2017, https://www.rti.gov.lk/media/news/142-rti-
commission-of-sri-lanka-concludes-several-appeal-hearings-more-on-the-way

6 The EU denied imposing these specific conditions, and said the recommendation to grant Sri Lanka GSP Plus status was made in
response to the country’s commitment to ratify and implement 27 international conventions. GSP Plus status is granted to promote
trade with developing countries that have met human rights and other obligations. “EU links human rights to trade: 58 conditions for
GSP Plus”, The Sunday Times, May 8, 2016, http://www.sundaytimes.lk/160508/news/eu-links-human-rights-to-trade-58-conditions-
for-gsp-plus-193327.html; Chamikara Weerasinghe, “Recommendation of GSP+ to Sri Lanka: EU denies laying down any
conditions”, Daily News, January 18, 2017, http://dailynews.lk/2017/01/18/local/105034/recommendation-gsp-sri-lanka-eu-denies-
laying-down-any-conditions.

7 “Telecommunication sector continues to be tax magnet”, Daily Mirror, November 11, 2016,
http://www.dailymirror.lk/article/Telecommunication-sector-continues-to-be-tax-magnet--119006.html

8 Tax, Dialog.lk, https://www.dialog.lk/tax, accessed on May 10, 2017

9 Jithendra Antonio, “Taxing a nation’s talk time — Sri Lankans to pay over 49% tax via telcos with new VAT increase”, DailyFT,
Ocotober 3, 2016, http://www.ft.Ik/article/571131/Taxing-a-nation%E2%80%99s-talk-time-%E2%80%93-Sri-Lankans-to-pay-over-49--
tax-via-telcos-with-new-VAT-increase

10 Bulletin — Central Bank of Sri Lanka, Volume 66, Number 11, November 2016,
http://www.cbsl.gov.lk/pics n docs/10 pub/ docs/statistics/monthly bulletin/Monthly Bulletin 2016/bulletin_november 16e.pdf, p. 9

11 Statistics — Telecommunications Regulatory Commission of Sri Lanka, http://www.trc.gov.lk/2014-05-13-03-56-46/statistics.html,
accessed on March 25", 2017

12 Lalin Fernandopulle, “Google project in the balance”, Sunday Observer, February 17, 2017,
http://www.sundayobserver.lk/2017/02/19/business/google-project-balance

https://www.ecoi.net/local_link/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Country o... Side 9 af 15

13 “Sri Lanka’s mobile phone shipments reached 1mn units in 3Q: Smart phone shipments up 100 pct: Report’, LBO, December 25,
2014

14 “Sri Lanka, one of the fastest growing markets in South Asia”, News.lk, October 15t 2015, http://www.news.lk/news/sri-
lanka/item/10045-sri-lanka-one-of-the-fastest-growing-markets-in-south-asia.

15 “Huawei market share surpasses 30% in Sri Lanka — GfK report”, LBO, November 15, 2016,
http://www.lankabusinessonline.com/huawei-market-share-surpasses-30-in-sri-lanka-gfk-report/

16 Computer Literacy Statistics — 2016, Department of Census and Statistics, January — June 2016,
http://www.statistics.gov.lk/education/ComputerLiteracy/ComputerLiteracy-2016Q1-Q2-final.pdf

17 Chandeepa Wettasinghe, “Computer ownership falls as usage of smartphones, tabs gain”, Mirror Business, April 4, 2017,
http://www.dailymirror.lk/article/Sri-Lanka-computer-ownership-falls-as-usage-of-smartphones-tabs-gains--126727.html

18 Mahesh De Andrado, “A Visit to Dialog’s BBG Submarine Cable Landing Station”, README, August 29, 2016,
http://www.readme.lk/visit-dialog-bbg-cable-station/

19 Smartline (FTTx) — Packages, SLT, http://www.slt.Ik/en/personal/broadband/ftth/packages, accessed May 8, 2017

20 UNICEEF, “Sri Lanka Statistics,” accessed July 2013, http://www.unicef.org/infobycountry/sri _lanka_statistics.html.

21 Computer Literacy Statistics — 2016, Department of Census and Statistics, January — June 2016,
http://www.statistics.gov.lk/education/ComputerLiteracy/ComputerLiteracy-2016Q1-Q2-final.pdf

22 Digital literacy rates declined by age group (60 percent for ages 15-19; 53 percent for ages 20-24; 44 percent for ages 25-29; 27
percent for ages 35-39 and 19 percent for ages 40-49).Computer Literacy Statistics — 2015, Department of Census and Statistics,
January — June 2015, http://www.statistics.gov.lk/samplesurvey/ComputerLiteracy-2015Q1-Q2-final%20.pdf

23 The historically marginalized Up-country or Malaiyaha Tamil communities trace their roots to Tamil Nadu and are concentrated in
the Central, Uva, Sabaragamuwa and Southern Provinces. The Citizenship Acts of 1948-9 made the communities stateless and
denied their civil and political rights. See “Sri Lanka - Tamils”, Minority Rights Group

International, http://minorityrights.org/minorities/tamils/; Final Report of the Consultation Task Force on Reconciliation Mechanisms,
Inclusion of the Malaiyaha Makkal, 346-350, November 2016, https://drive.google.com/open?
id=0Bxbk4wYolphwRTZETF9fM1JBUEK.

24 “Sri Lanka launches first ‘cloud smart classroom’, DailyFT, January 16, 2017, http://www.ft.Ik/article/591574/Sri-Lanka-launches-
first--cloud-smart-classroom-

25Nenasala, “Establishment of Nenasalas,” accessed July 2013, http://bit.ly/1W4XODp.

26 “ICTA Responds to Business Times report on e-government project,” The Sunday Times, January 6, 2013, http://bit.ly/1bmHPwO.

27 Census of Population and Housing — 2012, Department of Census and Statistics,
http://www.statistics.gov.lk/PopHouSat/CPH2012Visualization/htdocs/index.php?usecase=indicator&action=Map&indld=10

28 "Measures to placate Sri Lanka’s Tamil minority are stalling”, The Economist, March 18" 2017,
https://www.economist.com/news/asia/21718919-ruling-coalition-includes-chauvinist-sinhalese-scant-interest-moving-forward-
measures

29 Rohan Samarajiva, “Sri Lanka census data show heavy household Internet use in post-conflict minority districts,” LirneAsia,
December 30, 2013, http:/bit.ly/1W4YqgJdh.

30 Computer Literacy Statistics — 2016, Department of Census and Statistics, January — June 2016,
http://www.statistics.gov.lk/education/ComputerLiteracy/ComputerLiteracy-2016Q1-Q2-final.pdf

31 “Sri Lankan Government Pumps Rs. 10 Billion For Digital Infrastructure”, Readme.lk, April 5, 2016, http://www.readme.lk/sri-
lankan-government-pump-rs-10-billion-digital-infrastructure/

32 “ICTA plans ambitious digital infrastructure, Google Loon by March”, LBO, November 6, 2015,
http://www.lankabusinessonline.com/icta-plans-ambitious-digital-infrastructure-google-loon-by-march/

33 Public Wi-Fi Initiative — An Initiative of ICTA Agency of Sri Lanka, http://publicwifi.lk/, accessed on March 31%, 2017

34 Rohan Samarajiva, “Morning after: Thinking through Sri Lanka President’s free Wi-Fi promise,” LirneAsia, February 28, 2015,
http://bit.ly/1iRO7Kr; YudhanjayaWijeratne, “Why Yahapalanaya’s Train Wi-Fi might not be as cool as you think,” Readme, February
28, 2015, http://readme.lk/free-wifi-train-stations/.

35 “Wi-Fi Hotspots in Sri Lanka”, Dialog, https://www.dialog.lk/wi-fi; “Dialog’s Giving Everyone Free Wi-Fi. For 30 Days,” Readme,
September 22, 2014, http:/readme.lk/dialogs-giving-free-wi-fi-30-days/.

36 SLT, Wi-Fi Coverage, https://www_slt.lk/en/personal/broadband/wi-fi/coverage; “SLT improves location based public WiFi hotspot
services”, SLT, July 20", 2016, http://www_slt.lk/en/content/slt-improves-location-based-public-wi-fi-hotspot-services

37 “Google Loon may leave Sri Lanka, corruption accusation baseless: Harin”, LBO, February 16, 2017,
http://www.lankabusinessonline.com/google-loon-may-leave-sri-lanka-corruption-accusation-baseless-harin-fernando/; “Google’s
internet balloon plan hits legal snag in Sri Lanka”, February 16, 2017, Express Tribune, https://tribune.com.pk/story/1329042/googles-
internet-balloon-plan-hits-legal-snag-sri-lanka/

38 “Project Loon: Google balloon that beams down internet reaches Sri Lanka”, The Guardian, February 16, 2016,
http://www.theguardian.com/technology/2016/feb/16/project-loon-google-balloon-that-beams-down-internet-reaches-sri-lanka

https://www.ecoi.net/local_1ink/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Countr... Side 10 af 15

39 Mahesh De Andrado, “Google Loon for Sri Lanka: A Deflated Hope?”, Readme.lk, February 24, 2017,
http://www.readme.lk/google-loon-sri-lanka-deflated-hope/; “Voice Against Corruption alleges fraud in Google Loon Project”,
NewsFirst, February 20, 2017, http:/newsfirst.lk/english/2017/02/voice-corruption-alleges-fraud-google-loon-project/162143

40 “Cutting off Telecoms in Sri Lanka Redux...,” Groundviews, January 30, 2007, http://bit.ly/10zcQ29.

41 Sri Lanka Telecom PLC, Update Report, Fitch Ratings, January 21, 2013, http://bit.ly/2fn0vlk; “Who We Are — Our geographic,
divisional and market capabilities”, SLT, www.slt.Ik/en/about-us, accessed on 15" March 2017

42 “Dialog Connects Sri Lanka to Ultra High Speed 100G-Plus Submarine Cable”, Dialog, May 30, 2016, https://www.dialog.lk/dialog-
connects-sri-lanka-to-ultra-high-speed-100g-plus-submarine-cable

43HelaniGalpaya, Broadband in Sri Lanka: Glass Half Full or Half Empty? (Washington, D.C.: infuse/The World Bank, 2011),
http://bit.ly/1izou0Y.

44 “Sri Lanka’s Dialog to cut data prices, eyes broadband market”, Mobile World Live, June 15, 2016,
https://www.mobileworldlive.com/asia/asia-news/dialog-to-cut-data-prices-eyes-broadband-market/

45“Dialog set to break into fixed-line broadband market”, Capacity Media, June 8, 2016,
http://www.capacitymedia.com/Article/35607 36/Infrastructure-and-Networks/Dialog-set-to-break-into-fixed-line-broadband-market

46 “SLT introduces SEA-ME-WE 5 submarine cable system and first tier 4 ready data station”, The Island, February 1, 2016,
http://www.island.lk/index.php?page cat=article-details&page=article-details&code title=139608; Mazin Hussain, “Sri Lanka has a
new pathway to the Internet’, README, February 3, 2016, http://www.readme.lk/sri-lanka-pathway-internet/.

47 Raj Moorthy, “Facebook and Google to enter Sri Lanka in June this year”, The Sunday Times, February 7, 2016,
http://www.sundaytimes.lk/160207/business-times/facebook-and-google-to-enter-sri-lanka-in-june-this-year-181941.html

48 “SLT to provide global connectivity backhauling facility via Sri Lanka”, SLT, August 11, 2016, http://www.slt.lk/en/content/slt-
provide-global-connectivity-backhauling-facility-sri-lanka

49 Internet Service Providers, TRCSL, http://www.trc.gov.lk/internet-service-providers.html, accessed on March 19, 2017

50 HiyalBiyagamage, “Harin unhappy with SLT, warns of competition”, August 9, 2016, www.island.lk/index.php?page cat=article-
details&page=article-details&code title=65313; SLT Annual Report 2016,
http://www.slt.Ik/sites/default/files/sustainability reports/Sri_Lanka Telecom PLC Annual Report 2016.pdf, p.5

51 “President's Brother Kumarasinghe Sirisena Appointed As Telecom Chairman,” Asian Mirror, January 22, 2015,

http://www.asianmirror.lk/news/item/66 18-president-s-brother-kumarasinghe-sirisena-appointed-as-telecom-chairman

52 Dialog Axiata PLC Fact Sheet, https://www.dialog.lk/fact-sheet

53 Subsidiaries, SLT.Ik, https://www.slt.Ik/en/about-us/profile/subsidaries, accessed in May 2016; “Mobitel finalizes terms of Hutch
takeover, report says,” TeleGeography, February 11, 2014, http://bit.ly/1izpDpo.

54 SLT Annual Report 2016,
http://www.slt.Ik/sites/default/files/sustainability reports/Sri_Lanka Telecom PLC Annual Report 2016.pdf, p.5

55 The customer base figures for Etisalat, Airtel and Hutchison received from sources in each company (according to customer churn
rates for the first quarter of 2017).

56 “Dialog launches first mobile 4G-LTE service in Colombo,” Daily FT, April 2, 2013, http://bit.ly/1gukvRX;
DuruthuEdirimuniChandrasekera, “Etisalat to head start on 4G,” The Sunday Times, February 10, 2013, http:/bit.ly/1KswESY; “Lanka
Bell Launches 4G Connectivity”, Explore Sri Lanka, April 2014, http://exploresrilanka.lk/2014/04/lanka-bell-launches-4g-connectivity/.

57 Malathy Knight-John, “Telecom Regulatory and Policy Environment in Sri Lanka: Results and Analysis of the 2008 TRE Survey”,
Institute of Policy Studies, November 26, 2008, http://lirneasia.net/wp-content/uploads/2009/07/TRE_SriLanka Final 2008Nov28.pdf

58 “TRC raises Rs. 3.28 bn from LTE mobile spectrum auction”, DailyFT, March 29, 2013, http://www.ft.Ik/2013/03/29/trc-raises-rs-3-
28-b-from-lte-mobile-spectrum-auction/; Issuance of Licenses — TRC, http://www.trc.gov.lk/component/k2/itemlist/category/66-
issuance-of-licenses.html, accessed May 10, 2017

59“Colombo Telegraph blockade: TRC clueless,” Daily FT, August 27, 2013, http://www.ft.lk/2013/08/27/colombo-telegraph-blockade-
trc-clueless/; Sarath Kumara, “Sri Lankan government prepares new Internet restrictions,” World Socialist Web Site, February 15,
2010, http://bit.ly/1QkpyA3.

60 “Sri Lanka; LalithWeeratunga summoned to Presidential Commission of Inquiry,” September 16, 2015,
http://www.colombopage.com/archive 15B/Sep16 1442379869CH.php

61 “Indictments filed against 16 including Basil”, Daily News, May 20th, 2016, http://www.dailynews.lk/?q=2016/05/20/law-
order/82286

62 “LalithWeeratunga says that former President Mahinda Rajapaksa Instructed Him to Launch the ‘Sil” Clothes Distributing
Campaign”, HiruNews, March 1, 2017, http://www.hirunews.lk/155796/lalith-weeratunga-says-that-former-president-mahinda-
rajapaksa-instructed-him-to-launch-sil-clothes-distributing-campaign

63 LakmalSooriyagoda, “HC allows to screen TV interview by LalithWeeratunga”, Daily News, April 29, 2017,
http://dailynews.lk/2017/04/29/law-order/114512/hc-allows-screen-tv-interview-lalith-weeratunga

64 Telecommunications and Regulatory Commission of Sri Lanka, “Chairman and the Director-General Assume Duties,”
http://bit.ly/1Qkaq7P.

https://www.ecoi.net/local_1ink/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Countr... Side 11 af 15

65 Sri Lanka Telecommunications (Amendment) Act, No.27 of 1996, http://www.trc.gov.lk/images/pdf/leqgislation/Act%2027%200f%
201996.pdf, Section 3 (1) (a)

66 “M.M. Zuhair appointed Director General of TRC”, News.lk, January 29, 2015, http://www.news.lk/news/politics/item/5952-m-m-
zuhair-appointed-director-general-of-trc

67NiranjalaAriyawansha, “DG and Board of TRC fired by President”, October 18, 2015, https://www.ceylontoday.lk/51-106844-news-
detail-dg-and-board-of-trc-fired-by-president.html

68 “Mr. Sunil S. Sirisena is the new Director General of the Telecommunication Regulatory Commission of Sri Lanka”, TRC,
http://www.trc.gov.lk/mr-sunil-s-sirisena-is-the-new-director-general-of-telecommunications-regulatory-commission-of-sri-lanka.html

69 “President’s Counsel HemanthaWarnakulasuriya appointed to TRC”, News1st, August 2, 2016,
http://newsfirst.lk/english/2016/08/hemantha-waranakulasuriya-appointed-board-member-trc/143648

’n

70 Jason Burke and AmanthaPerera, “Sri Lanka’s new president promises ‘no more abductions, no more censorship’,” The Guardian,
January 10", 2015, http://qu.com/p/44n3t/stw.

71 Indika Sri Aravinda, “Police seek mobile porn ban,” Daily Mirror, May 12, 2010, http://bit.ly/1YgcC4b.

72 Centre for Policy Alternatives, “Chapter 4: Restriction of Content on the Internet’in Freedom of Expression on the Internet,
(November 2011), http://bit.ly/1F4D1Mf.

73 Insights — Verité Research, “Is blocking websites making telecom share prices vulnerable?,” Daily Mirror Business, July 31, 2014,
http://www.dailymirror.lk/50418/is-blocking-websites-making-telecom-share-prices-vulnerable.

74 “TRC blocks Tamil website for incitement”, The Sunday Times, October 30, 2016, http://www.sundaytimes.lk/161030/news/trc-
blocks-tamil-website-for-incitement-215541.html

75 “Sri Lankan government blocks Tamil website”, CPJ, November 14, 2016, https://cpj.org/2016/11/sri-lankan-government-blocks-
tamil-website.php

76 “TRC blocks Tamil website for incitement”, The Sunday Times, October 30, 2016, http://www.sundaytimes.lk/161030/news/trc-
blocks-tamil-website-for-incitement-215541.html

77 ‘Dialog CEO Hans Wijesuriya: “No surveillance program in Sri Lanka, but telecoms have to comply”,” The Republic Square,
September 28, 2013, http://bit.ly/1QkgZOZ.

78 Centre for Policy Alternatives, Freedom of Expression on the Internet, 30.

79 In 2011, one website operator who challenged blocking settled out of court, agreeing to several TRC conditions—such as
removing links to blocked content—in return for restored access.After a complaint was made to the Human Rights Commission of Sri
Lanka about the blocking of two websites in May 2014, the commission said it would investigate, but that freedom of expression was
subject to constitutional limits. See, S.S. Selvanayagam, “Website previously blocked now permitted to operate by SC,” DailyFT,
December 16, 2011, http://bit.ly/1INFYH3Q; WaruniKarunarathne, “HRC To Study Complaint on Websites”, The Sunday Leader, May
25, 2014, http://bit.ly/1W55qWs

80 International Crisis Group, “Sri Lanka’s Judiciary: Politicised Courts, Compromised Rights,” Asia Report No.172, June 30, 2009,
http://bit.ly/1KsA80z.

81 Sanjana Hattotuwa, “More websites including ghs.google.com blocked in Sri Lanka?”, ICT4Peace, July 29, 2009,
https://ict4peace.wordpress.com/2009/07/29/more-websites-including-ghs-google-com-blocked-in-sri-lanka/

82 Local internet users reported it was patchily accessible through some fixed-line and mobile broadband networks during that time.
See, Sanjana Hattotuwa, “Tamilnet.com Accessible Once More in Sri Lanka via SLT ADSL".

83 Reporters Without Borders, Internet Enemies, March 12, 2009, http:/bit.ly/tus9bB.

84 Google, “Sri Lanka,” Google Transparency Report, accessed April 13, 2016,
https://www.google.com/transparencyreport/removals/government/LK/?hl=en

85 “#UPRLKA: Complete Tweet Archive and Related Visualisation Around Sri Lanka’s UPR Review,” Groundviews, November 2,
2012, http://bit.ly/1gupD89.

86 “Groundviews: Now on Whatsapp”, Groundviews, February 23“’, 2016, http://groundviews.org/2016/02/23/groundviews-now-on-
whatsapp/

87 “Announcing the launch of Maatram: Citizen journalism in Tamil,” Groundviews, January 20, 2014, http://bit.ly/1W52ngY.

88 Roar.lk, http://roar.lk/about-us/

89 “Hello Bangla!: Roar.lk expands into Bangladesh”, DailyFT, September 21, 2016, http://www.ft.Ik/article/568758/%E2%80%
98Hello-Bangla-%E2%80%99:-Roar.lk-expands-into-Bangladesh

90 “YAMU TV reports exponential growth in web video”, YAMU, April 18, 2016, https://www.yamu.lk/yamu-tvs-press-release/

91 How it works, Manthri.lk, http://www.manthri.lk/en/how, accessed May 30, 2017

92 Amali Mallawaarachchi, “Laws needed to regulate social media: Premier”, Daily News, December 14, 2016,
http://dailynews.lk/2016/12/14/local/101872

https://www.ecoi.net/local_1ink/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Countr... Side 12 af 15

93 P.K. Balachandran, “Social Media To Come Under Watch in Sri Lanka,” The New Indian Express, May 23, 2014,
http://bit.ly/1KsDtE1.

94 “Metthotamulla: How a day meant for celebrations turned dark (Video), News1st, April 19, 2017,
http://newsfirst.lk/english/2017/04/meetotamulla-political-blame-game-continues-people-suffer-video/165778

95 “Crushed Beneath a Garbage Mountain: Colombo’s New Year Tragedy”, Roar Reports, April 16, 2017,
https://roar.media/english/reports/reports/crushed-beneath-a-garbage-mountain-colombos-new-year-tragedy/; “The Science Behind
The Meethotamulla Disaster”, Roar Reports, April 29, 2016, https://roar.media/english/reports/reports/the-science-behind-the-
meethotamulla-disaster/; “A Brief History Of The Meethotamulla Garbage Dump”, Roar Reports, April 23, 2017,
https://roar.media/english/reports/reports/a-brief-history-of-the-meethotamulla-garbage-dump/

96 “Rs.100,000 to be Charged from News Websites,” Daily Mirror, July 12, 2012, http://bit.ly/1KoO9zk.

97 Office of the Cabinet of Ministers — Sri Lanka, “Registration of News Casting Websites — Amendment to the Sri Lanka Press
Council Act No 05 of 1973,” press brief, August 8, 2012, http://bit.ly/1W53wFf.

98 “Sri Lanka’s new regime revives Rajapaksa’s censorship of websites,” Economy Next, March 2nd, 2016,
http://www.economynext.com/Sri_Lanka s new regime revives Rajapaksa s censorship of websites-3-4392-10.html

99 Disna Mudalige, “Not intended to control but to give recognition for web journalists,” Daily News, March 3rd, 2016,
http://www.dailynews.lk/?q=2016/03/03/local/not-intended-control-give-recognition-web-journalists

100 “IFJ Disappointed by Sri Lanka’s Supreme Court Decision on Internet Restrictions”, IFJ, May 17, 2012,
http://www.ifj.org/nc/frinews-single-view/browse/255/backpid/237/category/europe-1/article/ifi-disappointed-by-sri-lankas-supreme-
court-decision-on-internet-restrictions/

101 “Application Form for News Casting Websites Registration”, Ministry of Parliamentary Reforms and Mass Media,
https://www.media.gov.lk/images/pdf word/registrationofNewsCastingwebfinalapp2016.pdf, accessed May 12, 2017

102 Dinidu de Alwis, “Media should exercise self-censorship-LakshmaYapa,” Ceylon Today, March 23, 2012, http://bit.ly/1F4G9HU.

103 Milinda Rajasekera, “Namal’s disclosure of family embarrassment,” The Island, December 21, 2011, http://bit.ly/1FPJgy8.

104 World Organization Against Torture, “Sri Lanka: Smear campaign against Ms. Sunila Abeysekara, Ms. Nimalka Fernando,
Dr.Paikiasothy Saravanamuttu and Mr. Sunanda Deshapriya,” March 27, 2012, http://bit.ly/1LAs55A; Committee to Protect
Journalists, “In Sri Lanka, censorship and a smear campaign,” July 14, 2009, http://cpj.org/2009/07/in-sri-lanka-censorship-and-a-
smear-campaign.php.

105 Shilpa Samaratunge and Sanjana Hattotuwa, “Liking Violence: A study of hate speech on Facebook in Sri Lanka,” Centre for
Policy Alternatives, September 2014, 67-202, http://www.cpalanka.org/liking-violence-a-study-of-hate-speech-on-facebook-in-sri-
lanka/.

106 Charles Haviland, “The hardline Buddhists targeting Sri Lanka’s Muslims,” BBC, March 25, 2013, http://bbc.in/1UYKiEe.

107 D.B.S. Jeyaraj, “Defence Secretary Gotabhaya Rajapaksa Openly Supportive of “Ethno Religious Fascist” Organization
BodhuBalaSena,” dbsjeyara(blog), March 10, 2013, http://dbsjeyaraj.com/dbsj/archives/17939.

108 Munza Mushtaq, “Gnanasara Shows Police He is Above The Law, As Muslim Owned Shops and A Mosque Attacked in
Kurunegala”, Colombo Telegraph, May 21, 2017, https://www.colombotelegraph.com/index.php/gnanasara-shows-police-he-is-
above-the-law-as-muslim-owned-shops-and-a-mosque-attacked-in-kurunegala/; Hilmy Ahmed, “Escalating Violence: Renewed
assaults on the Muslim community”, Groundviews, May 22, 2017, http://groundviews.org/2017/05/22/escalating-violence-renewed-
assaults-on-the-muslim-community/

109 Janeen Fernando and Shamara Wettimuny, “Religious Violence in Sri Lanka: A new perspective on an old problem”, DailyFT,
May 26, 2017, http://www.ft.Ik/article/617872/Religious-violence-in-Sri-Lanka:-A-new-perspective-on-an-old-problem

110 “U.S. condemns attacks against mosques in Sri Lanka”, ColomboPage, May 21, 2017,

http://www.colombopage.com/archive 17A/May21 1495379998CH.php; P.K. Balachandran, “Sri Lankan Muslim leaders unite to face
upsurge of Buddhist extremism”, bdnews24.com, May 21, 2017, http://bdnews24.com/neighbours/2017/05/21/sri-lankan-muslim-
leaders-unite-to-face-upsurge-of-buddhist-extremism

111 “Sri Lankan government moves to curb communal hate speech”, New Indian Express, November 16, 2016,
http://www.newindianexpress.com/world/2016/nov/16/sri-lankan-government-moves-to-curb-communal-hate-speech-1539321.html

112 #lamaTrueSriLankan — Facebook page, https://www.facebook.com/SriLankanSharedValues/?fref=ts, accessed April 2017

113 “#IVotedSL | Exercise your vote on the 8“‘!,” Groundviews, January 2, 2015, http://groundviews.org/2015/01/02/ivotedsl-exercise-
your-vote-on-the-8th/.

114 NalakaGunawardene, “Social Media and General Elections 2015,” Dailymirror.lk, September 2, 2015,
http://www.dailymirror.lk/8581 1/social-media-and-general-elecations-2015

115 “icanChangeSL& #wecanChangeSL: Shaping a new Sri Lanka,” Groundviews, February 4, 2015, http://bit.ly/1zerhBo.

116 “Sri Lanka: Jumpstarting the Reform Process”, Asia Report No. 278, International Crisis Group, May 18, 2017,
https://d207 1andvipOwj.cloudfront.net/278-sri-lanka-jumpstarting-the-reform-process.pdf

117 TAGS Searchable Twitter Archive, #pubconsl, http://hawksey.info/tagsexplorer/arc.html?
key=1MaCEMculu3MzZvY5IAfYugJ7kso80cz0Keilji29nmNA&gid=400689247

https://www.ecoi.net/local_1ink/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Countr... Side 13 af 15

118 “Mudslides and floods cause devastation in Sri Lanka”, The Guardian, June 4, 2017, https://www.theguardian.com/global-
development-professionals-network/gallery/2017/jun/04/sri-lanka-worst-floods-mudslides-since-2003-in-pictures; “Sri Lanka: 2017
Monsoon Floods and Landslides — Office of the UN Resident Coordinator Flash Update No. 10 (22 June 2017), ReliefWeb, June 22,
2017, http://reliefweb.int/report/sri-lanka/sri-lanka-2017-monsoon-floods-and-landslides-office-un-resident-coordinator-flash-2

119 Bandula Sirimanne, “Floods: Economic loss could be as high as Rs. 30 bIn”, June 4, 2017,
http://www.sundaytimes.lk/170604/business-times/floods-economic-loss-could-be-as-high-as-rs-30-bin-243233.html

120 Namini Wijedasa and Sandun Jayawardena, “Unpreparedness reigned as lives, properties were destroyed”, The Sunday Times,
June 4, 2017, http://www.sundaytimes.lk/170604/news/unpreparedness-reigned-as-lives-properties-were-destroyed-243616.html

121 2017 Sri Lanka Flood Crisis Map, https://www.google.com/maps/d/viewer?
mid=1IMTSXqlUwgT8LCfeRdTqzDKob1Q&I1=6.470581407199456%2C80.58815789397192&z=9

122 Raisa Wickrematunge, “Mapping Street Harassment This Women’s Day,” March 8, 2016,
http://groundviews.org/2016/03/08/mapping-street-harassment-this-womens-day/

123 Center for Policy Alternatives, “Right to the City”, https://www.facebook.com/righttothecitysl/

124 Respective legislation: Official Secrets Act No. 32 of 1955; Parliament (Powers and Privileges) (Amendment) 1997; Prevention of
Terrorism (Temporary Provisions) Act No. 48 of 1979.

125 “A Brief Guide to the Nineteenth Amendment to the Constitution”, May 2015, Centre for Policy Alternatives,
https://www.cpalanka.org/wp-content/uploads/2015/05/A-Brief-Guide-to-the-Nineteenth-Amendment.pdf

126 “Sri Lanka parliament appoint members to committees at the first sitting of Constitutional Assembly”, Colombo Page, April 6,
2016, http://www.colombopage.com/archive 16A/Apr06 1459923593CH.php

127 Sub-committee reports, Constitutional Assembly, http://english.constitutionalassembly.lk/interim-report, accessed April 2017

128 Opinion Poll on Constitutional Reform — Topline Report, Centre for Policy Alternatives & Social Indicator, March 2017,
http://www.cpalanka.org/wp-content/uploads/2017/04/Rapid-survey final-report March-2017.pdf

129 “Sri Lanka TJ process too slow and non-transparent, Amnesty tells UNHRC 34”, Sri Lanka Brief, February 2017,
http://srilankabrief.org/2017/02/sri-lanka-tj-process-too-slow-and-non-transparent-amnesty-tells-unhrc-34/

130 “Sri Lanka: Slow progress on crucial justice and reconciliation — UN report’, OHCHR, March 3, 2017,
http://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?News|D=21278&LanglD=E

131 “Media groups slam Sirisena for bringing back Press Council”, The Sunday Times, July 5, 2015,
http://www.sundaytimes.lk/150705/news/media-groups-slam-sirisena-for-bringing-back-press-council-155671.html

132 “Press Council Reactivated”, The Sunday Times, June 14" 2009,
http://www.sundaytimes.lk/090614/News/sundaytimesnews_10.html

133 “IFJ, Sri Lankan media rights organizations object to reactivation of Press Council”, IFJ, July 6, 2015, http://www.ifi.org/nc/news-
single-view/browse/3/backpid/33/article/ifi-sri-lankan-media-rights-organizations-object-reactivation-of-press-council/

134 “Media Release on Press Council Act”. Sri Lanka Press Institute, January 21st, 2016, http://www.slIpi.lk/media-release-on-press-
council-act/

135“Sri Lanka: Independent Council for News Media Standards Act — Full Text (1St Discussion Draft)”, Sri Lanka Brief, March 29,
2017, hitp://srilankabrief.org/2017/03/sri-lanka-independent-council-for-news-media-standards-act-full-text/

136 “TNA wants new ‘hate speech’ legislation withdrawn”, Daily News, December 16, 2015, http://www.dailynews.lk/?
g=2015/12/16/political/tna-wants-new-hate-speech-legislation-withdrawn;“Two petitions filed in SC against Govt. amendments to
Penal Code on hate speech”, DailyFT, December 16, 2015, http://www.ft.Ik/article/509053/Two-petitions-in-SC-against-Govt--
amendments-to-Penal-Code-on-hate-speech

137 “Govt backs away from bills claimed to bar free speech”, The Sunday Times, December 20, 2015,
http://www.sundaytimes.lk/151220/news/govt-backs-away-from-bills-claimed-to-bar-free-speech-175994.html

138 Section 3, International Covenant on Civil and Political Rights Act No. 56 of 2007, November 16, 2007,
http://www.documents.gov.lk/Acts/2007/International%20Covenant%200n%20Civil%20&%20Political % 20Rights %20%28lccpr%29%
20-%20Act%20N0.%2056/English.pdf; Gehan Gunatilleka, “Hate Speech in Sri Lanka: How a New Ban Could Perpetuate Impunity”,
OHRH, January 11, 2016, http://ohrh.law.ox.ac.uk/hate-speech-in-sri-lanka-how-a-new-ban-could-perpetuate-impunity/

139 Section 2(1)(h) of the Prevention of Terrorism Act of 1979 states “(h) by words either spoken or intended to be read or by signs or
by visible representations or otherwise causes or intends to cause commission of acts of violence or religious, racial or communal
disharmony or feelings of ill-will or hostility between different communities or racial or religious groups” shall be guilty of an offence
under the act.

140 “Sri Lankan president pardons convicted Tamil editor”, BBC News, May 3rd, 2010,
http://news.bbc.co.uk/2/hi/south asia/8657805.stm

141 Resolution 30/1, Promoting Reconciliation, Accountability and Human Rights in Sri Lanka, paragraph 12, OHCHR, Human Rights
Council, September 29, 2015, https://documents-dds-ny.un.org/doc/UNDOC/LTD/G15/220/93/PDF/G1522093.pdf?OpenElement

142 “Policy and Legal Framework of the Proposed Counter Terrorism Act of Sri Lanka”, The Sunday Times, October 16, 2016,
http://www.sundaytimes.lk/161016/Cabinet%20Version%20-%20CT%20Poliyc%20and%20Bill.pdf

https://www.ecoi.net/local_1ink/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Countr... Side 14 af 15

143 Gehan Gunatilleka, “Speech and Spies: Why Sri Lanka’s New Counter-Terrorism Law is a Terrible Idea”, OHRH, November 9,
2016, http://ohrh.law.ox.ac.uk/speech-and-spies-why-sri-lankas-new-counterterrorism-law-is-a-terrible-idea/

144 Dharisha Bastians, “Big changes to counterterrorism framework”, DailyFT, January 11, 2017, http://www.ft.Ik/article/590844/ft

145 Dharisha Bastians, “Cabinet approves amended version of white paper on new counterterrorism law”, DailyFT, April 27, 2017,
http://www.ft.Ik/article/611695/Cabinet-approves-amended-version-of-white-paper-on-new-counterterrorism-law; “Sri Lanka approves
framework for new counter-terror laws”, XinhuaNet, April 26, 2017, http://news.xinhuanet.com/english/2017-04/26/c_136237997.htm

146 “RTI Act comes into force in Sri Lanka”, The Hindu, February 4, 2017, http://www.thehindu.com/news/international/RTI-Act-
comes-into-force-in-Sri-Lanka/article17190752.ece

147 “10 days of RTl in Sri Lanka”, RTIWire, February 13, 2017, http://rtiwire.com/one-week-of-rti-in-sri-lanka/

148 “Sri Lanka’s War Survivors Hope New Law Will Unlock State Land Holdings”, NDTV, March 18, 2017, http://www.ndtv.com/world-
news/sri-lankas-war-survivors-hope-new-law-will-unlock-state-land-holdings-1670716

149 Meera Srinivasan, “Batticaloa women take RTI route to seek details on loved ones”, The Hindu, February 5, 2017,
http://www.thehindu.com/news/international/Batticaloa-women-take-RTI-route-to-seek-details-on-loved-ones/article 17198324.ece

150 See Sri Lanka Report: Freedom on the Net 2016 for previous cases of detention for online activities.

151 “Sri Lankan teenager hack president’s website to try to get exams delayed”, The Guardian, August 30, 2016,
https://www.theguardian.com/world/2016/aug/30/sri-lankan-teenager-hacks-presidents-website-to-try-and-get-exams-delayed

152 “Sri Lanka: President Meets the Student who Hacked his Website”, Sri Lanka Guardian, November 17, 2016,
https://www.slguardian.org/2016/11/sri-lanka-president-meets-the-student-who-hacked-his-website/

153 P.K. Balachandran, “Sri Lankan court issues international arrest warrant against editor for contempt”, The New Indian Express,
November 25, 2016, http://www.newindianexpress.com/world/2016/nov/25/sri-lankan-court-issues-international-arrest-warrant-
against-editor-for-contempt-1542523.html

154 “Lanka E-News Saga: Fourteen petitions in SC seeking international arrest warrant”, NewsFirst.lk, December 11, 2016,
http://newsfirst.lk/english/2016/12/lanka-e-news-saga-14-petitions-supreme-court-seeking-international-warrant/156706

155 “Supreme Court orders that petition against Sandaruwan Senadeera be amended”, NewsFirst.lk, March 3, 2017,
http://newsfirst.lk/english/2017/03/supreme-court-orders-petition-sandaruwan-senadeera-amended/163033

156 “Spiraling incidents of military intimidation in the North: Ruki Fernando”, Groundviews, March 10, 2017,
http://groundviews.org/2017/03/10/spiraling-incidents-of-military-intimidation-in-the-north-ruki-fernando/; Ruki Fernando, “Tamils in
North & East remember those killed despite intimidation and surveillance,” Groundviews, May 20, 2015,
http://groundviews.org/2015/05/20/tamils-in-north-east-sri-lanka-remember-those-killed-despite-intimidation-and-surveillance/; “Sri
Lankan govt tries to shutdown church service for Tamil dead”, UCAN India, May 23, 2017, http://www.ucanindia.in/news/sri-lankan-
govt-tries-to-shutdown-church-service-for-tamil-dead/34845/daily.

157 “It's ok for government to infiltrate online privacy of Sri Lankan citizens?,” ICT for Peacebuilding (blog), April 17, 2010,
http://bit.ly/1UYLuaC.

158 Bandula Sirimanna, “Sri Lanka to tighten mobile phone regulations,” The Sunday Times, October 31, 2010,
http://bit.ly/1TUYMOFC.

159 “Sri Lanka to have 500 public Wi-Fi spots before end 2016”, LBO, October 31, 2016, http://www.lankabusinessonline.com/sri-
lanka-to-have-500-public-wi-fi-spots-before-end-2016/

160 Application for Registration of News Casting Web Sites, Ministry of Mass Media and Information,
http://www.media.gov.lk/images/pdf word/news casting.pdf, accessed on March 15, 2016

161Centre for Policy Alternatives, “Arbitrary Blocking and Registration of Websites: The Continuing Violation of Freedom of
Expression on the Internet,” press release, November 9, 2011, http:/bit.ly/1guxKkU.

162 “Bridging the gap between cyber security and human capital”, DailyFT, August 15, 2016, http://www.ft.Ik/article/561457/Bridging-
the-gap-between-cyber-security-and-human-capital

163 ‘Dialog CEO Hans Wijesuriya: “No surveillance program in Sri Lanka, but telecoms have to comply”.

164 Government Requests Report, Sri Lanka, January 2016 — June 2016, Facebook https://govtrequests.facebook.com/country/Sri%
20Lanka/2016-H1/

165 “Hacking the hackers: Surveillance in Sri Lanka revealed”, Groundviews, July 15, 2015,
http://groundviews.org/2015/07/15/hacking-the-hackers-surveillance-in-sri-lanka-revealed/

166 “Wikileaks — The Hackingteam Archives”, https://wikileaks.org/hackingteam/emails/emailid/238000

167 “Wikileaks — The Hackingteam Archives”, https://wikileaks.org/hackingteam/emails/emailid/577225

168ZTE Corporation signed an agreement with Mobitel to develop its 4G LTE network and carried out successful trials in 2011, while
SLT’s ADSL infrastructure is supported by Huawei. See, ZTE, “Sri Lanka’s Mobitel and ZTE Corporation Carry Out the First
Successful 4G(LTE) Trial in South Asia,” news release, May 17, 2011,

http://wwwen.zte.com.cn/pub/en/press center/news/201105/t20110517 234745.html; Ranjith Wijewardena, “SLT Tie Up With
Huawei to Expand Broadband Internet Coverage,” The Island, September 29, 2006, http://www.island.lk/2006/09/29/business11.html;

https://www.ecoi.net/local_1ink/349356/481291 en.html 11-12-2017



Freedom House: Freedom on the Net 2017 - Sri Lanka | ecoi.net - European Countr... Side 15 af 15

Sanjana Hattotuwa, “Are Chinese Telecoms acting as the ears for the Sri Lankan government?,” Groundviews, February 16, 2012,
http://groundviews.org/2012/02/16/are-chinese-telecoms-acting-as-the-ears-for-the-sri-lankan-government/; “The President of Sri
Lanka His Excellency Mahinda Rajapaksa holds discussions with Huawei Chairwoman Ms. Sun Yafang, Expressing thanks and
acknowledgement on Huawei’s contribution to ICT industry and Education locally,” Lanka Business Today, May 27, 2014,
http://pr.huawei.com/en/news/hw-340356-ict.htm#.Vg2CUvIVhBc.

169 “PrageethEknaligoda Case: 8 Army Int Officers to be Charged with Murder”, Sri Lanka Brief, September 11, 2016,
http://srilankabrief.org/2016/09/prageeth-eknaligoda-case-8-army-int-officers-to-be-charged-with-murder/

170 T. FarookThajudeen, “Prageeth Eknaligoda disappearance case still ongoing,” Daily FT, December 24, 2011,
http://bit.ly/1iSm39L ;Bob Dietz, “UN Heard Eknelygoda’s cry for help; husband still missing,” Committee to Protect Journalists (Blog),
May 21, 2011, http://bit.ly/Gzv902; Chris Kamalendran, “Eknaligoda Case: Focus on ex-AG,” The Sunday Times, December 11,
2011, http://sundaytimes.lk/111211/News/nws_24.html.

171 “President hits out”, Daily Mirror, Ocotber 12, 2016, http://www.dailymirror.lk/117341/President-hits-out; “Continued impunity:
Journalist killings unresolved in 2016”, Groundviews, November 2, 2016, http://groundviews.org/2016/11/02/continued-impunity-
journalist-killings-unresolved-in-2016/.

172 “Sri Lanka — Victims of disappearance cannot wait any longer for justice”, Amnesty International, April 3, 2017,
https://www.amnesty.org/en/latest/news/2017/04/sri-lanka-victims-of-disappearance-cannot-wait-any-longer-for-justice/

173 “Sri Lankan Navy Commander assaults journalist”, IFJ, December 13, 2016, http://www.ifj.org/nc/news-single-
view/backpid/1/article/sri-lankan-navy-commander-assaults-journalist/.

174 CPJ, “Masked men attack muckraking Sri Lankan editor,” June 3, 2016, https://cpj.org/2016/06/masked-men-attack-muckraking-
sri-lankan-editor.php; “Journalist Freddy Gamage attacked in Negombo”, Ada Derana, June 2, 2016,
http://www.adaderana.lk/news/35525/journalist-freddy-gamage-attacked-in-negombo

175 “Sri Lankan journalist Freddy Gamage back in hospital, still under threat”, June 14, 2016, CPJ, https://cpj.org/blog/2016/06/sri-
lankan-journalist-freddy-gamage-back-in-hospit.php

176 “Government condemns the attack against journalist Freddy Gamage”, Ministry of Finance and Mass Media, June 3, 2016,
https://www.media.gov.lk/news-archives/543-government-condemns-the-attack-against-journalist-freddy-gamage

177 “Two arrested in connection to Freddie Gamage Assault Case”, Hiru News, June 4, 2016, http://www.hirunews.lk/134755/two-
arrested-in-connection-to-freddie-gamage-assault-case

178 Committee to Protect Journalists, “Journalists Killed, Sri Lanka: DharmeratnamSivaram,” April 29,2009, http://bit.ly/1KsUOYC.

179 “A disappearance every five days in post-war Sri Lanka,” Groundviews, August 30, 2012, http://bit.ly/1Ygl6qV.

180 “Want to Re-Open Investigations on Attacks on Media: Sri Lankan President Maithripala Sirisena,” NDTV/Press Trust of India,
May 30, 2015, http://bit.ly/1QkO3NM.

181“Police in Sri Lanka arrest intelligence officers over journalist killing”, The Guardian, February 20, 2017,
https://www.theguardian.com/world/2017/feb/20/police-sri-lanka-arrest-intelligence-officers-journalist-lasantha-wickrematunge-
assassination; TharinduJayawardene and BigunMenakaGamage, “Tracing the abduction of Keith Noyahr”, Daily Mirror, March 2,
2017, http://www.dailymirror.lk/article/Tracing-the-abduction-of-Keith-Noyahr-124755.html; Scott Griffen,“In Sri Lanka, media settle in
for long march to change”, International Press Institute, February 1, 2016, http://www.freemedia.at/newssview/article/feature-in-sri-
lanka-media-settle-in-for-long-march-to-change.html; ThilakaSanjaya, “Feet-dragging over Lasantha’s grave”, Sunday Observer,
January 17, 2016, http://www.sundayobserver.lk/2016/01/17/sec04.asp.

182 Sri Lanka, March 12, 2012 — January 20, 2016, Reporters without Borders, https://rsf.org/en/news/sri-lanka-3

183 NistharCassim, “Sri Lanka among top 10 counties in Asia facing threats to cyber security”, DailyFT, June 8, 2016,
http://www.ft.Ik/article/5467 19/Sri-Lanka-among-top-10-countries-in-Asia-facing-threats-to-cyber-security

184 Jason Murdock, “Banking hack: Commercial Bank of Ceylon website hit by cyberattack”, IBT, July 14, 2016,
http://www.ibtimes.co.uk/commercial-bank-ceylon-website-hit-by-hack-attack-1560271

185 Data and Information Unit of the Presidential Secretariat of Sri Lanka, “CSIRT system launched in Sri Lanka to prevent cyber
attacks on banks,” July 2, 2014,
http://www.priu.gov.lk/news update/Current Affairs/ca201407/20140702csirt system launched sl prevent cyber attacks banks.htm.

published on m

https://www.ecoi.net/local_1ink/349356/481291 en.html 11-12-2017



	sril581
	Flygtningenævnets baggrundsmateriale

	581. 180409 - Sri Lanka - Freedom House. Freedom on the Net. Udgivet den 14. november 2017.

