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« Hundreds of blocks, supposedly targeting inflammatontent, affected a wide range of
pages, including some in the public interest {gedations of User Rightg.

» At least eleven people were charged under SecBaf the 2008 IT Act amendment for
posts on social media (s€@lations of User Rightg.

» Cartoonist Aseem Trivedi was arrested for antiiggotion cartoons, initially on charge of
sedition, which carries a life sentence ($edations of User Rightg.

» The Central Monitoring System, partly in place sidpril 2013, seeks to equip a range of
agencies to monitor any electronic communicatioread time, without informing the target
or a judge (se¥iolations of User Rightg.

* Online campaigning for women's rights in the waka brutal sexual assault promoted
street protests and some legislative reformsi(saiés on Content).

Introduction
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The internet has become a powerful tool for shanfgrmation and articulating dissent in India,
despite low overall penetration and power shortdigesng access for many. While still
concentrated in urban areas, access is graduadpdipg to rural India, providing a forum for
voices not always represented in the traditionaliene

There are no systematic restrictions on politicaitent on the Indian web. Since the November
2008 terrorist attacks in Mumbai, however, a comigisind frequently contradictory series of
legal amendments, rules, and guidelines have dtrengd official powers to censor online
content and monitor communications. A 2008 Infoioraf echnology Act amendment allowed
officials to issue blocking orders to internet seevproviders (ISPs), outlining a procedure and
protecting compliant companies from legal procegsliiBut 2011 intermediary guidelines under
the same Act introduced a different process, ma&orgpanies liable to criminal penalties if they
fail to delete or take down content which any indixal flags as "offensive.” Courts can also order
blocks, and their efforts to contain copyright wittbns sometimes render entire platforms
inaccessible. All told, hundreds of pages were niepidblocked by multiple actors during the
coverage period, most by the government grapplirtig religious unrest, though no formal count
was made public. While some blocks targeted legittnhate speech, the opaque process
undermined public trust and left legitimate intdragers, victims of "collateral blocking," without
a means of appeal.

Twenty-five percent of India's internet users spiné on social media in 2012 and this, too, is
subject to unclear regulation under the amende8cks punitive Section 66. During the coverage
period of this report, police arrested at leaspé&dple for social media posts — including tags,
'likes' and closed group comments — under the@®stvague ban on annoying, offensive, or
menacing messaging. Though most were swiftly batleel detentions — which often took place at
night, involved defendants as young as 19, andrigetcases in restive Jammu and Kashmir lasted
40 days — threatened the constitutionally-protedtgu to freedom of expression. Yet the IT Act's
problematic provisions have yet to be reformed.

Security threats have also driven a frenzy of dives on surveillance in the past five years,
including one ordering mobile providers to moniirusers' physical locations to within 50
meters, and others pushing international servioeigers that encrypt their users' communications
to establish domestic servers that are subjecict law. In 2013, the government began
transitioning to the secretive Central Monitorings&m which will potentially empower a wide
range of state agencies to access any electromimaoaication in India in real time, without
service provider cooperation — though that coopmras assured under license agreements.
Surveillance requires no judicial oversight. Wistame of this activity might be justifiable, the
lack of transparency surrounding the system, whiak never reviewed by parliament, is
concerning. The system's potential for abuse -adyrevidely documented under the existing
surveillance regime — is also disquieting, asssnadequate legal framework. Outdated laws
require case-by-case clearance by high-level afidor wiretaps, for example, but are
insufficient to regulate a system capable of masatlon-based cellphone monitoring.
Meanwhile, Indian citizens are surrendering monesgeal information — including biometric
data, such as fingerprints — to electronic govemtrdatabases than ever before. Yet no privacy
law offers protection or redress if citizens' paaaletails or communications are improperly
accessed. And while officials tout the centralizel@ctronic audit trail” the system creates each
time it's used as a security feature, this dataitseif be vulnerable to criminal infiltration.

As the country gears up for national elections eyN014, these issues will become even more
pressing. The main opposition Bharatiya JanatayRalittake on the ruling Congress Party for
control of the Lok Sabha, or lower house. The meérs already taking center stage, with both
sides accusing the other of manipulating onlinealisse. There is no shortage of engaged civil
actors countering the sometimes hostile online edad advocating internet freedom. Whether
the next government will be receptive remains teden.
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Obstacles to Access

Internet usage in India continues to increase, teitis of millions of new users getting online each
year. Internet penetration remains low by globaihdards, at 11 percent in December 2012,
according to the Telecom Regulatory Authority afim(TRAI)Z The International
Telecommunications Union put penetration closer3@ercent! A pronounced urban-rural

divide persists, and many people access the irtetmeybercafes, as only 3 percent of

households have an internet connection, accordimgcent census dafA lack of local
language content and applications also restrigiefpation, though the situation is slowly

improving®

Overall mobile penetration was around 70 perce@0it2®! and mobile access is widespread,
according to the Internet and Mobile Associationnafia, who reported in October 2012 that
more than 90 percent of active urban internet ugersnline using a mobile devi€éln January
2013, the government announced plans to allocatgiéncies for a 4G network, which will

further facilitate mobile web us8.Indians under 35 are 83 percent more likely torebile
phones to go online at least once a week, compgarg8 percent of 50-64 year olgs.

Information and communication technologies (ICTaydhelped make education and other

services more accessible and inclusive in IH§iadowever, infrastructural limitations and cost
restrict access, especially to broadband connegtishich have overtaken dial-up as the primary
access technolod$?! In particular, operators are reluctant to invaghieir own tower networks,
and rely instead on third-party servié€sCable-landing stations, where submarine cables mee
the mainland, often impose hefty fees for allowig traffic to pass in or out. There are 10 such
stations, but the market is dominated by two playBharti Airtel and Tata Communications,
which have a combined 93 percent market sh3rtSPs also prefer to be physically close to
international gateways, like the one in Mumbai, vee high cost of real estate drives up
hosting prices.

Partly as a result of these challenges, the toIS®P8 serve 95 percent of the total internet
subscriber base. Few of the 104 service providgisazed to offer broadband have been able to
penetrate the market given the strong position piecLby state-owned BSNL and MTN!

Private companies have met with more success imti@le phone service market. The top 10
providers are Bharti Airtel, BSNL, Vodafone Esdaeliance Communications, Idea Cellular, Tata
Communications, Tata Teleservices, Aircel, MTNLddrata Teleservices (Maharashtra) Limited
(TTML).125! Licenses are issued following a bidding process)dunching a mobile phone

service business in practice requires considefatdacial clout and access to important
government officials. In a decision highlightingcuendencies and other corrupt practices in the
telecommunications sector, the Supreme Court imep 2012 canceled 122 licenses for 2G
mobile phone services. The licenses had been saldifecially low prices in 2008 to a small

number of favored firm&&

Broadband speeds remain slow in India. Testindhbytéchnology firm Akamai in December
2012 indicated that the average connection spebdlia was only 1 Mbps, an improvement from

early 2012, but still slow by international startit?

The government sought to address this through imMN#tTelecom Policy unveiled in May 2012,
focused on providing affordable and quality telecamication services in rural and remote areas.

1181 By promoting sustained adoption of technology,fthlicy seeks to overcome developmental
challenges including access to education, heatthaad employment.

While the cost of devices and data access is @aadbgo many in India, surveys indicate that
lack of electricity, low digital literacy, and lit@d English are also major impediments.
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Inadequate power, in particular, is a key road lbtodnternet adoption and usagg.India's
average peak power shortage — the amount of eligitifailed to generate when consumption

reached a maximum — was 9 percent between 2002Gir2i?%

Other government projects will benefit the ICT secsuch as the National Optical Fiber
Network, an ambitious two-year proposal to bringdatband speeds of 100 Mbps to rural
districts’2t! However, though pilot broadband networks are beimgeloped in three states, the
project is not on schedule for completion withie tivo years allotted, which concludes in

November 20182

In addition to these nationwide challenges, seltades battling insurgencies or other security
threats are even more isolated. In the centrastailloquially known as the red corridor — so-
named for the simmering Maoist insurgency concésdran remote, tribal areas — ICT investment
is limited both by the conflict and the fact th#ter basic needs, such as drinking water and
access to healthcare, are still unmet in many comities.

The national government can impose limits on ICagesduring times of unrest. In August 2012,
officials limited SMS messages to five per usergaey for fifteen days in an attempt to control
religious tensions in the northe&st.State governments also occasionally respond tarisgc
challenges, interfering with connectivity by implenting shutdowns. In February 2013, the state
of Jammu and Kashmir temporarily shut down molrternet service when a prominent militant
leader was executéd! Select village councils also occasionally bannedien from using

mobile phones on moral grounds. Though they afteatény fraction of the population, at least
three such highly localized bans were imposed duhe coverage period, one in July in Uttar
Pradesh, one in August in Rajasthan that appliédtorgirls under the age of 18, and one in
Bihar in Decembef®

The TRAI is the main telecommunications regulatoogdy, with authority over ISPs and mobile
phone service providers. Established by parlianreh997, it functions as an independent agency,
offering public consultations and other participgtdecision-making processes. The TRAI is
generally perceived as fair. The Ministry of Comnaations and Information Technology and the
Ministry of Home Affairs also exercise control ovsaveral aspects of internet regulation.

Cybercafes, initially straightforward to open anmkmate, are now regulated under 2008
amendments to the IT Act, which define them asfaayity or business offering public internet

acces£® Obtaining a license can require approval from ipléltagencies, though reporters in the
city of Bangalore could not locate a single autiyarésponsible for issuing %2 Some states levy
license fee&8! Regulations from 2011 oblige cybercafes to regisensor and monitor
customer$2 critics noted these requirements went beyondTh&ct provisions which

prescribed the®2 A March 2012 notice mandated each institutionstegifor an official
number2l! a process distinct from licensing that overlapthwekisting state or municipal law!
but without specifying the timeframe, penaltiesrion-compliance or even the identity of the
"registration agency" responsible. Some ownersadly facing loss of revenue due to projected
growth in personal connections, found the requiremburdensomé?! Enforcement varied
significantly around the countf#!

Limits on Content

The government ordered ISPs to block hundreds bbites and URLSs in an effort to contain
religious unrest in 2012; whole platforms were etiéel in Jammu and Kashmir. Misguided court
orders also resulted in content blocks — 164 websiecame inaccessible in just two days in
February 2013. Corporate actors battling piracysedUSPs to block entire video- and file-sharing
sites. Intermediaries who fail to satisfy persawhplainants offended by their content are liable
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to criminal and civil penalties under harsh guides$ that were subject to legal challenges during
the coverage period. But despite civil society gstd, reform has yet to materialize, while legal
proceedings against several global internet conggaarie ongoing. Right-wing "Internet Hindus,"
that some say have political backing, had a negatipact on the online space in the past year,
bombarding opponents with hostile comments. Woreeomnted particularly aggressive electronic
threats. Yet citizens also embraced digital toolgrbmote street protests after a brutal rape and
murder in December 2012, prompting some legislat¥erms.

Political censorship is by no means pervasive dhanlt has increased, however, since a 2008
amendment to the IT Act granted the government paoavblock any content in the interests of

defense, national security, sovereignty, frienehations with foreign states, and public order.

The OpenNet Initiative reported no filtering of jickl and social content in India in 206% but
selective blocking of both in 2012, while transpemesurrounding the blocking process declined.

7 Religious and political extremist commentary wassistently targeted. Troublingly,
"websites with information on human rights in Indi@ernet tools such as proxies, and content
related to free expression” were also selectiviibréd. Blocks on pornography were fewer than

those affecting other kinds of informati&#.

Though the 2008 amendment subjects the governnimotking authority to "procedure and
safeguards,"” the 2009 rules which outlined thesegsses are inadequate, and not always

followed in practicd®? Service providers block websites at the beheatafmmittee of
representatives from the ministries of law, justioeme affairs, information and broadcasting, and
the cybercrime authority, the Indian Computer Ereany Response Team (CERT-In), which
operates under the Department of Information Teldyyo often abbreviated as DIT. Citizens
can't personally contact this group, but officiatgolice can submit vetted complaints on their
behalf to the committee, who must give the pergantermediary who posted the contested
information 48 hours to respond. Whether they doaty the committee assesses the complaint,
and sends those it considers legitimate to theeffadment secretary for approval before directing
service providers to implement blocks. The incuntisecretary is J. Satyanaray&taln
emergencies, he has the power to issue a tempan@ey directly if the committee subsequently
reviews it within 48 hours. A review committee igpected to review all blocking decisions made
under the law every other month.

Unfortunately, public misperceptions about thisgaess undermine it in practice. Most news
reports cite CERT-In as the authority behind webkiocking, and the governmental department

responsible as the Department of Telecom (DOT)dasearlier iterations of the a&&t In fact,
DOT has relinquished this authority to DIT, a selthange barely clarified by the DIT's re-
designation as the Department of Electronics afatrimation Technology (DEITY) in April 2012.
142l Meanwhile, CERT-In's power to authorize blocksseaisto the committee outlined above.
That body's name under rule 8(4) for section 69&1e6f2008 act is "committee for examination of
requests” — which can also be abbreviated as &ERhe imprecision surrounding these two
entities is not just from the acronyms. Both CERTahd CER are headed by the same person,
Gulshan Ral*¥ The fact that he is empowered to sanction |SPéoitk content is based on his
role as the "designated officer" under the 2008sutather than his position as director-general of
the institution which manages cybercrime — thouwgit institution, CERT-In, can issue requests to
takedown or delete illegal content. This introdutether ambiguity, but regardless of how the
authority is distributed between these groups, #iegperate under the powerful Minister of
Communications and Information Technology, Kap&laGiwhose cabinet portfolio was extended
in May 2013 to include the law ministi§?! Popular criticism that content controls are too
centralized may focus on the wrong institutiond,the underlying concern is often legitimate.

As in many democracies, the Indian judiciary isratependent arbiter of content disputes, and the
government approves blocking orders submitted byctiurts automatically. Regrettably, this
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gives local court—who are often subject social and political pressure, lack experience !
internet issues, and can make ruliegparte, meaning that they only hear one side of the ease
considerable power to curb content. In some casegice providers complied with blocking
orders sent by lawyers informing them of a coudislen, instead of an official notice,
introducing additional scope for abud&®.In February 2013, Rai's committee instructed I®Ps
block more than 70 URLSs criticizing the Indian ihgie of Planning and Management, a private
business school, and its founder Arindam Chaudbuarthe order of a district court in Madhya
Pradesh, which was hearing a defamation suit Eiethe instituté*” One of the websites
targeted belonged to the University Grants Commig&¥ which accredits higher educational
institutions and refuses to recognize Chaudhugt to award degrees, a decision he
characterized as defamatd#y.Dozens of news articles reporting on the dispueQutlook
magazine, th@imes of India, theWall Street Journal and the satirical websitakingnews, among
others, were also blocké Since court orders are meant to be stayed by othets, several
news reports said the government would have toa@gminst blocking that its own agencies had
facilitated — one whose principle victim, the Cormsgion, was a statutory body of the Indian
governmentl

Since 2011, a handful of higher courts have blocked auntelating to copyrigl violations

through particularly broad John Doe — or in Indiahok Kumar — orders, which don't name a
defendant? These are not only pre-emptive — passed to prduane violations of a movie that
is not yet released — they are also misused bytamment companies to make ISPs block entire
platforms, whether or not they are hosting piratederial®® This was demonstrated in May
2012 when as many as 38 ISPs completely blockadgerof platforms, ranging from video site
Vimeo to file-sharing websites; some reports sa@ytwere inaccessible for as long as a month.
B4 The New Delhi-based Software Freedom Law Cenidr@apyright Labs, an agency
representing a movie production company, had inééeg an April court order from the Madras
High Court in Chennai, state capital of Tamil Nattuallow absolute blocking, and that ISPs had
complied; the court subsequently clarified thatahder was only intended to affect specific
URLSs, not whole platformS> Experts hope this clarification will encourage $3B contest

widespread ordefs® though some of the sites remained inaccessible &fter the court's
statement, and some news reports said more thath20John Doe orders issued by courts

around the country are still of to wrongful implementatio®”

These processes are not transpare internet users, who are not informed of blocksluh&y
encounter an error message — the 2008 IT amenditrally prohibits blocking complaints and
decisions being made public. In some cases, eatiffaations cite a generic technical fault; in
others, they add to confusion by citing an ordemfithe DOT instead of DEITY. (Asked about
one of these notifications, the DOT clarified thatas not responsibfe®) In 2011, the Bangalore
-based Center for Internet and Society obtainest afl 11 blocks via a freedom of information
request, which it matched to 11 judicial ordéfsEven then, there was no definitive way of
confirming if the block came through via a courtD¥ITY — and consequently, no clear avenue
for appeal. Results can even vary by ISP. Manyaalgomain name system (DNS) tampering to
stop users from visiting specific URLs or domaimstheory, this allows ISPs to interrupt the
connection between an individual blog page ang#rson trying to retrieve it, and should not
affect entire platforms. In practice, blocks aegfirently overbroad, making it impossible to know
which websites were targeted and which fell vidtintollateral blockind? In late 2012, the
Toronto-based research group Citizen Lab repohezktISPs in India using PacketShaper
technology, which allows more sophisticated blogkamd throttlind®X In April 2013, the
Economic Times, citing minutes from a Home Ministry meeting, sthé government planned to
ask ISPs to segregate IP addresses by state waident blocking and monitoring on a regio
basis®Z
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More nuanced filtering might seem like a welcomealiepment in light of the court orders
outlined above. In reality, it is cause for con¢einen the disproportionate number of blocks
ordered in the past year. In addition to the exasplready considered, several hundred more
pages were blocked based on communal or religiotessti In August 2012, tensions between
Muslims and non-Muslims in northeastern statesuthiolg Assam, Karnataka, Tamil Nadu, and
Maharashtra caused thousands to flee the regiosaréied violence in cities around the country.
The government said that online hate speech, imgudlsified images of Muslims suffering
violent attacks, was deliberately circulated tocexbate the violence, and ordered blocks on at

least 309 specific online items, a figure which \esked to the pre$&! That number, which did
not differentiate between blocks on entire platfemn individual URLS, was probably
conservative, and the blocking was widely censaenhdiscriminate.

Instead of combatting inflammatory content, theegament's action disabled many objective
sources of information, such as the Twitter handfdsew Delhi-based journalists Shiv Aroor
and Kanchan Gupta, who used their accounts torepdhe unrest. News reports said that only a

fifth of sites targeted mentioned the northeasictviindermined public trust in the acti6.
Officials accused Pakistani authorities of orclestig online hate campaigns, adding a possible
political motive for blocking. Other content, indimg a handful of political Twitter accounts such
as @DrYumYumsSingh, which spoofs Prime Minister Matwan Singh, became inaccessible at
the same time, although they were not on the leakedeading many to wonder if political

critics were being singled out as wé. Other reports said Twitter had removed some adsoun

for violating user agreementf§! In February 2013, the Press Trust of India saiigh-level
government committee” had decreed that 306 blooKBvatter accounts implemented during this
period were lawful, while four were not. It's nd¢ar which accounts were affected or whether

this number related to the 309 items described @bmost of which were not hosted by Twitter.
67]

Over 240 further URLs were reportedly blocked invBimber 2012 in relation to the anti-Islamic
"Innocence of Muslims" video uploaded in the Unigtdtes in September, which prompted
protests by Muslim communities throughout Asia. iglier Sibal publicly announced the blocks,
and said more were forthcomiff§. Google separately reported having blocked access thdia
to several YouTube videos related to the "Innocaridduslims” video, based on government

request®?

Restrictions were more sev in the Muslin-majority state of Jammu and Kashmir, wh

militant groups seek political autonomy or uniorthwPakistan. After "Innocence of Muslims"
caused mass protests in September 2012, residehts state reported the blocking of several
social networks, including Facebook and YouTubeyels as some disruption to e-mail, search
engines, and Blackberry phone service; other mgidegiders also blocked internet access
altogethet’? News reports said the state government orderes tiieutdowns under Section 5(2)
of the Indian Telegraph Act 1885, which shoulde'tdossible, because it only pertains to the

emergency interception of electronic communicatiéi8ut while the state information and
technology minister denied the ordét,at least two service providers confirmed thateheas a

state-wide ban on Facebook and YouTtBeService was subsequently restored. On February 14
and 15, however, DEITY ordered national blocks arerthan 80 individual YouTube and
Facebook pages after a Kashmiri sentenced to fleadissisting with a Pakistani terrorist attack

on India's parliament in 2001 was executed withearning or, critics said, due procé&%The

Hindu newspaper reported that the block was based oaraa@rder procured by Jammu and
Kashmir policé”! Since these were implemented at the same tinteeasnes involving the
business institute described above, Indian ISRskbbb 164 pages based on court orders in the
space of two days, some due to a highly politicizexdiflict, others from private, commercial
interests
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Administrative requests requiring service providersake down content also spiked during these
incidents. Facebook cooperated with the governmenng the northeastern unrest, though it was
not clear how many pages were taken down as a.f&iwitter was asked to remove 20
accounts, but the extent of their cooperation v&s ancleaf™” Google reported that removal
requests from India in the second half of 2012aaeed 90 percent compared to the first part of
the year, notably from CERT-In during the northesstiots, but the company did not comply
with all & while international companies often independeatiyess deletion requests to see if
the flagged content violates local law or user glinks before complying, domestic companies
may be less discriminating. In March 2013, the Bafe Freedom Law Center said police ordered
a web portal to delete an allegedly defamatorglartinder Section 91 of the penal code, which
allows them to request information for the purpasfesn ongoing investigation — even though the
section does not provide for deletion of onlineteahand is not applicable in defamation
investigations. It was not an isolated incidenhe,Eenter reported?

Intermediaries are pressured into policing contgmnultiple actors. Both local and overseas
companies are vulnerable to criminal prosecutidheaf fail to comply with complaints about
content — not just from officials, but from anyandndia. The 2000 IT amendment made them
liable for illegal content posted by third partidspugh Section 79 of the 2008 amendment
introduced some protections for companies and thaitomer£? In April 2011, however,
Information Technology (Intermediaries GuidelinBsjles implementing the act undermined
these protections — omitting, for example, any megoient to notify the person responsible for the
censored materi#l!! The guidelines, which cover internet and mobileise providers as well as
web hosts, search engines and social networksireettpem to disable access to offensive content
within 36 hours of discovering it or receiving angqalaint, either by blocking it or taking it down,
or face prosecution leading to possible fines ibtgams22! A March 2013 clarification stated

that acknowledging a complaint within 36 hours waHicient if the content was disabled within
a month23! This confused the process further, while doindnimgt to address other glaring
oversights®4

While the CER committee explicitly limited the powad private complainants, the Guidelines
opened the floodgates. Any individual can comptaia service provider about content that they
deem, for example, defamatory, disparaging, harmfasphemous, pornographic, promoting

gambling or infringing proprietary right$®! None of these categories are defined. Experts say
many violate the constitution by restricting legpeech — watching pornography, for example, is

legal in India, and there are no limits on "disgaiamg,'@ — a failing criticized by a parliamentary

committee in March 20182 Critics also objected to the 2011 rules tellingencafes to stop
users from accessing pornography on similar grouhey were encouraged to install filtering

software, although it's not clear how many compf&d

May 2012 amendments to the Copyright Act limitedbility for intermediaries such as search
engines that link to illegally-copied material, lmnandated that they disable public access for 21
days within 36 hours of receiving written noticerfr the copyright holder, pending a court order

to block or remove the lin€2 Rules clarifying the amendment in March 2013 apg@:éo give
intermediaries power to assess the legitimacyehthtice from the copyright holder and refuse to
comply, but critics said the language was too vaguestore the balance between the

complainant and the intermediat$.

Civil society has been active in opposing the miediary Guidelines. In tests, the Center for
Internet and Society demonstrated they could bd tsseender thousands of innocuous posts

inaccessibl&X Legal challenges are pending, including one subrhiby a cyberlaw expert in
Kerala in early 2012, who called them unconstinaié®® In April 2013, the Supreme Court
agreed to reexamine them based on a petition loypsumer affairs websité® The site,
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MouthShut, which hosts user-generated reviewsadyots and services, said it had faced
"hundreds of legal notices, cybercrime complaimid defamation cases" based on the rules, as

well as calls from police officers to delete negatieviews?¥ The case is still pendirfy”

Other companies have been hit with criminal and charges even when there was no evidence
that they were aware of the offending content, wihey subsequently deleted it, or when they
had no control over user-generated content hosteideas by parent companies. Some of
Google's mapping practices left the company's sgmtatives liable for 3 years imprisonment,
according to one expétf! In December 2011, journalist Vinay Rai filed antinial complaint
against 21 internet firms, including Facebook amd@e, for hosting content he considered
offensive, such as images depicting religious figi! The charges invoked articles of the penal
code that ban the sale of offensive material, thclg to minors, and punish criminal conspiracy.
198l Even under the broad auspices of the Interme@aigelines, the case had no foundation,
because there was no evidence he had complainet takamages. Some subsequently blocked

the content, and others had charges dismissecbnital ground€? but proceedings involving
11 companies were ongoing in May 264! Civil content complaints are also being heard by
Indian courts, including one against several irgefinms filed by Islamic scholar Aijaz Arshad
Qasmi filed in December 203 Meanwhile, Facebook was subject to a police coimipia
November 2012 for disabling an activist's accotlihe activist, based in Uttar Pradesh, said the

closure was triggered by complaints from otherrimée users made in retaliation for his w&f!

Individuals, as well as companies, are liable indtparty generated content. In 2009, the
Supreme Court declined to quash a lawsuit agaisttdent relating to third party comments in a
group he created on Google's social network Orkuilering bloggers liable to civil or criminal
prosecution for comments posted by third paff&No prosecutions have been reported since
this ruling, but it may have encouraged self-cestsipr Online journalists and bloggers approach
certain topics with caution, including religion,mamunalism, the corporate-government nexus,
links between government and organized crime, Kaskeparatism, and hostile rhetoric from
Pakistan.

The central authorities are not known to systerafiyiemploy progovernment commentators, but
other factors exert a manipulative influence ontdigliscourse. Paid news, or "advertorials," are
common in the traditional media in India, from wel disclosure of paid endorsements to bribery
and other kickbacks for coverage. In mid-2013,dndiigital media websiteledianama reported

this phenomenon had increased on digital platfomtise past three yeafg

Of greater concern for political and social expi@sare the estimated 20,000 nationalistic
"Internet Hindus" trolling websites to attack thagieo discuss sensitive topics online, some
posting up to 300 comments a d&’ While far from the only group with an agenda oa th
Indian web, they are "so numerous, so committedcancappear so organized" that they may
have a disproportionate impact on legislators. Cemtators note that official content regulation
has occurred in step with the increase of aggrespartisan debates being driven by national
events like the 2008 terror attack€! Some go further, tying the activity directly teth
opposition Bharatiya Janata Party, who acknowledgetating 100 paid social media
campaigners posting under multiple IDs in early20dut denied allegations that they "flood the
internet with right-wing propagand&®! The ruling Congress party launched a rival online
campaign in April but denied compensating partiotpalnternet users in India occasionally
accuse individuals or media in Pakistan of manijpudadiscussions about the disputed Kashmir
valley in domestic online forums, and some insutrggeaups have also used digital tools to spread
propagand&® There is plenty of outspoken pushback againstigiated trolling, but others may
be deterred from expressing their views.
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Many traditionally marginalized groups benefit frambernet access to share information and

connect with others, including Dalits, who areha bottom of the Hindu caste systefifl While
rural and impoverished communities are underselbyadternet access, mobile initiatives like
CGNet encourage villagers to report news and in&ion to the moderators of a central online

forum via calls or SM$22 Begun in Chhattisgarh, the project has moved &ohyeMadhya
Pradesh and receives around 500 reports &tay.

Online activists are also vocal internet freedom issues, such as the content reguldat

followed the northeastern ridf$2 Charges against social network users under tet® vague
Section 66 also sparked strong public oppositibough these have yet to see effective results
(see Violations of User Rights). Human rights isssjgurred online actions during the coverage
period, particularly in the aftermath of a shockgang rape on December 16, 2012. Inspired by
the success of a 2011 social media movement inostippanti-corruption campaigner Anna

Hazaré!3! a number of social media campaigns became parhaf some dubbed tmérbhaya

("fearless one") movement, helping propel womeigtsts onto the public agend& This helped
drive public protests, which achieved some resuiten the government introduced two new
pieces of legislation that parliament ratified ebFuary and April, strengthening the legal

penalties for sexual harassmét! However, others called for tighter regulation ofioe

pornography as the driver behind the rise in seassaults against wom&t® The debate has yet

to improve the online environment for women. Maay authorities are reluctant to recognize

online threats and harassment as violations oftiet. 222 An all-female rock band in the

Kashmir valley disbanded after online threats frawtical religiou groupst&!
Violations of Usel Rights

Police around the country abused laws to threaitennie users during the coverage period. T
were particularly active in Maharasstate, where blogger and cartoonist Aseem Trivexd kelc
for several days on sedition charges, and five lgaopre detained for social media posts,
sometimes in the middle of the night. At least eiglore were charged feocial media activity ii
other states under Section 66 of the IT Act, inicigdhree men in Jammu and Kashmir who were
held for 40 days. Civil society opposition has tgetesult in significant reform. Government
surveillance, which requires no judicial oversigatiransitioning to a secretive, multi-million
dollar Central Monitoring System, allowing officsalo retrieve content and metadata from any
electronic communication in India in real time, matt the help of service providers. Much of the
architecture of the system is already in place,iasgheduled to be fully operational by 2014,
despite never having been reviewed by parliameertarwhile, a privacy law proposed by experts
in October 2012 has yet to be draf

Article 19 (1) of the Indian constitution protetsedom of speech and expressigfl.ICT usage
is governed primarily by the Telegraph Act, theaderode, the code of criminal procedure, and
the IT Act. Section 66 of the 2008 IT amendmentighes ill-defined "offensive,” "menacing,” or
"false" electronic messages that cheat, deceivdead, or annoy, with jail terms of up to three

yearst2 Experts say the Official Secrets Act has been tsdichit expression in the past, and is

not adequately balanced by Right to Information Act2!

The Armed Forces Special Powers affects freedom of speech and expression in cémitines
allowing security forces to bypass due processendhielding them from prosecution for human
rights violations in non-military courts. Humanhig groups and the international community

have criticized the act, which is in effect in Jamamd Kashmir and several northeastern states,

for compromising constitution guarantees and protectic22

Criminal charges have been filed age cartoonists and journalists in relation to con
published online. | September 2012, police in Maharastra arrest-year old cartoonist Asee
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Trivedi, on charges of sedition — which carriefe@dentence — as well as violating the Prevention
of Insult to National Honor Act and the IT A¢#! Trivedi was released on bail and the sedition

charge was dropped after a public campaign, bubtthers remain pendiftf¥ Trivedi's anti-
corruption cartoons first attracted official sanos in December 2011 when his web§lgtoons
against Corruption was suspended by its hosting company based omplamt to Mumbai
police; Trivedi reposted the cartoons, which ardelyi available online.

While Trivedi's case was widely reported, local@éils who abuse legal charges to suppress
online reporting are less likely to be called toamt. In May 2012, a district official in

Jharkhand filed bribery charges against a videmglist who had submitted a right to

information request about the use of public fumdended for job creation, apparently trumped up

to pressure him to drop the investigatit!

Ordinary internet users in India also risk proseeutor online postings criticizing powerful
figures. In April 2012, a professor at a universityVest Bengal and several others were arrested
for circulating a caricature via e-mail and Facdbthat mocked a number of government
officials, and charged under Section 66 of the LI &s well as criminal defamation provisions of

the penal code, before being released on58lil.

Abuse of Section 66 escalated during the coveragedg most notoriously in the western state of
Maharashtra. On November 19, 2012, police in Pajghtown in Thane district near the state
capital Mumbai, detained two Facebook users forgtaming that the funeral of Bal Thackeray,
leader of the right wing Hindu party, Shiv Senaswlgsrupting Mumbai services — an opinion
shared by the Supreme Court, who ruled that brqnthe city to a halt to observe the mourning
was illega*2” Twenty-one year old Shaheen Dhadha posted thelagthpnd Renu Srinivasan
'liked' it, angering Shiv Sena supporters who gattheutside the police station and smashed a
medical clinic belonging to Dhadha's unéf&! The detentions were widely criticized, both on
social media and by public figures, and the womeneweleased on bail within hours. Two
policemen who ordered the arrest were suspendeadgistrate who granted them bail
transferred, and the charges ultimately droppexygh Shiv Sena activists were still trying to
challenge this decision in early 2043 Yet the case had a disturbing coda. A Palgharchbraf
Shiv Sena launched a strike to protest the suspewsithe two police officers, which was

publicly criticized on Facebook under an accoumbtgng to 19 year old Sunil Vishwakarma on
November 28. Shiv Sena supporters delivered hilodal police, who detained him for several
hours, supposedly for his own protection. Vishwakadenied authoring the comment, and police

filed charges against an unknown individual forkiag his account3?

Journalists ferreting out other abuses of theesrtled that Mumbai police had detained two Air
India employees, Mayank Sharma and K.V. Jaganathrdday 2012 under Sections 66 and 67
on grounds that they made derogatory comments gdmdititians and insulted the national flag in
a closed Facebook grotifX! The charges apparently stemmed from a personahhea
colleague, Sagar Karnii¢Z The men said they were arrested in an overnigbkermd raid and

jailed for 12 days months after the complaint agiaihem was filed23! Following media reports,
police scrambled to rectify the situation by acoept complaint from Jaganathrao about Karnick

— also under Section 66 of the IT Act — for inswgthis reputation on Facebook and Orkit.

Other Section 66 charges were filed against sooglia users around the country during the
coverage period. Many, like the Palghar girls, wereng, like 22 year old Henna Bakshi and her
friend, Kamalpreet Singh, charged by Chandigaricpoh September 2012 for criticizing traffic
officials 135 Many were detained, usually briefly, and sometimesgrounds it would protect
them, though this may well have amplified the inggien that they were guilty of wrongdoing —
especially when detentions occurred at night drias denied. Anti-corruption activist Ravi
Srinivasan was arrested in his home in the uniotidey of Puducherry at 5am in October 2012
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for offending a local politician on Twitté®! Orissa police arrested 20-year-old Pintu Sahu in

December for posting an image of a Hindu deityngjtbon a mosque on Facebook, representing a

controversy between Mulsims and Hindus over a Ishéhe™2% In February, police in Uttar

Pradesh arrested Sanjay Chowdhary, a civil serf@nisulting a religious community and
political leaders on Facebook, and denied at lestapplication for bait28 The most extreme
case was in Jammu and Kashmir, where three menamegted in October in connection with a
video on Facebook, considered blasphemous, thatesptihousands of people to protést They
were held for more than 40 days under the IT Aébteebeing granted bail on December 12,
although there was no evidence they had uploadedideo, which police said originated in
Pakistarf4”

The cases appeared to stall at the police levéhowt coming to trial. Yet legal arguments in balil
hearings concentrated on proof — such as whetbkgrdlice took screen shots of the offending
posts — while the accused often blamed the cootehtickers. This distracted from the fact that
the charges themselves undermine constitutionaldpeech protections.

Section 66 faced numerous legal challenges indlseyear. One petitioner told the Bombay High
Court in 2013 that it should not apply to socialdmae which is mostly in the public domain, when
the same content in print would not lead to prosend*! Several members of parliament said
they were working on amending it, though one motemamend it was deferred pending a
Supreme Court ruIinB.“—zl The motion was revealing, however. In it, MembieParliament P.
Rajeev said that the 2008 IT amendment passe@ ibdk Sabha in just seven minutes — along
with six other bills — and went through the uppeiy@ Sabha without discussi8f3 One

inspiring challenge was filed with the Supreme CauNovember 2012 by 21 year old student
Shreya Singhat*¥! Despite this activity, the sole, insufficient refowas a government advisory
requiring senior police officers to approve arréstssocial media postings, which the Supreme

Court enforced in mid-2013, outside the coveragogef this report:*®!

State surveillance, like content control, is grogvin scale and sophistication, and India's
inadequate legislative framework provides almosprigacy protections. A 2007 Supreme Court
ruling held that wiretapping would potentially \aébé constitutional protections under Article 19,
the right to freedom of speech and expression atidlé& 21, the right to life and personal liberty,
unless it was "permitted under the procedure astadal by law.” The court ordered the creation
of a government committee to review phone tap ardehich are governed by the Telegraph Act,
but did not require judicial oversight® A 2007 amendment was made to 419A Rules which
govern the act, elaborating the procedure andifignhational and state home ministry officials of
a certain rank to order phone tap$!

The amended 2008 IT Act also allowed both centrdlstate officials to intercept, monitor or
decrypt electronic communications or direct othierdo so. Both this and the Telegraph Act
stipulate surveillance should be done to protefgrdee, national security, sovereignty, friendly
relations with foreign states, and public orded #rat it should be subject to approval, limited to

60 days — fewer in emergencies — and renewable fioaximum of 180 day&*® Yet the IT Act
adds a clause allowing surveillance for "investmabf any offense;" moreover, while the
procedure for high-level government authorizatiearss to involve a case-by-case assessment,

systematic, mass surveillance is not prohibft&d.

Additional requirements followed in 2011. The gaweent authorized eight separate bodies to
issue surveillance-related orders directly to seryroviders, from intelligence agencies to the tax

buread? | T Act regulations required cybercafe owners tpycand retain customers' photo 1D
and browser history for a ye&r¥ Officials railed against international providensit prevent the

government from tracking users by encrypting comicationsi**? and required some, such as
Nokia and BlackBerry, to establish local servetgect to Indian law under threat of blocking
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their service§t>3 (This effort was still ongoing in April 2013, whémternal Home Ministry
minutes suggested the government intends to reoiemet phone services like Skype to install

local server§>#) Under a 2011 Equipment Security Agreement théindit appear on the DOT

website®! telecom operators were told to develop the capézipinpoint any customer's
physical location within 50 meters. "Customers fptby Security Agencies” were prioritized
for location monitoring by June 2012, with "all bmsers, irrespective of whether they are the

subject of legal intercept or not," by June 288%;0perators were in "various stages" of

compliance by August 20224 In October 2012, a government-appointed groupritest this
framework as "an unclear regulatory regime thatgsnsistent, nontransparent, prone to misuse,

and that does not provide remedy or compensatiagddieved individuals®®!

Service providers are required by license agreestertooperate with official requests for data.
1159] Experts said that while non-compliance carriesssjle seven year jail term, unlawful
interception is punishable by just three yearsrisgmment%

Google and Facebook received more data requests from India in 2012 than any othentg!

except the U.S, but didn't always comPRH In January 2012, responding to a freedom of
information request, the Home Ministry reportediémdofficials issuing 7,500 to 9,000 phone
interceptions per mont? During the coverage period, some news reportd dite "review
committee" responsible for reviewing electronienaeption orders every 90 days, established
following the 2007 Supreme Court ruling and congutief Cabinet Secretary Ajit Seth, Telecom
Secretary R. Chandrasekhar and Legal Affairs Sagr@&.A. Agrawal. In October 201Zhe

Hindu, citing this unnamed committee's "internal nosait interception involving 10,000 phones
and 1,000 email IDs had been authorized by seageicies between June and August — some
new, and some renewing existing ordé¥.In January 2013, tHeconomic Times said it had
reviewed a committee document covering OctobereeBwer 2012, and involving surveillance

orders fo 10,000 phones and 1,300 em{&4

Abuse of surveillance has been wic reported, including monitoring of lawmakers, paigins,
and journalistd® — in one case, implemented by an ISP on the bésis emailed government
order that turned out to be fak& In 2011, two senior Mumbai police officers wererfiol to
have sold phone records for mor&¥! another in 2012 apparently requisitioned cell ghon
records "to keep an eye on his girlfrief¢8!

Much of this activity i driven by whaThe Hindu newspaper characterized as "massive purc

of communications intelligence equipment from seeeecompanies from India and abroad" by
both state and other actors. Two suppliers are dom€lear Trail markets a "data traffic inspect
engine" for mobile surveillance. Shoghi Communimasi supplies GSM monitoring and other
equipment, but its only client is the governmé®.In 2010,0utlook magazine documented
intelligence agencies operating dozens of cellphmoaeitoring devices that don't require the
target's number — and therefore don't require aadip@ from service providers. "We have
deployed the system ... in the hope that we miglkt yop critical conversations, but most of the
time, we end up getting private calls,” an unnainéglligence official toldOutlook 2% Security
agencies have even tried to limit the spread fe¢hiechnologies. In 2011, the federal Intelligence
Bureau was reported trying to shut down at leagi@3ive interception units at internet hubs
around the country. Many were being operated kg gtalice with a tendency to misuse the
equipment — or even mislayt On May 8, 2013, the Bureau issued a directive ignjunior
police officers from requesting mobile data recdtéf Yet the Bureau is itself a civilian
organization without a statutory foundation or jaarlentar oversight*!

Rathe than correct this abuse, the government is tramsitg to a nationwic surveillance projec
known as the Central Monitoring System (CMS), whadlows government agents to bype
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service providers in favor of interception equipinem intermediary premises allowing them to
monitor electronic traffic on any platform or deidirectly, in real timé&’*! Reports estimated

the total cost was in the region of 8 billion rup¢$132 million)! Proponents said the system
improved security by reducing the number of thiagtigs involved in interceptions, and by

documenting the nature and duration of requesassimeamlined "electronic audit traft?®! But
this may itself be vulnerable to cyberattalk4.1t was never reviewed by parliament.

Some news reports said the eight agencies alreapggwered to conduct surveillance would be
able to use it, with the addition of the Nationaléstigation Agency, which was reported
petitioning for inclusion in October 20128 and possibly the Securities and Exchange Board of
Indiall” Others said select military agencies would alsmbelved8% In April 2013, the

Center for Information and Society submitted adigre of information request to clarify the exact
range of agencies authorized to conduct electrsumeeillance, but had not received a response by
the end of the coverage periog

Operated by a little-known Department of Telecomimaitions unit, the Center for Development
of Telematicd!®? it is not known how extensively the CMS has beeplémented. One mid-2013
news report said it was active in New Delhi andyhboring Harayana state, with Kolkata, the
capital of West Bengal, and the southwestern stft®rala, Karnataka to folloW&2! Another

said operation was yet to begin, pending techmieslfication of 21 regional monitoring centers.
11841 Byt many internet and telecommunications firmeadly have monitoring capabilities
installed, some of which are already controlledh® government, according e Hindu, and

the CMS will consolidate this equipment, %! Since there is no legal requirement to notify the
target of surveillance — even after the end ofnaestigation — its implementation may not be
apparent, but several accounts said it would b éyerational by 2014.

Some of this activity, conducted to counter tesar, is legitimate. But the surveillance

architecture has been put in place without a pyivaw, leaving individuals vulnerable, even as

the kind of personal data they are surrenderirtggaovernment diversifies. Since 2010, millions
of Indian citizens have been issued unique Aadiiaaumbers as part of an anti-poverty

initiative. Though not compulsory, officials saytmpmssessing one could limit access to some
government assistance. The authority that isseesumbers maintains a database of numbers tied
to personal information including biometric datacls as fingerprint$€®! There is no law

governing the authority — in fact, one was rejedtggharliament in 2011.

In 2011, data protection rules improved privacyt@ctons in commercial transactions but drew
some criticism from the business commuf. The EU does not consider India "data

secure 28 |n October 2012, a group of experts issued a gowent-commissioned report
providing a foundation for a future privacy bilhaugh the timeframe for drafting and
implementing it isn't clear. Critically, this repalarified that exceptions to the right to privacy
such as national security and privacy investigatidne assessed according to values of

proportionality, legality, and democratic rété

Violence targeting journalists, right to informatiactivists and whistleblowers is common in

Indial22? However, there were no significant accounts ofsitat assaults on bloggers or online
activists during the coverage period. Some did thoeats and pressure in retaliation for online
activity. Many individuals facing charges under théAct, for example, were sought out by

destructive mobs. Police and security agents wiepeacused of conducting violent raids while

investigating alleged digital offenses, includimmgre targeting cybercafe clierts!

Cyberattacks did not systematically target oppasigroups or human rights activists during the
coverage period. Loopholes in cyber security weposed, however, when the international
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hacking group Anonymous targeted establishmerg,siteluding that of the Supreme Court, in
June 2012 to protest against decisions regardigfiaring and copyright issué¥
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