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Country: Ukraine

Year: 2017
Status: Partly Free

Total Score: 45
(0 = Best, 100 = Worst)

Obstacles to Access: 9
(0 = Best, 25 = Worst)

Limits on Content: 16
(0 = Best, 35 = Worst)

Violations of User Rights: 20
(0 = Best, 40 = Worst)

Population: 45 million

Internet Penetration: 52.5%

Social Media/ICT Apps Blocked: Yes
Political/Social Content Blocked: Yes
Bloggers/ICT Users Arrested: Yes
Press Freedom Status: Partly Free

Key Developments:

June 2016-May 2017

e Several popular Russian platforms were blocked on national security grounds, including social
networks VKontake and Odnoklassniki (See “Blocking and Filtering”).

e Ukrainian authorities imprisoned social media users for up to five years for expressing views
deemed threatening to Ukraine’s territorial integrity, while Russian-backed separatist authorities in
Luhansk sentenced a blogger to fourteen years in prison (see “Prosecutions and Detentions for
Online Activities”).

e Renowned independent journalist Pavel Sheremet of the Ukrayinska Pravda website was murdered
in a car bomb attack in Kyiv, likely in retaliation for his reporting (See “Intimidation and Violence”).


https://freedomhouse.org/country/ukraine

Introduction:

Internet freedom declined in Ukraine following unprecedented censorship of Russian online
platforms and the murder of leading independent online journalist Pavel Sheremet.

Despite a period of optimism following the Revolution of Dignity in 2014 that ousted former
President Viktor Yanukovych, internet freedom in Ukraine steadily deteriorated in the ensuing
period of conflict. Russian-backed armed separatists took control of the eastern regions of Donetsk
and Luhansk in 2014, and rebel-led administrations in the occupied areas continued to engage
Ukrainian forces in 2017, despite international attempts to broker a ceasefire.

Content manipulation by trolls favoring both sides of the dispute flourished on social media, and the
Ukrainian authorities used the ongoing conflict to justify increasing incursions on internet freedom.
In an unprecedented act of censorship, President Petro Poroshenko blocked several popular online
platforms entirely, including social network VKontakte, on grounds that they posed a threat to
national security. Ukrainian authorities also continued blocking websites deemed anti-Ukrainian,
while separatist forces in the occupied regions restricted content deemed supportive of the
Ukrainian government or Ukrainian cultural identity.

Social media users were punished for expressing separatist ideas, with several users imprisoned by
Ukrainian authorities for up to five years. Separately, a 14-year sentence was handed to a blogger in
the so-called Luhansk People’s Republic. Online journalists and bloggers continued to face digital
and physical security threats. In the gravest attack from the period of coverage, veteran journalist
Pavel Sheremet was murdered in car bomb attack in the capital, Kyiv, likely in retaliation for his
work as an independent online journalist. Journalists reporting from the conflict zone were also
subject to doxing attacks, with their personal details leaked online.

Though the ongoing conflict and information war with Russia pose significant challenges,
Ukrainian civil society continues to have an important presence online. Activists used social media
to coordinate volunteer support for the military, assist internally displaced populations, encourage
oversight of officials and institutions, and expose biased or manipulative information.

Obstacles to Access:

Internet penetration continued to grow in 2017. Access to the internet remains affordable for most
of the population. The market is diverse, and state-owned providers no longer dominate the market.
Inevitably, Ukraine’s telecommunications market has suffered due to economic hardships in the
country and the crisis following Russia’s annexation of Crimea and later, the upheaval in eastern
Ukraine.

Availability and Ease of Access

Internet penetration in Ukraine continues to grow steadily, due in part to diminishing costs and
increasing ease of access, particularly for mobile internet. Local statistics said that internet
penetration had reached 63 percent in 2016, slightly higher than figures published for the same
period by the ITU (see Availability and Ease of Access: Key Indicators).!
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Infrastructure is more developed in urban areas, though the urban-rural divide has narrowed slightly
over time. Internet penetration in rural areas rose from 45 percent in 2015 to 54 percent in 2016,
according to one estimate.Z Most people access the internet from home or work, though many cafes
and restaurants provide free Wi-Fi. Access is also common in public libraries, schools, shopping
malls, and airports. Internet cafes still exist, but their popularity has waned. Monthly subscriptions
are fairly affordable for most of the population, with monthly fixed-line broadband costing as low
as UAH 80-130 (US$4-5), and monthly mobile broadband costing as low as UAH 40-70 (US$1.50-
$2.50) in 2017.

Mobile internet use continued to grow, with 6.1 million Ukrainians accessing the internet using a
smartphone in 2016.> An estimated 35 per cent of the population owned a smartphone.* Mobile
operators were granted 3G licenses in 2015, greatly facilitating mobile internet use. While speed
and coverage remains relatively poor compared to mobile data services in other countries,” the 3G
network continued to expand to more towns and cities in 2017.°

Restrictions on Connectivity

In late spring and summer of 2014, Russian and pro-Russian forces occupied the Crimean
peninsula, and later took control of parts of the Donetsk and Luhansk regions. Along with gaining
political control, separatist forces also attempted to disrupt or regulate access to
telecommunications. While some disruptions in internet and mobile connectivity were caused by
military activity, especially in eastern Ukraine (for example, cell towers or internet cables damages
by explosions),” in some cases there was direct pressure on internet service providers (ISPs) from
rebel militias and Russian-supported authorities, causing them to take down or block particular
services, such as Ukrainian news websites in Donetsk,® Luhansk,” and Crimea'® (see Blocking and
Filtering).

De facto authorities of the self-proclaimed Donetsk People’s Republic (DPR) and Luhansk People’s
Republic (LPR) ramped up pressure against Ukrainian ISPs still operating in the region.'* In
October 2016, the de facto authorities in Luhansk issued a decree mandating that internet service be
supplied only by local “state-owned” providers. Users across the region experienced a temporary
internet outage on the day following the announcement, the cause and extent of which remains
unclear.'* Ukraine’s largest ISP, UkrTelecom, was forced out of Donetsk in March 2017 after de
facto authorities there seized the company’s Donetsk office. The sudden departure left around
200,000 users without a landline phone connection and mobile internet, forcing them to choose
another provider.” Following the exit of UkrTelecom, internet traffic in the occupied territories is

now largely routed through Russia. '*

These disruptions remained local in part because Ukraine’s diverse internet infrastructure makes it
resilient to disconnection. The backbone connection to the international internet in Ukraine is not
centralized, and major ISPs each manage their own channels independently, though the formerly
state-owned UkrTelecom remains dominant (see ICT Market). Ukraine’s backbone internet
exchange, UA-IX, allows Ukrainian ISPs to exchange traffic and connect to the wider internet. The
country has a well-developed set of at least eight regional internet exchanges, as well as direct
connections over diverse physical paths to the major western European exchanges."
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ICT Market

The Ukrainian telecommunications market is fairly liberal and undergoing gradual development.
Overall, approximately 6,000 providers and operators of telecommunications operate in Ukraine,
according to the National Commission for the State Regulation of Communications and
Informatization (NCCIR).*®

The state previously owned 93 percent of the largest telecom company and top-tier ISP,
UkrTelecom, but the company was privatized in March 2011.% Authorities were investigating
alleged irregularities in the privatization agreement during the reporting period, though the
company denied involvement and said the probe would not affect service."

UkrTelecom is still the largest ISP in the country. Other telecommunications providers are
dependent on leased lines, since UkrTelecom owns the majority of the infrastructure, and many
alternative providers lack resources to build their own networks. However, UkrTelecom does not
exert any pressure or regulatory control over other ISPs.

Other major ISPs in Ukraine include Volia, Triolan, Datagroup, and Vega.'” Kyivstar (owned by
Dutch VimpelCom Ltd) is the second largest ISP,%* and one of three major players in the mobile
communications market, along with Vodafone Ukraine, and “lifecell” (formerly “life”’), owned by
Astelit, whose main shareholders are the Turkish company Turkcell and Ukrainian System Capital
Management. Together, these companies hold 94.6 percent of the mobile communications market.?

Ukrchastotnagliad, the Ukrainian frequencies supervisory center, reports that 86 operators have
licenses to provide satellite communication services in Ukraine. Companies providing internet
access using satellite technologies in Ukraine include Ukrsat, Infocom-SK, Spacegate, Adamant,
LuckyNet, Ukrnet, and Itelsat. With the exception of Infocom-SK,* all of these companies are
privately owned.?

There are no direct barriers to entry into the ICT market, but any new business venture faces
obstacles including bureaucracy and corruption, as well as the legal and tax hurdles common to the
Ukrainian business environment. In particular, the Ukrainian ICT market has been criticized for its
difficult licensing procedures for operators—under the 2003 Law on Communications, operators are
required to have a license before beginning their activities. Regional ISPs are usually smaller local
businesses, and regional dominance largely depends on business and other connections in a specific
region, making the market prone to corruption.

Regulatory Bodies

The ICT sector is regulated by the National Commission for the State Regulation of
Communications and Informatization (NCCIR). Members of the NCCIR are appointed by the
president of Ukraine.** The 2003 Law on Communications does not guarantee the commission’s
independence, and the lack of transparency surrounding appointments has raised concern in light of
widespread corruption in the political system and the lucrative nature of business in the ICT sector.
Critics say NCCIR decisions and operations also lack transparency. A newly appointed NCCIR
head vowed to reform the regulator in 2015.%
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Limits on Content:

The conflict with Russian-backed separatists in eastern Ukraine has driven authorities to censor
online content perceived to undermine Ukraine’s standing in the conflict. Several Russian online
platforms were blocked in this coverage period, and dozens of Ukrainian websites have been
censored in the rebel controlled Donetsk and Luhansk regions. Despite the restrictions, the internet
remains relatively diverse. Though pro-Russian trolls are active online, locals actively track and
expose online manipulation attempts.

Blocking and Filtering

In the past, Ukrainian authorities rarely blocked online content. However, as the conflict between
Ukrainian forces and Russian-backed separatists in eastern Ukraine continued into its fourth year,
President Petro Poroshenko declared in May 2017 that several Russian-owned platforms had been
added to a sanctions list and were to be blocked on national security grounds.?® Ukrainian ISPs were
ordered to block social media platforms VKontakte and Odnoklassniki, which were previously
widely used in Ukraine. Also blocked was Yandex, the Russian-speaking world's most popular
search engine, and mail.ru, a popular email service. These platforms remained blocked in late 2017.
President Poroshenko claimed the measures were necessary to protect against cyberattacks and data
collection by Russian authorities.*” Other international platforms such as Facebook and Twitter
remain freely available and gained significantly more users following the Revolution of Dignity in
2014 (see Digital Activism).

The blocking of Russian platforms follows the introduction of a cybersecurity decree and an
information security decree in February 2017, both of which envision broader state powers to block
content online. The decrees call for the development of legal mechanisms to block, monitor, and
remove content deemed threatening to the state. 2 In June 2017, the Ministry for Information Policy
released a blacklist of 20 illegal websites deemed to incite interethnic enmity. Most websites on the
list are news outlets publishing content sympathetic to de facto authorities in the occupied Donbas

region.”

Ukrainian authorities continued blocking websites that were deemed to contain Russian
propaganda. In July 2017, the Security Service of Ukraine (SBU) announced that it blocked 10
websites supposedly created by Russian agents for the purpose of spreading anti-Ukrainian
propaganda, though the specific websites were not identified in the statement.*® The SBU described
the websites as being part of Russia’s hybrid war against Ukraine.

De facto authorities in occupied eastern Ukraine separately block Ukrainian resources, particularly
Ukrainian news websites.>! In May 2015, the self-proclaimed Donetsk People’s Republic (DPR)
instituted an official blacklist of websites banned on its territory, though the list is not public and it
is unclear to what extent DPR officials have been able to enforce it.** In January 2016, separatist
authorities in neighboring Luhansk blocked access to over 100 media websites by pressuring local
ISPs to implement censorship orders.>

Copyright-infringing material is sometimes blocked. A cyberpolice unit established in 2015 ordered
blocks on pirated material during the coverage period, including a popular file exchange service.
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Content Removal

The Ukrainian government sometimes forces third parties to remove politically sensitive content.
The SBU targeted web-hosting company NIC after the company failed to comply with a request to
remove five allegedly anti-Ukrainian websites in April 2015. SBU officers subsequently seized
hosting servers at four NIC data centers in Kyiv, causing 30,000 unrelated Ukrainian websites to go
offline temporarily. * No similar incidents were publicly reported during the period of coverage.

In April 2017, the Ukrainian parliament passed a law that will require hosting service providers to
limit access to webpages containing unauthorized reproductions of certain categories of copyrighted
material on the request of the copyright owner, if the webpage has been notified of the infringing
content and failed to remove it. The hosting provider can hide the page without a court order, but
court approval is required within ten days. Providers risk liability for noncompliance.**The law was
intended to support the Ukrainian cinema industry.E

Ukraine’s criminal code currently mandates punishments for “unsanctioned actions with
information stored on computer devices or networks.”*” ISPs could be obligated to remove or block
the offensive or illegal content within 24 hours.

Media, Diversity and Content Manipulation

Online media in Ukraine is generally less constrained by economic pressure and owner interests
than the mainstream media. The ubiquitous use of social networks, particularly Facebook, by
journalists, politicians, and activists facilitates diversity and pluralism online. However, online
journalists, commentators, and internet users have been pressured to self-censor, especially on
topics directly related to the Russian-backed insurgency in the east, and on the themes of
separatism, terrorism, and patriotism. Self-censorship has been more pronounced in the parts of
eastern Ukraine occupied by pro-Russian forces and in Crimea, where internet users and journalists
have faced attacks,>® abuse, and intimidation for expressing pro-Ukrainian positions.

The Ukrainian authorities sometimes intimidate online outlets perceived to be pro-Russian. In June
and July 2017, law enforcement officers and the SBU raided the offices of Strana and Vesti, two
Ukrainian online news outlets with a pro-Russian stance. The SBU stated that the searches were
part of an investigation into the alleged disclosure of state secrets, though Strana denied being
involved in such activity. Observers have speculated that the raids were an attempt to pressure and
intimidate the outlets. Both websites remain accessible. **

Media professionals perceive progovernment manipulation of online discussions as the most
pervasive internet freedom issue in Ukraine, according to a recent survey.*” Journalists and ICT
users in government-controlled areas increasingly faced backlash for criticizing the government or
military. Progovernment actors harassed Hromadske, an independent Ukrainian online TV outlet, in
retaliation for the outlet’s coverage of the conflict in eastern Ukraine. A Facebook post by the joint
staff of Ukraine’s military claiming that Hromadske had exposed the position of Ukrainian troops
was shared hundreds of times in the span of five minutes by accounts that abused Hromadske
journalists. Such a high level of engagement was unusual for the joint staff’s Facebook page, and an
investigation into the activity revealed that groups of progovernment trolls and a bot farm, which
can automate fake accounts to feign grassroots engagement, were reportedly involved.*'Hromadske
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journalists said they were targeted because they exposed poor conditions faced by Ukrainian troops
in the combat zone.

The Ukrainian online information landscape is also subject to manipulation by actors appearing to
represent Russian interests. Fabricated or intentionally misleading information presenting Kremlin-
friendly narratives is regularly circulated in online news articles targeting Russian-speaking
audiences, including Ukrainians. StopFake, a local platform created to debunk fake news and
propaganda online, regularly identifies examples of Russian language fake news on topics
concerning Ukraine. The articles follow a similar pattern, presenting false information purporting to
highlight various failures attributed to the Ukrainian government,*? Ukraine’s failing relationship
with the European Union,* as well as false information purporting to highlight Ukrainians’ and
Crimeans’ acceptance of Russia’s annexation of Crimea.** The articles often first appear on Russian
outlets, including state media outlets, and sometimes reappear on Ukrainian online news websites.*>

Kremlin-aligned trolls actively target Ukrainian audiences on social media. In a new tactic, trolls
were observed posing as enthusiastic Ukrainian patriots in the past year, attempting to sow distrust
within Ukrainian society. Observers noted that the troll accounts operate in intricate networks, and
are often highly active in Ukrainian patriot groups on social media, sometimes even acting as page
administrators. The trolls used symbolic Ukrainian images in profile pictures, and typically sought
to depict the Ukrainian government as failing their citizens, often calling for them to be violently
overthrown. Observers have noted that their target audience appears to be patriotic Ukrainians
engaged with political affairs.*®

More traditional forms of pro-Russian manipulation were also ongoing, including mass
commenting and paid posts on social media and fake websites.*” The Ukrainian Ministry of
Information has attempted to respond in kind to the organized Russian information manipulation
efforts by creating its own “internet army,” but its actions have not received much praise from

Ukrainian internet users.*®

Digital Activism

The Ukrainian social media sphere, which expanded dramatically following the Revolution of
Dignity, continued to thrive in 2017. Facebook and Twitter have become crucial platforms for
debate about Ukrainian politics, reforms, and civil society. By the end of 2016, the Facebook
audience in Ukraine reached 7.2 million users.* However, Russian social networks VKontakte and
Odnoklassniki were blocked in May 2017, inhibiting the potential for mobilization using these
popular platforms (see Blocking and Filtering).

Activists and volunteers mobilized during the 2014 Revolution of Dignity and found new uses for
online platforms,®® such as fundraising for military and volunteer battalions, providing information
and assistance to refugees, and crowdfunding Ukrainian book translations. >! Citizen journalists
used open-source tools and data to track the presence of Russian troops and military equipment in
Ukraine in 2015.>2 One online platform, LetMyPeopleGo, regularly updates a list of Ukrainian
citizens held captive by Russian forces and campaigns for their release.>> A separate social media
campaign in March 2017 advocated for the release of Ukrainian university professor Igor
Kozlovsky, who was imprisoned in Donetsk on charges of spying and weapons manufacture.>*
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Activists have launched several online initiatives advocating for people with disabilities,>> and
women'’s rights. Povaha, an online platform launched in 2016, seeks to elevate professional women
through online advocacy campaigns and the creation of an online database of Ukrainian women
experts. The database is available to local and international media outlets seeking expert input for
media segments.>® Another online campaign, #sHe6orocsCkaszaru (#IAmNotAfraidToSaylt), was
made popular in July 2016 by activist Anastasiya Melnychenko after she shared personal stories of
sexual harassment and abuse. Thousands of women from Ukraine and Russia mobilized to share
similar stories using the hashtag, with the aim of shifting cultural attitudes in countries which often
dismiss or blame women for inviting sexual violence.>?

Many officials in the Ukrainian government use Facebook and Twitter heavily to report on their
actions and reforms. Officials regularly engage with comments in attempt to take into account
public opinion, helping to increase accountability.>®

Violations of User Rights:

Authorities have cracked down on social media users in an attempt to curb anti-Ukrainian rhetoric
online, imprisoning users for so-called “separatist” or “extremist” expression. Physical violence
remains a concern, with the murder of renowned journalist Pavel Sheremet in Kyiv. Cyberattacks,
predominantly initiated by foreign agents, have targeted various state agencies, infrastructure, and
State registries.

Legal Environment

The right to free speech is granted to all citizens of Ukraine under Article 34 of the constitution,
although the state may restrict this right in the interest of national security or public order, and in
practice it is frequently violated. Part 3 of Article 15 of the constitution forbids state censorship.

There is no specific law mandating criminal penalties or civil liability for ICT activities, but other
laws, such as those penalizing extremist activity, terrorism, or calls to separatism, apply to online
activity. Article 109(2)-(3) of the Ukraine Criminal Code outlines jail terms of three to five years
for threats to the territorial integrity and sovereignty of Ukraine.> Article 110 of the Criminal Code
criminalizes public appeals for the infringement of Ukraine’s territorial integrity, including any
made online, with maximum penalties of up to five years in prison.

Ukraine’s law on State of Emergency contains broad provisions that allow for the introduction of
“special rules” concerning the connection and transmission of information through computer
networks during a state of emergency.®” It is unclear what this provision could mean in practice,
though it is likely to allow for some limitation in access to the internet

A cyberpolice unit within the Ministry of Interior was created in 2015 as part of a broader police
reform that was largely welcomed.®® The unit was tasked with battling internet crime, including
international money laundering schemes and digital piracy (see Blocking and Filtering).
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Prosecutions and Detentions for Online Activities

Multiple internet users in Ukraine were fined, detained, or sentenced to prison for up to five years in
2016 and 2017.%% Separately, separatist administrations controlling territories in the east sentenced a
blogger to 14 years in prison, in part for his alleged cooperation with Ukrainian security forces.

The Ukrainian authorities punished activity on social media pages and accounts they considered to
contain “calls to extremism or separatism” or otherwise threaten the territorial integrity of Ukraine.
The security services stated in February 2017 that criminal proceedings had been initiated against
30 administrators of social media groups that “disseminated calls for the overthrow of Ukraine’s
constitutional order, mass upheavals, and other illegal actions.”®

e In November 2016, a resident of Vinnytsia in western Ukraine was sentenced to three years
in prison under Part 1 of Article 110 of Ukraine’s Penal Code, which criminalizes public
appeals for the infringement of the territorial integrity of Ukraine. The man allegedly posted
calls on social media for a referendum to create an independent “Vinnytsia People’s
Republic.”®*

o In aseparate November case, a court in Lviv sentenced a man to three years in prison under
Article 110 of the Penal Code for posting calls on VKontakte for citizens to seize power in
Kyiv and alter Ukraine’s borders. The man reportedly had only 22 followers.®>

e A resident of Kharkiv in Ukraine’s east was sentenced in January 2017 to three-and-a-half
years in prison for publishing social media posts in support of pro-Russian separatists in
eastern Ukraine. The SBU reported that the man had violated Article 110 of the Penal Code
by writing posts designed to threaten Ukraine’s statehood and advocating for the creation of
a new state called Novorossiya within Ukraine’s borders.®

e A Volyn resident was sentenced to five years in prison in February 2017 for posting
propaganda in support of de facto authorities in Donetsk and Luhansk on social media.®’

e Zhytomyr-based freelance journalist Vasily Muravitsky was arrested in August 2017 on
charges of high treason, threatening Ukraine's territorial integrity, supporting acts of terrorist
organizations, and inciting hatred. The SBU said that Muravitsky had published “anti-
Ukrainian materials” on six Russian news websites and that he was an “information
mercenary” working for Russian authorities. Muravitsky, who faces a maximum sentences
of 15 years in prison, was apparently singled out on the basis of a contract he had with the
Russian state news agency Rossiya Segodnya.

Authorities in the separatist controlled territories of Donetsk and Luhansk also punished online
journalists and bloggers. Ukrainian blogger Eduard Nedelyaev, who wrote about daily life in
Luhansk, was sentenced to 14 years in prison in November 2016. Nedelyaev was accused of
defaming residents of the region, inciting hatred of Russia, and endangering national security by
cooperating with Ukrainian security services.” The rebel administration in Luhansk detained
another blogger, Gennadiy Benitsky, from November 2016 to March 2017 on charges of using
social media to spread extremist material that dishonored local residents, and disseminating
offensive material about Luhansk’s de facto authorities.”

Surveillance, Privacy, and Anonymity

There is little information publicly available about surveillance or communication interception.
Generally, there is a lack of comprehensive legislative regulation to protect privacy and prevent
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abuse. The security services can initiate criminal investigations and use wiretapping devices on
communications technology, but existing legislation, such as the Law on Operative Investigative
Activity,” does not specify the circumstances that justify these measures or the timeframe or scope
of their implementation.

In December 2013 the NCCIR released a new edition of “Rules for Activities in the Sphere of
Telecommunications,” which included a problematic paragraph about ISPs and telecom providers
having to “install at their own cost in their telecommunications networks all technical means
necessary for performing operative and investigative activities by institutions with powers to do
$0.”22 There is no information available on the extent to which these provisions have been

implemented.”

From 2002 to 2006, mechanisms for internet monitoring were in place under the State Committee
on Communications’ Order No. 122, which required ISPs to install so-called “black-box™
monitoring systems. This was ostensibly done to monitor the unsanctioned transmission of state
secrets. Caving to pressure from public protests and complaints raised by the Internet Association of
Ukraine and the Ukrainian Helsinki Human Rights Union, the Ministry of Justice abolished this
order in August 2006.

There is currently no obligatory registration for either internet users or prepaid mobile phone
subscribers, and users can purchase prepaid SIM-cards anonymously, as well as comment
anonymously on websites where the website owner does not require registration.

Intimidation and Violence

The ongoing conflict in eastern Ukraine continues to expose online activists and journalists to
threats, and a high profile murder was reported during the coverage period of this report.

On July 20, 2016, Pavel Sheremet, a veteran Belarusian journalist working for

Ukraine’s Ukrayinska Pravda website, was killed in a car bomb explosion in Kyiv.”* Sheremet
covered state corruption and the conflict in the east for the website, among other topics; he had
endured state pressure and jail time during a career that spanned Belarus, Russia, and Ukraine.
Sheremet’s colleagues at Ukrayinska Pravda believe he was murdered in retribution for his
professional activity.” The case remained unsolved in mid-2017.

Other journalists faced violence for reporting on corruption online. In March 2017, security guards
outside the mansion of the head of the Zaporizhzhya regional government attacked journalists who
were filming for the online anti-corruption platform Nashi Groshi (Our Money), damaging their
equipment.”®

Journalists reporting on the conflict face retaliation from both Ukrainian nationalist partisan forces
and Russian-backed separatists. Both sides used the tactic known as doxing, deliberately publishing
the target’s personal information to encourage harassment.

In August 2016, a group of Ukrainian nationalist activists calling

themselves Myrotvorets (Peacemaker) updated a public list containing the leaked contact details of
thousands of journalists who were accredited to report in the self-proclaimed Donetsk People’s
Republic,” labelling them as “accomplices of terrorists.”” Journalists on the list said the exposure
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obstructed their efforts to report objectively on the conflict, and several received threats.” The

doxing caused widespread consternation among the international media community,®® but met with
little criticism from Ukrainian officials. Some, including Minister of Internal Affairs Arsen Avakov,
applauded the move. Prosecutors in Kyiv investigated the leaks, though no progress was reported,

and the list remained available online in mid-2017.

Russian-backed separatists also published a list of journalists deemed “Ukrainian Propagandists” on
the separatist news website 7ribunal in December 2016, including leaked copies of the journalists’
photos and press cards.®*

Foreign correspondents were also harassed in the past year. In February 2017, a user-generated
section of the online Ukrainian news outlet Korrespondent published personal details about foreign
journalists, including their license plates and transportation routes in the conflict zone. The
information was subsequently reposted on Ukrayinskyy Vybir (Ukrainain Choice), a pro-Russian
online platform headed by Viktor Medvedchuk, a friend of Russian president Vladimir Putin. ® The
information was removed from both platforms after media NGOs complained.

Other vulnerable groups have been subject to online abuse, sometimes because their own online
behavior or connections helped assailants to identify them as a target. LGBTI (lesbian, gay,
bisexual, transgender, or intersex) people have been baited on social media and lured to in-person
meetings where they were beaten. The attackers have been known to post video footage of the
incidents online, forcing victims to state their name, address, and other personal details. Entire
groups on social media platform VKontakte are devoted to “exposing” LGBTI people. Participants
in the groups tend to conflate LGBTI people and pedophiles, justifying the harm they inflict.*

Technical Attacks

Ukrainian business, government websites, and national infrastructure are frequently subject to
cyberattack. Observers note that most of the attacks appear to originate in Russia. Hacker
collectives like the pro-Russian Cyber Berkut and the nationalist Ukrainian Cyber Forces defaced
websites and leaked information to discredit their perceived foes during the reporting period. In
March 2017, the Ukrainian Cyber Forces claimed that it had taken 173 separatist websites offline in
three years, though it remains unclear what methods the group used.**

Ukraine was significantly disrupted by a ransomware attack in June 2017. The malicious software,
dubbed Petya, encrypted entire hard drives and requested payment in order to restore access.®> The
virus spread across the country on June 27, the eve of the anniversary of the adoption of Ukraine’s
constitution, destabilizing telecommunications companies, government ministries, banks, and other
vital infrastructure. Radiation-measuring systems at the site of the Chernobyl nuclear disaster were
also temporarily inhibited before the attack was contained on June 28.% Observers speculated that
the intention of the attack may have been political rather than financial. Ukrainian security services
said that the software lacked an effective mechanism for securing ransom funds, indicating that the
real purpose was to destroy data and disrupt institutions across Ukraine, a goal they attributed to
Russia.™

President Poroshenko had previously accused Russia of running a covert cyberwar against Ukraine.
In December 2016, Poroshenko claimed that Russia had launched at least six thousand cyberattacks
against Ukrainian state websites in the span of two months.®® The websites of the Ministry of
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Finance and the state Treasury were reportedly among those affected. Ukrainian infrastructure has
been consistently targeted by cyberattacks in the past, including the railway service, the state
aviation service, 22 and state registries. 2> Poroshenko established a National Cybersecurity
Coordinati%rzl Centre within the National Security and Defense Council to counter external threats in
early 2016.~
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