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Key Developments: May 2012 — April 2013

 In a bid to increase domestic speeds and decnei@seational data costs, authorities

throttled encrypted traffic from outside conneci@nd set out to transfer Iranian content to

domestically-hosted servers ($@bstacles to Accegs

* Blogs and news sites which support President Ahnegalil were blocked as part of a larger
conflict between conservative factions due to theeJ2013 presidential election (see
Limits on Content).

* The government has moved to more sophisticatedumsnts for blocking text messages,
filtering content, and preventing the use of cirgeemtion tools in anticipation of the
election (seé&.imits on Content).

» Sattar Beheshti, a prominent blogger and critidlmhadinejad, was killed while in police
custody (se&/iolations of User Rights.

Editor's Note
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This report covers events between May 1, 2012 gmitl 30, 2013. On June 14, 2013, Iranians
took to the polls to elect a new president forftrst time since the deeply-flawed presidential
elections of 2009, which led to large-scale pratesid a violent crackdown on supporters of the
opposition "Green Movement."” With an eye on premngra repeat of 2009, authorities waged an
aggressive campaign of filtering websites, blogsl aven text messages that expressed support of
certain political candidates. In the week leadimpta the vote, the disruption of services reached
its peak. Encrypted traffic was throttled to 1 tpércent of normal speeds and the authorities
used a "white list" to block all international cogetions that were not pre-approved. Because of
this, most online tools that allow users to circemyon censorship and communicate
anonymously were blocked or dysfunctional. A largmber of Iranian activists and journalists
were targeted by sophisticated malware attacksyogaa campaigns on social media.

Hassan Rouhani, a cleric and politi opponent of President Mahmoud Ahmadinejad,
commonly seen as the most moderate or pragmatdidate in the race. This also applied to
issues of internet freedom, on which he statedgtiate Iranian authorities were "living in the

19th century while today's world is the informatioarld."!! Rouhani was elected president after
only the first round with just over 50 percent ofes and took office 1 August 3, 201.

Introduction

The internet we first introduced in Iran during the 1990s to suppechnological ar scientific
progress in an economy that had been badly dan@ggeuht years of war with Irag. Until 2000,
the private sector was the main driver of intedetelopment. This changed under the
government of the reformist President Mohammad &ia{1997-2005), when the authorities
invested heavily in expanding the internet infrasture, but also began to clamp down on free
expression online. Meanwhile, Supreme Leader Ab3éini Khamenei first asserted control over
the internet through a May 2001 decree that cemtidhlservice providers' connections to the
international internet. Internet filtering, whiclkedmn toward the end of the Khatami presidency in
2005, has become more severe ¢<the disputed presidential election in June 2

Alongside the expansir of existing controls, in July 2011 the Iranian aurtties began referrin

to the creation of a "National Information NetwoRIIN), ostensibly to create a "safe internét.”
Though confirmed details of the plan remain sketcectives include the mandatory
registration of internet protocol (IP) addressks,moving of government-approved websites to
servers based inside the country, and the laundfitrgnian equivalents of major online services
like e-mail, social-networking sites, and searcbiees. These measures will restrict online
anonymity, increase monitoring capabilities, arldvallranian authorities to control access to
particular international communication flows duripgriods ofpolitical unrest without the need
shut down all domesi services

Despite all of these limitations, the internet remahe onl viable means for Iranian citizens a
dissenters to obtain news and organize themsélvaditional media outlets are tightly controlled
by the authorities, and satellite broadcasting foutside Iran is subjected to heavy jamming.
Paralleling the rise in censorship, the use otigirprivate networks (VPNSs), proxies, and other
circumvention tools has also grown dramaticallyei@009. Nonetheless, authorities blocked
these tools in March 2013, forcing users to switch different set of well-known tools, which
were then blocked two months later. These acticgrewaken as a set of broader measures to
increase security and cut down on dissent in theuputo the June 2013 presidential election.
While sites related to discriminated religionsgelial opposition movements, human rights, and
international news outlets remain blocked, the paat saw an increase in filtering of websites
and blogs supportive of President Mahmoud Ahmadaheyhose relationship with the Supreme
Leader has soured. Currency-exchange sites werdlalsked as the government sought to
control the devaluation of the Iraniaal. Finally, numerous activists and ordinary Iranians
remained in prison, while many more were detainest the past year. The brutality of tf
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security forces is well-known, and this year thatteof blogger Sattar Beheshti caused outrage
after it was exposed over social media.

Obstacles to Access

Current statistics on the number of internet usetsan are inconsistent and highly disputed,
though most observers agree that usage continggewo On the one hand, data from the
Statistical Center of Iran, a government body, sstgthat over 21 percent of the country's 20.3
million households were connected to the intem@0d11. These statistics also put the number of
total internet users at 11 million or a penetratiate of almost 15 percelit.On the other hand,
Iran's Center for Managing National Developmeninéérnet (MATMA), a government-affiliated
organization, claimed that 60 percent of Iraniamscannected to the internet, though the
methodology of the study includes the use of cydfexc Iran's Media News reports that around 13
percent of Iranian internet users have accesgtodpeed internet, while 84 percent still rely on

dial-up connection$?

In contrast, the International Telecommunicationddr(ITU) estimated the number of internet

users in Iran at 26 percent for 2032Citing the Iranian Information Technology Orgartiaa as
its source, the ITU also claimed that there arg émir fixed-broadband subscriptions per every

100 inhabitant€! Less than four percent of Iranians have acceashtgh-speed internet

connection of at least 1.5 MbP5In terms of user demographics, men are 58 pernerg likely
to use the internet than women, and 94 percenxedfinternet subscriptions are located in urban

areas?

Internet speeds are incredibly slow in Iran, whimhked 164 out of 170 countries in a recent
study™® Furthermore, Iranians have the most expensivenetservice in the world when price is

calculated relative to speed, quality, and downlcaphcities In December 2012, the
Communication Regulatory Authority approved an @éase of broadband internet tariffs by about
50 percent, resulting in a cost increase for emdsuigy about 10 to 15 percent. According to the
CRA, the change in price is due to fluctuationforeign exchange rates which have increased the

cost of international data traffitt!

A directive by the CRA asking all ISPs to sepamaternet traffic from intranet traffic, in line wit
the continued implementation of the National Infatimn Network (NIN), has resulted in a

significant increase in speeds when accessinglsitsted inside Iraf? It has been said that the
full implementation of the NIN plan will result mtenfold increase in the country's bandwitfth.
However, the speed of access to sites hosted edtsid remains very low and the connection is
one of the most unstable in the woff.A number of major ISPs suffer an average of 1200
percent of packet loss. Renesys, a global netwarhkitoring service, also reported substantial and
frequent disruptions to the connectivity of speciBPs in Iraft® (For more on the National
Information Network, please see "Limits on Contgnt.

Iran's mobile telephone sector continues to growels According to the ITU, Iran had a mobile
phone penetration rate of 76.9 percent, up frord #120071¢ Iran is also considered the largest
potential market for mobile phones in the MiddlesEand is reportedly investing heavily in its
mobile infrastructuré? RighTel, the third largest mobile service providéiran, increased its
coverage for 3G and now has 17 cities under p&@ainobile coverage. However, Iran's security
-driven view of the internet has slowed the develept of internet infrastructure in the country.
For example, a plan to make high-speed wirelessriat available in public spaces in Tehran,
proposed by the ISP MobinNet, was blocked by thé& @Rer it failed to provide a license to the
company with no official explanatidt! In April 2013, the Psychological Association ofrf®o
Hawza sent a letter to the parliament requestiagRighTel's 3G service be blocked in order to
prevent "the breakdown of Iranian families" and tfiorality among the youtH®! The use of
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mobile wireless is often criticized for allowingdéo calls between members of the opposite
gender.

In Iran, the limitations imposed on ICTs closeljldw the country's internal political dynamics.
For example, beginning around October 6, 2012 tiameld with sporadic protests over economic
conditions, the Telecommunications Company of teanporarily blocked several types of
foreign-hosted media files. According to initiapoets, this blocking targeted audio (.MP3), video

(.MP4, .AVI), and Adobe Flash/Shockwave contéftOver late 2012 and early 2013, authorities
periodically throttled the speeds of virtual prevaietworks (VPNSs) in order to dissuade Iranians
from their use. In anticipation of the June 2018spiential elections, the authorities blocked all
circumvention tools in March 2013 (see "Limits oantent") and engaged in extreme throttling of
encrypted traffic, with secure traffic running &tlween one to five percent of the speeds for
unsecured and domestic traffic. Authorities effesif ran a "white list" of permitted applications
and services, using deep packet inspection (DRtdoitor content and distinguish between
unencrypted, encrypted, and abnormal traffic. m&onal connections and traffic that did not fall
within an approved "white list" were throttled atedminated after 60 seconds. Domestic traffic,

which is monitored, did not fall under these resimins2!

In a bid to decrease costs and improve speedyréigh have been looking to move Iranian
content to servers hosted within the country. TWosild allow the state-owned internet company
to avoid paying high international traffic costspecially taxing during this time of currency
fluctuations brought on by economic sanctions. Adig to Iran's Deputy Minister of ICT, the
government has already moved more than 90 pert@stwebsites to providers based inside the

country and is now pressuring privately-owned wilssio follow suit?2 Compliance has been
limited, however, primarily because hosting sersioffered by Iranian companies are
significantly more expensive than those of theierseas competitors due to economic sanctions
on technology imports.

Iran's deputy minister for ICT has stated that ntbes 90 percent of the government's websites
have been moved to domestic servers, and the @igh@re pressuring privately-owned websites
to follow suit. However, since Iranian companiesraa offer the same low prices as many
international companies, many have yet to makertbiee. Still, authorities have already
requested that ISPs separate traffic destinedteisewithin the country from that traffic going
outside, resulting in relatively high-speeds focemsing approved content, versus incredibly slow
access to websites hosted internationally thahlaeady filtered. Many observers and former
officials, however, are pessimistic about the situaof the internet in the country. In an
interview, Seyed Ahmad Motamedi, a communicationsster under former president Khatami,
referred to the country's ICT sector as unsustéenatd "a serious catastrophe."

The telecommunications industry in Iran is tightbntrolled by the government or related entities.
In recent years, the role of the Islamic RevolwignGuards Corps (IRGC) — a politically
important branch of the security forces that alsetiols large sections of the economy — in the

ICT sector has notably increaséd.in September 2009, for example, the IRGC purchased
controlling stake in the Telecommunications Compahlyan (TCI), the country's main provider
of internet and mobile phone services. The DataGmdmunication Company (DCC), which
operates under the TClI, retains a monopoly onnetdraffic flowing in and out of Iran. Other
providers must purchase bandwidth from the DCCe®iaccess to the internet via satellite is
only permitted to certain institutes and is protafifor personal use. The mobile phone market is
under similar state influence. IranCell, the secomdbile operator behind the TCI, is owned in
part by a web of proxy companies controlled bylR&C (there are a number of high profile
IRGC ex-commanders among its management). Thedpiedator, RighTel, was launched in
early 2011. It, too, is a government-owned entity.

There is no independent regulatory body for ICTean. The Communications Regulatory
Authority (CRA) is responsible for telecommunicatsdicensing. It is part of the Ministry for
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Information and Communication Technologies andhéad is appointed by the minist&¥.In
March 2012, the broader decision-making procesdgaelto ICTs underwent a change, when
Iran's Supreme Leader Khamenei issued a decrddigistag "The Supreme Council on
Cyberspace" (SCC). The SCC is intended to providendéralized focal point for policy-making
and regulation of Iran's virtual space, effectivedynoving such authority from the executive,
legislative, and judiciary branches of the governtand bringing it under Khamenei's direct
control. Observers believed this reflected Khamemivindling trust of President Ahmadinejad
and his hesitation to leave such an important ef@alicy under the president's authority.

Limits on Content

The Iranian authorities continued to restrict asdesens of thousands of websites, particularly
those of international news sources, the oppostiiceen Movement, ethnic and religious
minorities, and human rights groups. A member ef@mmission to Determine the Instances of
Criminal Content (CDICC) stated in April 2013 ttedtout 1,500 "anti-religious websites,"

including sites that promote the Wahhabi or theadhiths, are blocked each motH.Major
international social media tools, such as the so&twvorking site Facebook, the video-sharing
portal YouTube, the microblogging service Twittand the photo-sharing application Flickr, are
blocked. In late 2012 and early 2013, several ipaliand economic events sparked new reactions
by those in charge of the filtering system in Iriucjuding the devaluation of Iran's currency and
the increasing frictions among pro-state (consergpbloggers.

Iranian authorities employ a centralized filtergygtem that can effectively block a website within
a few hours across the entire network in Iran.&e\SPs are forced to either use the bandwidth
provided by the government or route their traffitiich contains site-visit requests) through
government-issued filtering boxes developed by companies inside Iran. The filtering
boxes search for banned text strings — either keysvor domain names — in the URL requests
submitted by users, and block access accordinglyA@il 15, 2012, the Ministry of
Communication's ICT Research Center announcedréatplereate a local and integrated system
for "refining" internet content, rather than implenting filters at the country's internet gateways
as it does currently. The Research Center, in désgrthe reasoning behind the plan, stated that
"although the internet has many advantages, wlisifed with immoral websites, and can

endanger society's moral healtf#"

In 2013, Mehdi Akhavan Behabadi, the SecretarjhefSupreme Council of Cyberspace,
announced a plan to change the filtering system fidRL Filtering"” to "Content Filtering" ahead
of the presidential election in June 2013. Thisngjeawould potentially increase restrictions on

content that the state does not currently san&fbiihe list of cybercrimes was also updated
ahead of the elections. According to the updasggthe following activities are considered to be
illegal: encouraging people to boycott the eleibg publishing online content, publishing fake
results of surveys about the elections, and publisdny content that mocks the election or its

candidate&!

Internet traffic over cell phones is subjected ®mailar level of restrictions as fixed-line
connections. Iranian mobile users also do not laaeess to major app stores such as Apple's
iTunes or Google Play, either due to a blockagthbyiranian government (in the case of the
former) or by the providing company (with regardhe latter). Warnings were also issued against
the potential misuse of SMS advertisements ahe#ttegfresidential election. According to the
director of Iran's Information Technology and DajiMedia Development Center, Hassan

Alizadeh, the content of bulk instant messages @bel supervised more heaviy. According to
a report from the official website éinsar-e Hezbollahthe conservative Islamic paramilitary
group warned that phones with internet connectstrmsild be considered a threat to the Islamic
Republic, especially ahead of the upcoming electasrthey are at risk of being hijacked by

Western powers to incite post-election violeF&eAround politically sensitive dates, authorities
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have filtered SMS messages or even blocked allhbessaging capabilities to prevent the spread
of information. For example, on April 4, 2013, shoressage service (SMS) text messages
containing the word "Mashaie" were blocked, refegrio Esfandiar Rahim Mashaei, the
presidential candidate supported by AhmadinejagtsTeontaining political slogans related to
Mashaie and Ahmadinejad had also been blockeceipdist.

On September 24, 2012, Iran blocked access to Gmaimove that caused outrage among
internet users and even some Iranian officials whre using the site as their primarily e-mail
service. It was later said that the Gmail block wasinvoluntary" consequence of trying to
reinforce censorship of Google's YouTube video4sigasite in response to the inflammatory, anti

-Islam clip "Innocence of Muslim$2) Mohammad Reza Miri, a member of the
telecommunications ministry committee, was quotedaying the ministry lacked the "technical

knowhow to differentiate between these two serviE&sThe provided explanation did not seem
to make sense, however, since at the time of bhigc&mail, YouTube was already blocked.
Nonetheless, the Gmail blockage was lifted aftewadays, mainly due to public pressure. It
seems these measures are designed to frustraseamskeeventually force them to seek more easily
-monitored alternatives based in Iran. Although ynianians have been able to access the
blocked platforms using various circumvention taghas, the authorities have actively worked to
disrupt such efforts, forcing users to constarngigrsh for new solutions.

In another attack on Google's services, Adwordrtline advertising service, was also blocked
by the Iranian authorities. In spite of economicctens and various difficulties, many Iranian
businesses had been using Adwords to advertisegitzelucts on Google. These small businesses

have suffered greatly as the result of the Adwatdskage®! There are also reports that while
access to the main Google domain is available y athentry-specific domains are blocked. These

include Google Canada, Germany, UK, Japan, Chiethévlands, France, Italy, and Spéfh.

This restriction may be in place in an attempt &intain tighter control on Iranian users' access to
Google services. Voice over Internet Protocol (Ja@Rd chatting services are also disrupted
inside Iran, whether by the intentional throttlioigVolP-linked data speeds or the blocking of
services altogether. According a report publisimedpril 2013, the government-owned TClI is the

only ISP to not officially block services such aib&t, Skype, 0oVoo, and Yahoo Messerfr.

This coverage period was marked by increaseddristvithin pro-regime conservatives, mainly
between the pro-Ahmadinejad and pro-Khamenei caogpalyzed by the June 2013 presidential
election. There was a sustained wave of filterihlogs supportive of President Ahmadinejad, in
addition to campaign sites linked to presidentaaldidate Mashaei and former president
Mohammad Khatami, whom many Iranians called orutoin the elections. Iran's Supreme
Leader expressed his approval of filtering out Altonadinejad blogs while speaking at a
gathering of university studeri®§! Ahmadinejad, however, has confronted the judiciarfyee his
many online supports who have been arrested (sedtddns of User Rights" for more
information on the arrest of bloggets). The Persian-language Wikipedia page for Ahmadiheja
was also reportedly blocked at points during theecage period for containing "insults™ to the
president, according to the head of the Commidgsiddetermine the Instances of Criminal
ContentZ8!

Several news websites associated with high-profiteservatives were also blocked. The website
of Alef News, which belongs to Tehran's conseneparliamentarian Ahmad Tavakkoli, was
filtered after publishing news on the corruptionrain's powerful Larijani brothers, who are in top
positions in the Islamic Republic. Tabnak and BlaE#arooz, news websites associated with
Mohsen Rezaie, a former IRGC commander and a catedin the upcoming presidential election,
were also blocked due to the content of user cortsnéii of these sites were unblocked after
several days, apart from Baztab Emooz, which has beken down completely.
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In an attempt to control the spiraling devaluatdherial, Iran's currency, authorities blocked a
majority of websites and applications that prowild¢éa on foreign exchange trading and gold
markets. Many ordinary Iranians are convertingrthals into foreign currencies and gold in an
effort to preserve the value of their savings. Awities took a multifaceted approach to the
blocking. Any references to the price of the doltarrrency, and gold coins were filtered in

mobile text messagé¥! In addition, internationally-hosted sites weredsied and individuals

behind sites hosted within Iran were arrested imidated"*? Some local sites were also blocked
to traffic from outside Iran, like the domesticallpsted website of the Association of Iranian
Exchanges, an independent, apolitical and nonprajinization of currency traders licensed by

the Central Bank of Ira¥! Some sites were allowed to operate again on theition that they

only displayed the government-established exchaatgs, rather than the market réé€The
move to restrict foreign access to domesticallytdabsvebsites was interpreted by many as a sign

of what may come after the full implementation teé National Information Networg!

The online restrictions were not limited to polti@nd economic content. Persian-language music
blogs, dating sites, digital security informatiamd movie download hubs were subjected to
increased filtering and content takedown orders.ifgiance, Travian, a popular online

roleplaying game available in Persian, was bloadkespite having obtained a license from the
Ministry of Culture and Islamic Guidance. AccorditagFars News Agency, Travian was blocked
in order to support "the development of domestimergame companies,"” "to protect personal

information,” and "protect against the transfemafney out of the country*®! The founder of the
first domestically produced game, "Asmandez," reatd the incident saying that filtering is not a

solution to support national game productféhTravian was unblocked on January 10, 2013, but
the company notified users that the website wiltbmpletely shut down on March 21, 2013. As

of December 2012, Travian had 150,000 users in tfwhich 100,000 were actiV®! The
Persian-language version of the site now redittectise English version.

Aside from filtering, the regime also employs adistirative measures to remove unwanted
content from the web. The 2009 Computer Crime L@®L() makes service providers, such as
blogging platforms, responsible for any content #ygpears on their sites. This has led to the
suspension of blogs or shuttering of news webbitssed on platforms inside Iran, under orders
from government officials. Website owners have bieeced to register their sites with the
Ministry of Culture and have then received requastemove particular posts deemed
unacceptable by the government. According to Asir€hirazi, the founder and manager of
Blogfa, such massive censorship has damaged thiarnrblogosphere by discouraging users from

blogging®*? Mehdi Botourabi, the director of the popular blggplatform Persianblog, also
stated that the censorship of blogs has increageahentially. According to him, new blocking

requests were occurring at a rate of six times rtiae in 20118 As with blocking, the targets
of such censorship have included websites and lalsgsciated with high-ranking officials.

In a change from previous practices, there werertgpf incidents in which hosting companies
were ordered to directly remove content from wessivithout any notification to the website
owners. For instance, one post on the site Weblegieat criticized the internet censorship
method in Iran was deleted by the host companyowithotifying the site ownef&?

Weblognews is one of the prominent conservativesites that publishes news from around the
Persian blogosphere and the internet. Nonethdlassan officials continue to insist that
censorship in Iran is done a lawful manner. Acaaydp the Director of the Internet Unit at the
Center for Digital Media at the Ministry of Cultuaed Islamic Guidance, "unlike some countries
like the U.S., where internet monitoring is don&idictatorial manner, in Iran, refining websites
is based on laws with orders from the Working Groupetermine Instances of Criminal Content

online or by judiciary officials, in a democratindacompletely lawful manneP%
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In an effort to show that content filtering is bds® a legal framework, institutions to oversee
internet filtering have been created. The Committe€harge of Determining Unauthorized
Websites is empowered to identify sites that ceorgidden content and report that information to
the TCI and other major ISPs for blocking. The cattes is headed by the prosecutor general and
other members are representatives from 12 govenaiaodies. The CLL also identifies the
violations that might result in a website being kea for filtering. These are defined very broadly
and range from insulting religious figures and gowmeent officials to distributing pornographic

content and the use of illegal circumvention tddhs.

In practice, little information is available abdbe inner workings of the committee, and
censorship decisions are often arbitrary and nogparent. According to the law, the committee
should meet biweekly to decide on any website bidwasigh the bulk of filtering decisions are
likely made upon discovery of objectionable contentoy a small technical team. In addition,
owners of websites registered with the MinistryCafiture have complained that they received no
explanation when their websites were filtef&tiThe authorities claim there is a procedure for
disputing filtering decisions. However, the procisssighly inefficient, and even conservative
bloggers have failed to have their webpages unklbtly lodging complaints®! Moreover, the
dispute process requires the website owner toa$isdhis or her personal information and accept
responsibility for any misconduct in the futuregammitment that few are willing to make given
the risk of severe punishment.

Self-censorship is extensive, particularly on padit matters. The widespread arrests and harsh
sentences meted out to reporters and activiststa&#e2009 elections, as well as perceptions of
pervasive surveillance, have increased fear amahgeojournalists and bloggers. Many of them
either abandoned their online activities or usaeigeayms. The result has been a palpable drop in
the amount of original content being produced Braidased inside the country.

In addition to filtering, censorship, and intimigtat, the state counters critical content and online
organizing efforts by extending regime propagamtia the digital sphere. There are at least 400
news websites either directly or indirectly suppdrby the state. They seek to set the agenda by
providing pro-government commentary or publishinmors. There have also been a large
number of government-backed initiatives to pronmmbgging among its supporters and members
of the Basij paramilitary group. In July 2011, tiead of the Basij said there were three million

members active onling*

Furthermore, the majority of independent contentlpcers lack the financial resources to operate
in such a hostile environment. The online advergjsnarket in Iran is exclusively limited to
apolitical and progovernment websites. Even busegbased outside Iran avoid political
websites to maintain trading relationships with ¢bantry. Although the United States adjusted
its sanctions against Iran to enable American r@iecompanies to provide services to Iranian
users, Google Advertising does not recognize Reeseone of the languages in its system,

disadvantaging Persian content produ€éts.

The Iranian government has intensified its fighdiagt the use of circumvention tools. The use of
virtual private networks (VPNS), which use a sequmaocol to encrypt users' data and bypass
filtering in Iran, was particularly targeted inda2012 and early 2013. Kamal Hadianfar, the head
of a specialized unit within the cyber police, oled that between 20 to 30 percent of Iranian
users make use of VPI®! Mehdi Akhavan Behabadi, Secretary of the Supremen€il of
Cyberspace, announced the launch of legal, state>a@d VPNs to replace "illegal” VPNSs.
Shortly after, on March 8, 2013, all unauthorize@Ns were blocked inside Ir&H! There are

also reports that the use of other circumventi@fsteuch as Tor, the popular anonymizer and anti
-filter tool, was hampered due to sophisticatedugiton and blocking practices by the authorities.
58] Many users quickly shifted to other well-knownccimvention tools, such as Psiphon,
Freegate, and Kerio VPN, and within a month Psipte@orted between 700,000 to 900,000 daily
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users in Ira®? However, two months later, the authorities hadessly limited access to these
and all other tools, leaving Iranian users with festions’®?

Following the Chinese model of internet contradnliis very keen to develop national versions of
popular online services as part of its Nationabinfation Network. Since Western-built tools
such as Gmail or Skype provide a degree of priva@ncryption, the government is instead
diverting funds to launch Iranian equivalents ofenanline services like e-mail, social
networking sites, and search engines that can$ky eantrolled for political purposes. In July
2012, Iran's ICT minister Reza Taghipour indicateat Iran would use China's and South Korea's

extensive experience in order to develop a natiseatch engine for use in Ir&H. The

government also indicated plans to launch a natieaeebook-type service and e-mail systems. In
December 2012, Iran launched its own video-shasielgsite in a move by officials to create a
state-run competitor to sites like YouTube. The,stalled Mehr.ir, is run by the government-
controlled broadcaster, the Islamic Republic oflBxoadcasting (IRIB). The IRIB is looking to
create new digital platforms as a means of attigatew audiences and extending its broadcasting
monopoly — guaranteed by the constitution — intoecgpace. The IRIB is under the direct
supervision of Iran's Supreme Leader, who appdsuirector. In April 2013, the head of the
Ministry of Information and Communication TechnojodCT) stated "Basir," referred to as "the
Islamic Google Earth,” will come online in the néstv months. However, many of these
initiatives have failed to attract large numbersigérs due to poor design. In addition,
international sanctions on Iran over its nucleagpam have limited the government's ability to
purchase the equipment required to run data ceotetise scale needed to host a national e-mail

service, for exampléZ

Due to the limited nature of Iran's online sphemany people have shifted to posting on closed
social-networking platforms like Facebook, whiclpesceived to offer a safer environment for
expressing views among a limited audience of casit@ompared to publicly posting comments
on websites or keeping a blog. Social media is adsal extensively by Iranian human rights
activists to document abuses and launch advocaunpaigns. For instance, users have mobilized
on Facebook and Twitter to demand the releaseeghiled human rights lawyer Nasrin
Soutodeh. Soutodeh's husband employs Facebookaars of updating followers on her
condition in prison, including her 49-day hungeikst from October to December 2042,
Sotoudeh, together with Iranian filmmaker JafardPans a recipient of the European Union's
2012 Sakharov Prize for Freedom of Thou§HtThe son and daughter of imprisoned blogger Dr.
Mehdi Khazali also post updates and prison lettartheir respective Facebook pages, which are
widely covered by Iranian blogs. An online petitiwas organized to call for his reled%é.

Iranians also used social media to document and@menvironmental campaigns and to call for

blood drives to assist the victims of several deatagy earthquakes®!

Nonetheless, some individuals associated withaéhare have sought to discourage these
practices. The Iranian Cyber Police, in Novemberl2@varned users that exchanging information
on foreign social-networking sites could constitateriminal act and lead to prosecutith.
Speaking from a religious perspective, in Janu@d22an Iranian cleric declared Facebook to be
un-Islamic and that membership constituted a&iisimilarly, in April 2013, a prominent cyber
police commander referred to Facebook as "the disgtisting spyware and the most dangerous

warfare of the U.S®!

Despite these declarations, Supreme Leader Kharjeened Facebook on December 13, 2012,
through an announcement on his Twitter page. Adioreed, both Facebook and Twitter are
blocked inside Iran, as they are considered tdlsensoft war against Irdf? Secretary of the
SCC Mehdi Akhavan Behabadi addressed the issuam@tISupreme Leader joining Facebook by
stating that although membership in social netwaykiebsites is legal, using circumvention tools
to access these networks is illegal. He addedhleajovernment of Iran has no decision to
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remove the filtering from social networking websitsuch as Facebot®! Despite the
restrictions imposed on Facebook and Twitter, Iptatforms were widely used by the Iranians to
discuss election-related issues. In addition,ialpsesidential candidates had accounts on these

platformst’2
Violations of User Rights

Iranian internet users suffer from routine suragitle, harassment, and the threat of imprisonment
for their online activities, particularly thosetaral of the authorities and among the members of
ethnic and religious minorities. The constitutionvydes for limited freedom of opinion and
expression, but numerous, haphazardly-enforcedfesisct these rights in practice. The 2000
Press Law, for example, forbids the publicationdefas that are contrary to Islamic principles or

detrimental to public rights, none of which areaclg defined”! The government and judiciary
regularly invoke this and other vaguely wordedségion to criminalize critical opinions. The
2009 Computer Crime Law (CCL) identifies punishnsefiot spying, hacking, piracy, phishing,
libel, and publishing materials deemed to damaglip morality” or to be a "dissemination of
lies."'™ punishments mandated in the CCL are severe. Fofydie the death penalty for offenses
against public morality and chastity, as well aglprison sentences, draconian fines, and
penalties for service providers who fail to enfogo¥ernment content restrictions. Numerous
users were arrested over the coverage period @ik igravest violation of user rights, blogger
Sattar Beheshti was killed while in police custody.

Since June 2009, the authorities have cracked a@mwmline activism through various forms of
judicial and extralegal intimidation. An increasingmber of bloggers have been threatened,
arrested, tortured, kept in solitary confinement] denied medical care, while others have been
formally tried and convicted. Four individuals —e8d Malekpour (a web developer), Mehdi
Alizadeh Fakhrabad (web developer), Vahid Asghaogger and IT student), and Ahmad Reza
Hashempour (website designer) — were sentenceehiit hetween October 2011 and January
2012 under extremely questionable circumstancesharges relating to insulting religion or
conspiring with foreign enemies. Malekpour, for exde, was prosecuted on charges of "insulting
and desecrating Islam" because a software progeanat designed was used to upload
pornography, although it was done without his kremigie” Numerous bloggers remain in

prison and are currently serving prison terms ofaup0 years, including Hossein Ronaghi-Maleki
l78l and Hossein Derakhsan, considered the fatheredfamian blogosphefé?

The most significant human rights violation thatweed during the coverage period was the
death of Sattar Beheshti, an Iranian blogger. Bahess arrested on October 30, 2012 by the
Cyber Police of Iran for criticizing the governmeamiposts he made online. He was pronounced
dead after four days in custody. News of his death first published on opposition websites
close to the Green Movement, and then spread & otkdia outlets. Despite initial difficulties in
obtaining an official confirmation of his deathgitickly became one of the top news headlines in
the media and across social networking sites angisbilCombined with pressure from the
international community, the sustained attentics&the Iranian media and political spectrum
forced an official investigation. The head of thehfan Cyber Police was dismissed by the
Commander of the Islamic Republic Security Foroes$hortcomings in the supervision and

handling of the casé’®!

Dr. Mehdi Khazali, a dissident blogger, ophthalngid, and director of a publishing house, was
arrested on October 30, 2012 during a meetingeoititers associatioBaraye GhalangPen

Society)”™ Dr. Khazali has been arrested multiple times ifencely criticizing President

Ahmadinejad®? Ironically, he is also the son of Ayatollah Khazalleading conservative cleric,
though they have differing political views. Afteld0-day hunger strike, he was finally released

on June 3, 2018Y Kaveh Taheri, a blogger from Shiraz, Iran, wassted on September 23,
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2012 for acting against national security and digssating online propaganda against the
government. As of March 2013, he remained in ditentending any formal trid#2

As previously mentioned, even conservative suppodePresident Ahmadinejad faced abuse
over their online activities. For instance, Ahmdwh&at, who runs the conservative bidgdaee
az Daroon was arrested on July 22, 2012 after publishipgst critical of the Revolutionary

Guards and Iran's judiciary syst&#.The arrest was widely condemned in the Iranian
blogospheré¥

Iranians outside of Iran were a intimidated for their online activities. Shahin [Hfj an Iraniar

rap artist, faced heavy criticism for a song treaphblished online titleMaghi(the name of a

Shi‘a Imam). Some have called the song blasphearmisa number of Grand Ayatollahs issued
apostasy sentenceatvad against him! The father of an Iranian student in the Nethesand
was also arrested for his son's satirical postsamebook. The authorities threatened the son that
if he does not return to Iran, his father will beeeuted®® Finally, Iman Amiri, an internet

security student at Malmo University in Sweden, wassted on January 21, 2013 upon returning
to Iran. He is now in detention at Evin Prison awvas$ reportedly subject to torture to force a
confessio®” Numerous other dissidents who are active onlineaerested in late 2012 and
early 2013, although many of their cases r more strongly to their offline activitiel®!

There was a significant rise in the rep of individuals arrested for their activities on Ehook.

In October 2012, four internet users in Sirjan waamested because of their supposed use of
antigovernment activities and the insulting of afils on Facebook. In an interview, Mehdi
Bakhshi, the attorney general of Sirjan, warnedrimgt users "to avoid any illegal online
activities, such as publishing photos of womenwedring hijab, otherwise there would be legal
consequences awaiting thef7*'In the same month, the individuals behind a Fagklpage that
published photos of Iranian girls were arrestedof@moting "vulgarity and corruption among
Iranian youths®% |ran's Cyber Police warned well-known athletes ariists against publishing
personal photos on social networking websitesNiknafs, the deputy supervisor of recognition
and prevention at Cyber Police, stated that shgramgonal photos through social media would
increase the chances of improper use of photosjihgrthe reputation of Iranian celebritid¢®!)

In March 2012, the Communications Regulatory Autigassued Bill 10622 which required the
registration of all IP addresses in use inside. lhaplementing such registration will allow the
authorities to track users' online activities ewasre thoroughly and is a fundamental part of
implementing th National Information Network through the restrictiof anonymit online

As of March 2012, customers of cybercafes mustigeoperson: information (such as the

name, father's name, national ID number, and telepimumber) before using a computer. Cafe
owners are required to keep such information, dsagecustomers' browsing history, for six
months. They are also required to install closedudi surveillance cameras and retain the video
recordings for six montH&2 Mehdi Mir-Mohammadi, head of the IT-Union of Tehra
commented that some of the elements in the newatgus infringe on user's privacy and
expressed concern over the fact that they coutdken advantage of and lead to new forms of
cybercrimed®¥

In addition, the CCL obliges ISPs to rec all the data exchanged by their users for a perfilx
months, but it is not clear whether the securityises have the technical ability to procesdta$
data. When purchasing a mobile phone subscriptigmepaid SIM card, users must present
identification, facilitating the authorities' altylito track down the authors and recipients of
specific message
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Despite international legal restrictions placedlmselling of surveillance equipment to the
Iranian government, there have been numerous meglaats that Chinese and some Western
companies have been providing the Iranian autlesritiith technology to monitor citizens' digital
activities. Specifically, investigative reports Bguters and the/all Street Journalound that

Huawei Technologié®! and ZTE Corporatioff® both Chinese firms, were key providers of
surveillance technology to Iran's government, atems both companies have denied. According
to an uncovered PowerPoint presentation outlinegslystem's capabilities, Iran's MobinNet ISP
would potentially have the capacity to utilize dgseket inspection (DPI) to conduct real-time
monitoring of communication traffic, block websitésack users, and reconstruct e-mail messages

as a means of monitoring citizefis.

Filtering and physical intimidation are supplemeinby hacking and distributed denial-of-service
(DDoS) attacks on the websites of government stiiiecluding leading opposition figures.
Throughout 2012 and early 2013, there was a riseeamumber of hacking incidents. Numerous
Facebook accounts of Iranians users who were detorielun-Islamic were hacked and defaced
with a statement from Iran's judiciary saying, '[Blicial order, the owner of this page has been
placed under investigation." The friends of suckrsisvere also tagged in posts containing similar
messageS?! Mana Neyestani, a well-known Iranian caricatutisty his Facebook fan page
hacked by a group called "Islam's Soldiers." Thekhrey group added its logo and a number of
caricatures with pro-Assad, anti-Israel, and aatikB Arabia themes to Neyestani's Fan page
during the few hours they had contf8l.1t is not clear what role the Iran's Cyber Poticether
security forces played in this incident.

Iran has significantly increased its hacking calitéds in recent years. According to Jeff Bardin,
the chief intelligence officer at the American osemurce intelligence company Treadstone 7, Iran
has become much more sophisticated and pervasiiguge of online tools. There have also been
several officially announced plans on recruiting &aining hackers. The Deputy of IT and
Communications at Iran's Civil Defense Organizaganounced that a Cyber Defense program of
study would be introduced to some universitiehaaountry on the graduate level. He added,
"Familiarizing managers and commanders with thecepts of cyber defense is one of the main
strategies of the Civil Defense Organizatifi¥ In the first such plan by a tertiary institution i
Iran, the University of Lorestan announced thatilit actively work to take down and hack into
national and international websites that display-stamic content:t! Researchers at Amirkabir
University are currently developing a "nationalwetk of cyber defense” while a team at Shiraz
University is creating its own domestically-prodd@mti-virus software in support of a
government ban on foreign digital security softw/&fe

According to Zone-H, a website dedicated to tragkiacking incidents, there were a total of
1,387 website defacements attributed to Iraniakédraaduring March 2013 alone, with a similar
number in February. The majority of these arelaitad to the Ashiyane Digital Security Team,
which ranks as the second most active group indyarith defacements of thousands of websites
linked to foreign governments and high-level orgationsi!®® It is also noteworthy that the head
of Ashiyane, Behrouz Kamalian, was sanctioned utiteeEuropean Union's human rights

sanctions regime for being linked with the IRGC aasbonsible for cyber-crackdown both
against domestic opponents and reformists andgfoiestitutiond2®4 In the weeks leading up to

the presidential elections, there was also a sagmf increase in targeted cyberattacks against
high profile activists and journalists traced bazkranian servers®
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