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» The so-called Islamic State (IS) issued strict regulations on the provision of internet access at
cybercafes, requiring business to obtain licenses for setting up operations in Ragqga and Deir al-Zor
(see Availability and Ease of Access).

» The internet was reportedly restored to parts of Aleppo, which had been shut off from access for seven
months due to damage to telecommunications infrastructure. Authorities continue to shut down internet
access in preparation for military offensives (See Restrictions on Connectivity).

+ Atleast 17 netizens and citizen journalists remain imprisoned by the regime on charges related to their
digital activism. It was confirmed in September 2015 that cartoonist Akram Raslan died while in state
custody, likely as a result of torture (see Prosecutions and Detentions for Online Activities).

» Several activists and bloggers were murdered by IS militants both in IS-controlled territory and
neighboring Turkey, including two members of Raqga is Being Slaughtered Silently and a female
blogger who wrote about daily life in Ragga (see Intimidation and Violence).

* Russia stepped up cyberattacks against Syrian human rights organizations and opposition groups in a
bid to disrupt reporting on human rights violations and obtain intelligence (see Technical Attacks).

Introduction:

Syria remained one of the most repressive and dangerous environments for users in 2015-16, marked by the
first execution of a female blogger by extremists and the arbitrary detention of tech activists by the regime.

Syrian cyberspace remains fraught with conflict, often mirroring the brutality of the war on the ground and its
complex geopolitics. Citizen journalists were killed during air raids, regime opponents were tortured in state
prisons, and the so-called Islamic State (IS) murdered individuals for chronicling the hardships of life under the
religious extremists. Pro-regime hackers in the Syrian Electronic Army conducted spear-phishing other
cyberattacks, joined by Russian hackers who have increasingly targeted human rights organizations and
opposition groups.

Syria’s telecommunications infrastructure is highly decentralized. In areas controlled by the regime, the state-
owned service provider employs sophisticated technologies to filter political, social, and religious websites.
Meanwhile, individuals in rebel-controlled areas often rely on Turkish mobile internet beamed in from across the
border, or in many cases, expensive satellite connections. Authorities regularly shut down internet access to
prevent the dissemination of information, particularly before and during military operations. Shelling and
sabotage have led to heavy damage to infrastructure, affecting internet and power connections in several
provinces.

The internet has played a significant role in documenting popular protests against the Syrian regime and its
heavy-handed response against civilians. Authorities prevented foreign media from accessing the country,
prompting many ordinary Syrians to take up mobile phones and small cameras to cover the deteriorating
situation and post videos of the conflict on social media. These citizen journalists have become vital in the quest
to document flagrant human rights abuses by all parties to the conflict.

Obstacles to Access:

The war has devastated telecommunications infrastructure and disconnected around two-thirds of the country
from Syrian internet service providers (ISPs). As a result, internet access has become highly decentralized with
some relying on microwave links from Turkish cities or pooled satellite connections serving cybercafes. Internet
access is regularly shutdown in areas controlled by the regime and disparate rebel groups alike.

Availability and Ease of Access

Syria’s telecommunications infrastructure is one of the least developed in the Middle East, with broadband
connections among the most difficult and expensive to acquire.! This worsened after 2011, as inflation and
electricity outages increased dramatically following public protests and the government’s corresponding
crackdown. Damage to the communications infrastructure is particularly bad in cities where the government is
no longer in control, due to shelling by both the Syrian armed forces and opposition fighters. This has led to a
decentralized telecommunications infrastructure, whereby each and every part of the country has a different
internet gateway.

According to estimates by the International Telecommunication Union, some 30 percent of Syrians had access

to the internet at the end of 2015, up from 21 percent in 2010.2 The estimated number of fixed broadband
subscribers also increased, but remained low at just over 3 subscriptions per 100 inhabitants. The number of
mobile phone subscriptions decreased slightly over the past year, with 62 subscriptions per 100 inhabitants.

The price, speed, and availability of internet access vary depending on the region of the country. According to a
pricelist published by the Syrian Computer Society Network, the monthly cost for a 1 Mbps ADSL connection

was SYP 1950 (approximately US$6) as of March 2016,2 in a country where monthly gross domestic product
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per capita was US$274% in 2012 and has since dropped.2 While the Syrian lira (SYP) has lost a large amount of
its value, prices have not changed dramatically during the conflict.

Around two-thirds of the country is disconnected from Syrian ISP networks, instead relying on a WiMax or WiFi

microwave links from Turkish cities or satellite connections (VSAT).Z The former is particularly prominent in
Kurdish areas along the Turkish border, such as Qamishli, where Wi-Fi connections are around US$50 per
month. Prices are reportedly lower in the city than last year, with cybercafes reportedly available in every

neighborhood.&

In areas controlled by the so-called Islamic State (IS), such as Deir al-Zor and Raqqa, internet access is subject
to many regulations and often depend on military developments on the ground. For example, IS authorities
reportedly banned the internet from the village of al-Boukamal in the province of Deir al-Zor in September 2015

in preparation for a military operation against regime forces in a nearby village.2 Due to the prohibitive cost of
VSAT connections, businesses in IS-controlled areas have established cybercafes where users split the cost of
satellite infrastructure and purchase separate Wi-Fi connectivity. Based on Skype interviews with Syrians living
under IS-controlled areas, the cost of Internet access inside the Internet cafes is 100 SYP (US$ 0.50) for 1 hour
connection, while for smartphone users, 15 MB of data transactions costs 100 SYP.

In mid-2015, IS released a statement requiring these cybercafes to “remove Wi-Fi boosters in internet cafes as
well as private wireless adapters, even for soldiers of the Islamic State.”X? The move is an attempt to limit
private internet access in Ragga and Deir al-Zor to public locations™ that can be policed by the extremists in

order to restrict reporting by activists as well as GPS-tracking of militants using the services.2 Licenses are
only provided to “loyal” businesses and require cafe owners to restrict WiFi availability to the physical space of

the cybercafé, to log all customers using their IDs, and to separate men from women.2 IS has allowed only four
cybercafes in Deir al-Zor city (one each in the neighborhoods of Hamidiyeh, al-Ommal, Ghassan Aboud, and al-

Sheikh Yassin) and all are under heavy surveillance by authorities.1* Recent airstrikes targeting IS militants
have also damaged telecommunications infrastructure in IS-held areas.®

Restrictions on Connectivity

The Syrian government has engaged in extensive and repeated internet shutdowns since 2011. Damage to

telecommunications infrastructure disconnected the war-torn city of Aleppo from March to November 2015.1€ In
a change from pre-March, internet connections to Aleppo were being routed through Syrian networks, rather
than Turkish networks. Researchers speculated the move reflected recent gains made by the Syrian
government army over rebel forces in the areas surrounding Aleppo, once Syria’s most populous city.
Researchers noted the city was reconnected using a “high capacity microwave link to the coastal city of Latakia,

Syria.” L

In areas controlled by the Syrian government, the Syrian Telecommunications Establishment (STE) serves as
both an internet service provider (ISP) and the telecommunications regulator, providing the government with

tight control over internet infrastructure.2 In addition, private fixed-line and mobile ISPs are required to sign a
memorandum of understanding to connect to the international internet via gateways controlled by the Syrian

Information Organization (S10).12
ICT Market

As of 2012, some 14 ISPs operated in Syria. Independent VSAT connections are prohibited, although in reality
they are heavily employed due to the damage that government ICT infrastructure has sustained as a result of

the conflict.2ISPs and cybercafes must obtain approval from the STE and pass security vetting by the Ministry

of Interior and other security services.2! Moreover, cybercafe owners are required to monitor visitors and record
their activities. There are two main mobile phone providers in Syria: Syriatel—owned by Rami Makhlouf, a
cousin of President Bashar al-Assad—and MTN Syria, a subsidiary of the South African company.

Regulatory Bodies

Syria’s ICT market and internet policy is regulated by the SIO and the state-owned STE, which owns all fixed-
line infrastructures. The STE is a government body established in 1975 as part of the Ministry of
Telecommunications and Technology.22 Domain name registration is handled by the Syrian Computer Society,
which was once headed by Bashar al-Assad prior to his appointment as president in 2000.2

Limits on Content:
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The Syrian government engages in extensive filtering of websites related to politics, minorities, human rights,
and foreign affairs. Self-censorship is highly prevalent, particularly in areas under government control. Despite
these limitations, activists make use of communication apps to save lives in rebel-controlled areas and citizen
Journalists continue to make use of video-uploading sites and social networks to spread information about
human rights abuses and the atrocities of war.

Blocking and Filtering

The blocking of websites related to government opposition, human rights groups, the Muslim Brotherhood, and
activism on behalf of the Kurdish minority is very common.2* A range of websites related to regional politics are
also inaccessible, including the prominent London-based news outlets Al-Quds al-Arabi and Asharq al-Awsat,
as well as several Lebanese online newspapers and other websites campaigning to end Syrian influence in
Lebanon. Access to the entire Israeli top-level domain “.ilI” is also restricted. However, the websites of most
international news sources and human rights groups have remained accessible.

Censorship is implemented by the STE and private ISPs with the use of various commercially available
software programs. Independent reports in recent years pointed to the use of ThunderCache software, which is
capable of “monitoring and controlling a user’'s dynamic web-based activities as well as conducting deep packet
inspection.”z—5 In 2011, evidence emerged that the Syrian authorities were also using technology provided by the
Italian company Area SpA to improve their censorship and surveillance abilities. The contract with Area SpA
included software and hardware manufactured by companies such as Blue Coat Systems, NetApp, and
Sophos. Blue Coat had reportedly sold 14 devices to an intermediary in Dubai which then sent them to Area
SpA, ostensibly with Blue Coat believing that the equipment would be given to the Iragi government; however,
logs obtained by the hacktivist group Telecomix in August 2011 revealed evidence of their use in Syria
instead.Z In October of that year, Blue Coat acknowledged that 13 of the 14 devices had been redirected to the
Syrian government, an inadvertent violation of a U.S. trade embargo, and that the company was cooperating
with the relevant investigations.2Z Analysis of the exposed Blue Coat logs revealed that censorship and

surveillance were particularly focused on social-networking and video-sharing websites.28 The Wall Street
Journal identified efforts to block or monitor tens of thousands of opposition websites or online forums covering
the uprising. Out of a sample of 2,500 attempts to visit Facebook, the logs revealed that three-fifths were

blocked and two-fifths were permitted but recorded.2

The Syrian government also engages in filtering SMS messages. Beginning in February 2011, such censorship
was periodically reported around dates of planned protests. In February 2012, Bloomberg reported in a series
of interviews and leaked documents that a special government unit known as Branch 225 had ordered Syriatel
and MTN Syria to block text messages containing key words like “revolution” or “demonstration.” The providers
reportedly implemented the directives with the help of technology purchased from two separate Irish firms
several years earlier for the alleged purpose of restricting spam.22

The government continues to block circumvention tools, internet security software, and applications that enable
anonymous communications. By enabling deep packet inspection (DPI) filtering on the Syrian network,
authorities were able to block secure communications tools such as OpenVPN, Later 2 Tunneling Protocol

(L2TP), and Internet Protocol Security (IPsec) in August 2011.21 Websites used to mobilize people to protest or
resist the regime, including pages linked to the network of Local Coordination Committees (LCCs)—groups that

have formed since the revolution to organize the opposition—continue to be blocked.22 Websites that document
human rights violations, such as the Violations Documentation Center, remain blocked,2 as does the

Mondaseh website, an online initiative to gather information and raise public awareness.2* Authorities have
repeatedly blocked the website and key search terms of SourialLi, an internet radio station started by a group of

pluralistic young Syrians.2

Facebook remains accessible in Syria after the government lifted a four-year block on the social-networking site
in February 2011. The video-sharing website YouTube was also unblocked. Some activists suspected that the
regime unblocked the sites to track citizens’ online activities and identities. As of 2016, both were within the top-
three most visited websites in the country.2¢ Other social media platforms like Twitter are freely available,
although they are not as popular and do not figure within the top 25 most visited sites in the country.

The Voice-over-Internet-Protocol (VolP) service Skype often has suffered from disruptions, either due to low
speeds or intermittent blocking by the authorities. In February 2012, the government also began restricting
access to certain applications for mobile phone devices that activists had been using to circumvent other
blocks. Anti-virus software and updates to operating systems remain blocked due to U.S. sanctions, to the

dismay of many U.S.-based activists.2

Decisions surrounding online censorship lack transparency and ISPs do not publicize the details of how
blocking is implemented or which websites are banned, though government officials have publicly admitted
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engaging in internet censorship. When a user seeks to access a blocked website, an error message appears
implying a technical problem rather than deliberate government restriction. Decisions on which websites or
keywords should be censored are made by parts of the security apparatus, including Branch 225, or by the
executive branch.

Content Removal

According to digital security organization SecDev, dozens of opposition pages, media centers, and independent
NGOs have been closed by Facebook.2 These include numerous pages of local coordination committees
(LCCs) and the London-based Syrian Network for Human Rights. Activists believe that Facebook users
sympathetic to President Assad may be reporting the pages en masse as violating user guidelines, thereby
provoking Facebook into action. Razan Zaitouneh of the Violations Documentation Center shared a letter urging
Facebook to keep the sites open, stating that “Facebook pages are the only outlet that allows Syrians and
media activists to convey the events and atrocities to the world.” Representatives from Facebook have cited the
difficulties in discerning between objective reporting and propaganda, particularly since many armed extremists
have taken to using the site.

Media, Diversity, and Content Manipulation

In an environment of extreme violence and arbitrary “red lines,” self-censorship is widespread. Sensitive topics
include criticizing President Assad, his late father, the military, or the ruling Baath party. Publicizing problems
faced by religious and ethnic minorities or corruption allegations related to the ruling family, such as those of
Assad’s cousin Rami Makhlouf, are also off limits. Most Syrian users are careful not only to avoid such sensitive
topics when writing online, but also to avoid visiting blocked websites.22 However, the period of May 2012 to
April 2013 witnessed a large number of local Syrian users expressing opposition to Assad, his father, Makhlouf,
the Baath party, and certain ethnic or sectarian groups.?% In 2014, users living in areas under control of IS or
other extremist groups have stepped up their self-censorship in order to avoid criticizing the militants or Islam in
general.

Pro-regime forces have employed a range of tactics to manipulate online content and discredit news reports or
those posting them, though it is often difficult to directly link those who are carrying out these activities with the
government. Most notable has been the emergence of the Syrian Electronic Army (SEA), a progovernment
hacktivist group that targets the websites of opposition forces, human rights websites, and even Western media
outlets (see “Technical Attacks”). For news websites and other online forums based in the country, it is common
for writers to receive phone calls from government officials offering “directions” on how to cover particular
events.2! The Syrian government also pursues a policy of supporting and promoting websites that publish
progovernment materials in an attempt to popularize the state’s version of events. These sites typically cite the
reporting of the official state news agency SANA, with the same exact wording often evident across multiple
websites. Since early 2011, this approach has also been used to promote the government’s perspective about
the uprising and subsequent military campaign.22interestingly, in 2012, the progovernment website Aksalser

changed its stance to support the opposition and was subsequently blocked by the government.2

U.S. sanctions have resulted in the blocking of paid online services, making it difficult for Syrians to purchase a
domain or host their websites in the U.S. Restrictions on importing funds into Syria have had a significant
impact on the ability to publish content. For instance, the Syrian magazineSyrian Oxygen was unable to obtain
SSL certificates for their website from U.S. providers, apparently because the domain syrianoxygen.com has
the word Syria in it.

Digital Activism

Online tools have proven crucial for Syrians inside and outside the country seeking to document human rights
abuses, campaign for the release of imprisoned activists, and disseminate news from the front lines of the
conflict. Communication apps have become particularly important in saving lives during the conflict. A
WhatsApp group called “The Monitors” was created by individuals based in regime-controlled areas to warn

individuals living in rebel-controlled areas of impending Syrian and Russian air raids.** The U.S.-based Syrian
American Medical Society has used WhatsApp for telemedicine, in one instance guiding a veterinarian who

delivered twin babies by caesarean section in the besieged town of Madaya.*2

Syrians are very active on Facebook, using it as a platform to share news, discuss events, release statements,
and coordinate both online and offline activities.2® A Facebook petition for the release of Youssef Abdelke,

initiated by a group of Syrian intellectuals and artists, was signed by over 2,500 users.%Z Abdelke, an illustrator
and painter who has often expressed political dissent through his art, was arrested in July 2013 after he signed
a declaration, posted online, which called for a democratic transition and the stepping down of President

Assad.®8 He was released one month later.%2
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In addition, one observer has called the conflict in Syria the first “YouTube War” due to the extraordinarily high
coverage of human rights violations, military battles, and post-conflict devastation that is contained in videos

posted to the site.22 Indeed, as the Syrian government shifted to the use of heavy arms and missiles against
opposition fighters, the role of citizen journalists has shifted from live event coverage to documenting the bloody
aftermath of an attack. Although many obstacles stand in the way of media coverage, citizen journalists have
designed techniques to ensure media coverage of remote and conflict areas. “Local Media Offices” ensure that
local journalists cover limited geographic areas, and then use a social network as a platform to collect, verify,
and publish news stories. Hundreds of thousands of videos have been posted to YouTube by citizen journalists,
rebel groups, and civil society groups, mostly documenting attacks. A Syrian group categorizing YouTube

videos and sharing them via the platform OnSyria had posted almost 200,000 videos in 2013.21
Violations of User Rights:

Syria remains one of the most dangerous places to use the internet in the world. Citizen journalists, bloggers,
and activists are detained and often tortured by both government forces and, increasingly, fighters linked to
extremist groups like the so-called Islamic State (IS). Several netizens were killed during the coverage period,
including a female blogger who wrote of daily life in the IS stronghold of Raqqa.

Legal Environment

Laws such as the penal code, the 1963 State of Emergency Law, and the 2001 Press Law are used to control
traditional media and arrest journalists or internet users based on vaguely worded terms such as threatening

“national unity” or “publishing false news that may weaken national sentiment.”®2 Defamation offenses are
punishable by up to one year in prison if comments target the president and up to six months in prison for libel

against other government officials, including judges, the military, or civil servants.2 In addition, Syria’s
cybercrime law allows prison sentences of up to three years and fines of up to SYP 250,000 (US$ 1,500) for

anyone who incites or promotes crime through computer networks.2* The judiciary lacks independence and its
decisions are often arbitrary. Some civilians have been tried before military courts.

Prosecutions and Detentions for Online Activities

Since antigovernment protests broke out in February 2011, the authorities have detained hundreds of internet
users, including several well-known bloggers and citizen journalists. While it is very difficult to obtain information

on recent arrests, 17 netizens remain in prison according to Reporters Without Borders. = Many of those
targeted are not known for their political activism, so the reason for their arrest is often unclear. This
arbitrariness has raised fears that users could be arrested at any time for even the simplest online
activities—posting on a blog, tweeting, commenting on Facebook, sharing a photo, or uploading a video—if it is
perceived to threaten the regime’s control. Veteran blogger Ahmad Abu al-Khair was taken into custody in
February 2011 while traveling from Damascus to Banias and was later released, though he remains in

hiding.2More recently, in an effort to pressure al-Khair to turn himself in, security forces have twice detained his

brother, once for a period of 60 days.2’ Bassel Khartabil, an open source activist and recipient of the 2013
Index on Censorship Digital Freedom Award, remains in prison after he was taken by authorities without

explanation in March 201228

Human rights activists who work online are also targeted by the government and the rebels. Four members of
the Violations Documentation Center (VDC) were kidnapped by an unknown group from a rebel-controlled area

in December 2013.22 Authorities raided the offices of the Syrian Center for Media and Freedom of Expression
(SCM) in February 2012, arresting 14 employees.%> One SCM member and civil rights blogger, Razan
Ghazzawi,2! was detained for 22 days.2 Three others remain in prison and face up to 15 years for “publicizing

terrorist acts” due to their role in documenting human rights violations by the Syrian regime.22 The
organization’s founder and director, Mazen Darwish, was reportedly released in August 2015 after three years
in pretrial detention and recently moved to Germany.®

Surveillance, Privacy, and Anonymity

Surveillance is rampant on Syrian internet service providers, which are tightly aligned with security forces.
Meanwhile, in IS-controlled territory, there are reports that militants have conducted unannounced raids at
cybercafes in which they force users to leave their machines, going through their open web browsing sessions

and social media accounts to ensure users are not viewing or writing impermissible content.&

The Law for the Regulation of Network Communication against Cyber Crime, passed in February 2012,

requires websites to clearly publish the names and details of the owners and administrators.%8 The owner of a
website or online platform is also required “to save a copy of their content and traffic data to allow verification of
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the identity of persons who contribute content on the network” for a period of time to be determined by the
government.s—7 Failure to comply may cause the website to be blocked and is punishable by a fine of SYP
100,000 to 500,000 (US$1,700 to $8,600). If the violation is found to have been deliberate, the website owner
or administrator may face punishment of three months to two years imprisonment as well as a fine of SYP
200,000 to 1 million (US$1,500 to $7,500).28 In early 2014, however, the authorities were not vigorously
enforcing these regulations.

In early November 2011, Bloomberg reported that the Syrian government had contracted Area SpA in 2009 to
equip them with an upgraded system that would enable interception, scanning, and cataloging of all email,
internet, and mobile phone communication flowing in and out of the country. According to the report, throughout
2011, employees of Area SpA had visited Syria and began setting up the system to monitor user

communications in near real-time, alongside graphics mapping users’ contacts.®2 The exposé sparked protests
in Italy and, a few weeks after the revelations, Area SpA announced that it would not be completing the

project.”2 No update is available on the project’s status or whether any of the equipment is now operational.

One indication that the Syrian authorities were potentially seeking an alternative to the incomplete Italian-made
surveillance system were reports of sophisticated phishing and malware attacks targeting online activists that

emerged in February 2012.2 The U.S.-based Electronic Frontier Foundation (EFF) reported that malware
called “Darkcomet RAT” (Remote Access Tool) and “Xtreme RAT” had been found on activists’ computers and
were capable of capturing webcam activity, logging keystrokes, stealing passwords, and more. Both
applications sent the data back to the same IP address in Syria and were circulated via email and instant

messaging programs.2 Later, EFF reported the appearance of a fake YouTube channel carrying Syrian
opposition videos that requested users’ login information and prompted them to download an update to Adobe
Flash, which was in fact a malware program that enabled data to be stolen from their computer. Upon its

discovery, the fake site was taken down.Z Due to the prevailing need for circumvention and encryption tools
among activists and other opposition members, Syrian authorities have developed fake Skype encryption tools

and a fake VPN application, both containing harmful Trojans.”%

A report from Kaspersky Labs, published in August 2014, revealed that some 10,000 victims’ computers had

been infected with RATs in Syria, as well as in other Middle Eastern countries and the United States. 22 The
attackers sent messages via Skype, Facebook, and YouTube to dupe victims into downloading surveillance
malware. One file was disguised as a spreadsheet listing names of activists and “wanted” individuals.

Anonymous communication is possible online but increasingly restricted. Registration is required to purchase a
cell phone, though over the past years, activists have begun using the SIM cards of friends and colleagues
killed in clashes with security forces in order to shield their identities. Cell phones from neighboring countries
like Turkey and Lebanon have been widely used since 2012, notably by Free Syrian Army fighters. However,
civilians in Syria are now also using these foreign cell phones due to the lack of cell service in the country.
Meanwhile, activists and bloggers released from custody report being pressured by security agents to provide
the passwords of their Facebook, Gmail, Skype, and other online accounts.’®

Intimidation and Violence

Once in custody, citizen journalists, bloggers, and other detainees reportedly suffered severe torture at the
hands of government authorities. Although the precise number is unknown, it is estimated that dozens of

individuals have been tortured to death for filming protests or abuses and then uploading them to YouTube.L In
September 2015, it was confirmed that al-Fida newspaper’s cartoonist Akram Raslan had died in state custody

in 2013 due to sharing antigovernment cartoons on Arabic news sites and social media.Z He had been arrested
in October 2012 and it is believed he was tortured to death.”2

According to Reporters Without Borders, seven “netizens” were killed during the coverage period, mostly for
work as citizen journalists. Separately, in a video recording published by IS on June 26, 2016, five
journalists—many of them whose work was primarily online—were brutally murdered. In at least two cases, IS
militants had rigged the individuals’ computers or cameras with explosives.& Citizen journalists have also been
targeted by IS militants while in Turkey. Ibrahim Adul Kader of the human rights organization Raqga is Being
Slaughtered Silently (RBSS) was killed by IS militants in the city of Urfa, Turkey along with his friend Fares

Hammadi in October 201581 Naji Jaraf, editor-in-chief- of the opposition Hentah Magazine and an activist with

RBSS, was shot and killed in the Turkish city of Gaziantep in December 2015.82 Hundreds of activists have
gone into hiding or fled the country, fearing that arrest may not only mean prison, but also death under

torture & Blogger Assad Hanna left Syria following online threats stemming from his criticism of the regime, but
was badly injured by knife-wielding assailants at his apartment in Turkey in April 201584

In a move some observers called unprecedented, IS executed a female journalist in September 2015. Ruqgia
Hassan, also known as Nissan Ibrahim, was blogging about daily life in the city of Raqga.2® She was accused of
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being a spy for the Free Syrian Army. Shortly before her death, she reportedly complained of death threats
stemming from |IS. International journalists, including those whose work is mainly featured online, have also

been killed by Syrian militant groups in previous years.2
Technical Attacks

Numerous reports from the past year have detailed the spillover of the country’s conflict to the online sphere.
According to the cybersecurity group FireEye, Russia’s intelligence agency, the FSB, has stepped up technical
attacks against Syrian human rights organizations and opposition groups in a major campaign to glean

intelligence and disrupt reporting on Russian human rights violations.&2 In December 2014, the University of
Toronto’s Citizen Lab released a report entitled, “Malware Attack Targeting Syrian ISIS Critics,” focusing on
groups such as Raqqa is Being Slaughtered Silently (RSS), which documents human rights abuses committed
by IS. Citizen Lab believes the malware was developed by IS or pro-IS hackers in order to discover more

information about the nonviolent group.%

The Syrian Electronic Army (SEA) continues to target Syrian opposition websites and Facebook accounts, as
well as Western or other news websites perceived as hostile to the regime. In March 2016, the FBI added three

SEA members to its “Cyber Most Wanted” list.22 The SEA made headlines after hacking major Western media

outlets and organizations, including the websites of the New York Times, 2 the U.S. Marines,2! Facebook, and
many others. Most of the attacks occurred on the DNS level, which involved redirecting requests for the domain
name to another server. The Twitter account of Barack Obama, run by staff from Organizing for Action (OFA),

was briefly hacked by the SEA, resulting in the account posting shortened links to SEA sites.22 The hackers had
gained access to the Gmail account of an OFA staffer. On March 17,2013, the SEA hacked the website and
Twitter feed of Human Rights Watch, redirecting visitors to the SEA homepage.2 These tactics continued with
the high-profile hacking of Forbes in February 20142 and the Washington Post in May 2015.%

Though the hacktivist group’s precise relationship to the regime is unclear, evidence exists of government links
or at least tacit support. These include the SEA registering its domain in May 2011 on servers maintained by

the Assad-linked Syrian Computer Society;2 a June 2011 speech in which the president explicitly praised the
SEA and its members;22 and positive coverage of the group’s actions in state-run media.2
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