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Key Developments: May 2012 — April 2013

» Mobile replaced broadband as the number one mdatxessing the internet in 2012 (see
Obstacles to Accegs

» China's cybercafés are now 40% owned by chainghndrie easier for authorities to
regulate than independent businesses@stacles to AccesandViolations of User
Rights).

« Traffic on Virtual Private Networks (VPNs) — usedidypass censorship — was disrupted,
sometimes obstructing commercial use (sedts on Content).

» Regulators ordered online video services to cesisort films in July 2012, when users
adopted them to bypass film and broadcast resmst{sed.imits on Content).

» Security agents in Tibet and Xinjiang searchedbelhes to pre-empt allegedly anti-state
activity (seeViolations of User Rightg.
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» A Criminal Procedure Law amendment took effectanuhry 2013, strengthening legal
grounds for detaining anti-state suspects incomoaudtu (se&/iolations of User Rightg.

Introduction

The Chinese Communist Party's commitment to curtpihternet freedom was unwavering over
the course of the leadership change that took pladag the coverage period for this report, May
1, 2012, to April 30, 2013. If anything, the high#| meetings at which the handover was
announced served as catalysts for tighter controlsontent, measures to deliberately slow
internet traffic, and intensified harassment ofdients, as the party's propaganda and security
agencies worked to eliminate any nascent politballenge. The internet restrictions Freedom
House documented this year were faster and momcedahan ever before.

The selection of Xi Jinping as the new party cliedl head of state emphasized continuity, a
message that was reinforced by the simultaneousgiiron of party hard-liners like propaganda
czar Liu Yunshan. The rhetoric of the new leadgrsitéo harkened back to the past. Party
officials circulated seven "speak-nots," or tabopids — which included "citizens' rights" and
"press freedom" — to universities and media gronpgay 2013. Meanwhile, Xi adopted the
Maoist term "mass line" to encourage fellow cadoasemain close to the people.

This conservative discourse cannot conceal theewepented transformation taking place in
China: More than 500 million people in the courdarg now online. Internet penetration is at 42
percent, compared with just 6 percent when Xi'sigcessor, Hu Jintao, took office in 2003.
Residents of cities like Shanghai and Beijing Aeegrimary beneficiaries of this expanded
access, while rural areas lag behind. An estim@@&dmillion people still rely on television
outlets, like state broadcaster China Central Tglav (CCTV), as their main source of
information®! But for the first time on record, more Chinesegle@onnected to the internet via
mobile phone than through any other method in tst pear, meaning penetration will only
continue to climb.

Internet access has provided Chinese citizensneithtools to challenge policy. This year,
millions of online comments about air pollution sm@ad a nationwide upgrade of oil refineries.
Online forums also host a surprising range of @pision political topics. When Edward Snowden
fled to Hong Kong after leaking U.S. National SétyuAgency secrets, users of microblog
platforms in China both supported and derided Isiome joked cynically that he should see how

China handles its citizens' internet recdfils.

Many believe that such incremental civic gains wdvitably spark political reform. A 2013
meme imagined a future shift in the perspectivihefChinese authorities: "When there are a
hundred of you, we will detain you," it read, butien there are a hundred thousand of you — we
will join you."E! Yet the internet has also provided those autlesritiith an extraordinary range of
tools to contain critical conversations. A 2012dmraic review of censorship across nearly 1,400
online platforms in China estimated that 13 percémiosts containing sensitive keywords were

deleted, many within 24 hours of publication, somithin minutes™

Even with vast technological and human resourcéseat disposal, censors struggled to limit
some online debates in the past year. Actress Yam @osted a quotation from Soviet-era
dissident Aleksandr Solzhenitsyn, "One word ofttrotitweighs the whole world," to her network
of 32 million microblog followers in support &outhern Weeklpurnalists in Guangzhou who
were on strike against censorship in January #aiti-Japanese protesters also overwhelmed
content controls during a flare-up in the terridbdispute between China and Japan in September
2012. Online vitriol escalated into violent riotinghich Chinese Communist Party (CCP)

officials consider a threat even when it suppdrésrtposition.
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But Chinese information authorities are also a@pbanipulation, and increasingly adaptable as
complex situations unfold. In Guangzhou, propagasftieials negotiated with journalists to end
the January strike without conceding to all theimands, and the story fell out of the public eye.
It was a memorable achievement, but no other nemssavere emboldened to follow suit. A state
-led wave of editorials condemning anti-Japanesgigchelped rein in protests the previous
September. Experts even speculate that censomshipectemporarily lifted, and criticism of
select officials tacitly encouraged, as a weapahénparty's internal politics. Anticorruption
campaigns spread like wildfire online in China,dned) the central government hold local officials
in check. Yet when thBew York Timeand Bloomberg accused the families of top leaders
amassing disproportionate wealth, their website®wabjected to punitive blocking and their
staff computers were hacked.

Even when content is filtered, the process is beomgstantly refined, often by private companies
that serve as intermediaries between the stateisard. The 1989 Tiananmen Square massacre is
so thoroughly censored that users of the popula Bieibo microblogging platform are not even

able to use the search term "today" on the anrangrsune 4% Yet this year, Sina unblocked a
handful of Tiananmen-related search terms, allowisgys to access dozens of discussions —

though unrelated to the 1989 protests in Beijinthersubsequent military crackdoWhBy
offering sanitized results rather than the standagdsage that blocked keywords usually produce,
the company appeared determined to make its cdngansisible.

Far from stifling private innovation, the state ledfectively harnessed it to further its own goals.
Sina publicly acknowledges that it cannot yet fu#il of the Chinese government's requirements,
like registering its Weibo users' real names. Buvoid getting shut down, it will continue to try.
Indeed, many of the more subtle developments dooteden this report did not originate with

the central propaganda department, a bastion cfeceative ideology not known for nuance.
Instead, they were developed by service providmkihg to satisfy the government's demands
while maintaining the illusion of freedom for theisers. Google, since it challenged the Chinese
government's censorship practices in 2010, hasptesl to innovate on the side of transparency,

briefly informing Chinese users of blacklisted saterms in 201! But its experiments have
cost it considerable market share as the auth®sgtek to marginalize the company.

Much is at stake for these firms, but the penatifedefying the state are far greater for individua
dissidents. Security agencies make use of widedmaaeillance capabilities and a politicized
legal system to pursue selective prosecutions pémko of people like Cao Haibo, whose eight-
year prison sentence for publishing antistate cdragline was reported in November 2012. What
constitutes antistate content is alarmingly broaa €ao's case it was articles he had written about
democracy — and can include material publishedsyleafore a case comes to trial, whether or not
it was censored at the time. Ethnic minoritiesagions where CCP rule is disputed or resented,
such as Tibet and Xinjiang, are particularly vuliide. At least a dozen Tibetans and 20 Uighurs
were jailed during the coverage period in relatmtheir sharing of information online or via
mobile phone. Prosecutors' claims that they wesiimg separatism or violence are impossible to
verify, as their trials lack due process and apsadl to observers. The state continues to pour
resources into separating these perceived enermmsfamilies, lawyers, and journalists. In 2012,
China spent more on "social stability maintenanre@hich includes many of the practices of
information control outlined in this report — thilid on defense.

The CCP's influence online reaches far beyond Ghiv@ders. Nearly a third of cyberattack
traffic worldwide in 2012 was traced to Chinesd,sod cybersecurity experts tracked one
notorious hacking group to a military facility im&nghai. Such international activity generally
falls outside the scope of this report, but itasted in the online environment outlined here. It
also serves as an added reminder that Chinesaenfeeedom, or the lack thereof, has
ramifications for the entire world.

Obstacles to Access

http://refworld.org/cc-bin/texis/vix/rwmain?page=printdoc&docid=52663af 28-11-201:



Refworld | Freedom on the Net 20- Chine Page4 of 33

China had the largest number of internet and maibitene users in the world in January 2013,
with an estimated 564 million and 986 million, resgively’® These figures, though staggering,
paint an incomplete picture of China's uneven egovaaevelopment and manipulated
connectivity. Average broadband connection spesgls@nparatively slow, leaving China in
94th place in global ranking®! It is stymied by poor infrastructure — particwjairt the country's
vast rural areas — and a telecommunications ingdstiminated by state-owned enterprises.
Centralized control over international gateways syparadic, localized shutdowns of internet
access around sites of social unrest are signtfaastructions to full and free access. Nationwide
blocking, filtering, and monitoring systems furtfebow access to international webs#ésThe
Hong Kong administrative region, free of these abtlsis, enjoys the third-fastest average
connection speeds worldwide, after South KoreaJaparit2 and at a fraction of mainland
prices.

The China Internet Network Information Center (CiI\Nlan administrative agency under the
Ministry of Industry and Information Technology (M), reports that rates of internet adoption

have actually slowed since 2011 as the urban mapg@baches saturatiffil Moreover, the gap

between penetration rates in urban and rural &r@ssvidened since 208%! The 72.2 percent of
residents online in the capital, Beijing, vastiftraxmber the 28.5 percent with internet access in

the least-connected province of Jiangxi in thelseast:> This divide kept overall internet
penetration at just 42.1 percéfit slightly higher than the global average, which ®&gercent
in 201114

The CNNIC reported 422 million mobile internet usar December 2012. By contrast, broadband
subscriptions declined from 450 million in 2010380 million in 20128 (Broadband
subscriptions have dwarfed dial-up since 269%.

Mobile replaced fixed-line broadband as China'sgered means of accessing the internet for the
first time in 2012. Internet access via cybercaélided, accounting for 22.4 percent of users,
down from 27.9 percent in 203 While internet-enabled 3G (third-generation) proare

priced beyond the reach of many, platforms likeTteacent QQ instant-messaging service and
Sina Weibo allow users to send and receive messddes cost via 2G handsets.

The historically high cost of broadband internetess helps to account for the shift toward
mobile. The government took steps to address theswva 2011 antimonopoly investigation
accused the state-owned China Telecom and Chiraobhnof abusing their market dominance to
manipulate broadband pricing and overcharge cotmpgtiThe investigation was the first instance
in which a 2008 antimonopoly law was used agaitadesowned enterprises, and it was
announced in an unusually public way on CG$¥/The telecom giants swiftly revised their
internetwork pricing structures to allow rivalsrfaccess to their infrastructural resouréés.
Interestingly, one of the beneficiaries of this su@@ may be a government regulator, the State
Administration of Radio, Film, and Television (SARE which said in 2012 that it would launch

a national cable network, funded by the Ministryrofance and offering telephone, broadcasting,
and internet services. The plan would advance tkeatl integration of these three services, a
goal the State Council had previously pledged toes@ throughout China by 2015, though the

timetable for its implementation is not clé&.

While customers can now choose from among scorpaate internet service providers (ISPs),
the large state enterprises are widely perceivedsgmonsible for the costly, inefficient

connections that continue to prev&il. The Beijing-based research company Data Ceni@hivfa
Internet reported that the average cost of 1 Miffmndwidth was 469 times more on the

mainland than in Hong Kong in 20##! while consumers complained that broadband speeds
remained slower than advertised in 2682The MIIT has sought other methods to improve
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internet service, such as mandating that homedremitesd within reach of public fiber-optic

networks be connected via a selection of serviogigers from April 2013 onward” Whether
China's infrastructure will be able to keep pacthwuch ambitious government projects,

however, is still uncertain. Although the MIIT sall broadband users would have internet access
at 100 Mbps by 2015, the average speed in thestastg, Shanghai, was just 4.04 Mbps in 2012,
compared with 2.52 Mbps in the less-developed —aoie heavily censored — Tibetan

Autonomous RegiofZ

Mobile phone communication is also dominated byestavned enterprises, including China
Mobile, China Telecom, and China Unicom. This ditug too, is under review: The MIIT issued
draft proposals to open the market in January 28@ying private companies to buy mobile
network resources and repackage them for the wseraotwo-year trial period® China Mobile
began testing faster 4G service in some easteme€aicities in 2013, and the MIIT said in late

2012 that it would be issuing licenses to providerspgrade to 4G service within a y&&t.

The government has been willing to liberalize #ledcommunications market in part because of
the country's centralized connection to the inteonal internet. Six state-run operators maintain
the country's international gatewd$<.This arrangement remains the primary infrastradtur
limitation on open internet access, as it givesatiorities the ability to cut off cross-border
information requests. All ISPs must subscribe hagateway operators and obtain a license from
the MIIT. Internet access via mobile phones is atemitored by the international gateway
operators under MIIT oversight.

The government has shut down access to entire coinaiions systems in response to specific
events, notably imposing an astounding 10-montriet blackout in the Xinjiang Uighur
Autonomous Region after an outburst of ethnic wiokein the regional capital Urumqi in July
200922 Since then, authorities have enforced smalleressialitdowns lasting several days or
weeks. Officials in predominantly Tibetan areasvestern China twice cut off local internet
access during 2012: once in February followinglatgssurrounding a series of self-immolations
and reports that soldiers had opened fire on aivif>! and again for two days around the July 7
birthday of the Dalai Lama, Tibet's exiled spiritleader** More than 100 self-immolations —
suicides committed in protest against Chinese—iiave been documented since 2689.

In other cases, the level of official interferemnaéh connectivity was hard to gauge. China was
briefly isolated for two hours in April 2012 whesars reported that all international websites
were inaccessible. Hong Kong and U.S. users weablaro visit sites hosted in China during the
same period. Cloud Flare Inc., a U.S.-based compatystudies web performance, told Wall
Street Journathat the interruption appeared to have been treghyby overactive filtering, rather
than a technical glitch, and that only traffic fr@hina Telecom and China Unicom plummeted;
smaller providers were unaffect€ff.In August 2012, the same company reported "inegkas

difficulty with traffic out of China," but withou& consistent pattern to indicate the catfdén
MIIT spokesperson denied rumors that China wassfiectpdown the internet" in advance of the

politically sensitive 18th Party Congress in thig faut acknowledged conducting maintenafife.

Authorities exercise tight control over cybercadésl other public access points, which are
licensed by the Ministry of Culture in cooperatisith other state entiti¢3? Consolidating these
helps increase the efficiency of surveillance agmsorshig??

By 2012, chains had absorbed around 40 percentoafrcafés following a ministry-led push to
eliminate sole-proprietor locations by 2015. Overdifferent government and CCP entities, at
both the national and local levels, are involvethternet censorship, with some instructions
coming straight from the top. The State Intern&rmation Office was created in 2011 to
streamline propaganda directives for online confamish violators, and oversee
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telecommunications companiéd. It has since increased controls on online videarticularly
short-form "microfilms" that are commonly used t@de controls on content screened by

mainstream movie theaters or news mégdia and real-name registration for online platfofffs.
Two official regulatory entities, SARFT and the @ead Administration for Press and

Publications (GAPP), are slated to merge, accortirayplan announced in March 2043.
Limits on Content

Censorship predictably intensified in advance efldadership transitions at the November 2012
party congress and the March 2013 National PeoPlagress session. Reports of unrest, such as
Tibetans self-immolating, were especially curtail€de methods used were generally more
precise and less visible than in the past, withetkeeption of a campaign against Bloomberg and
theNew York Time#or their probing reports on wealth accumulatigndhina'’s first families.
Instead of filtering out the individual articlegrnsors blocked the entire websites, depriving them
of readership and advertising revenue.

Users in China can still access content hosteddau€@hina using circumvention tools, at least
until more companies follow China Unicom, whichritd severing connections on which
circumvention was detected in December. Meanwhileroblog users sometimes find that their
posts have become invisible to others, requiriregrtio repost to keep their content in the public
domain. These customized controls and manipulatigetices are better understood thanks to
some meticulous research and reporting publish@@12 and 2013.

In the past year, digital media also fueled poppéaticipation in key debates over issues of
public interest, such as smog levels in Beijingt Bis becoming harder to assess whether these
movements represent a challenge to the censorgphgraus. They may be a sign that information
authorities are more adept than ever at channelitigyeaks of discontent away from political
issues and into local, finite, social matters.

In keeping with the unmatched size of their onpepulation, Chinese authorities employ the
most elaborate system for internet content comrtie world. Government agencies and private
companies employ thousands of people to monitmisae and manipulate content, from news
reports to social-network pages. Routine censorsdipbe reinforced surrounding politically
sensitive events, or just in response to the l&teistopic. Even this heavily censored and
manipulated online environment, however, providesenspace for average citizens to express
themselves and air their grievances against the gtan any other medium in China.

Content with the potential to delegitimize CCP nglsystematically censored. Criticism of top
leaders or policies, both present and past, is stladavays controlled — a category that
encompasses the legacy of Mao Zedong, the 198&mittrackdown on student-led protests in
Beijing, and the Korean War. Independent evaluatminChina's human rights record or CCP
policies toward ethnic minorities and the banneldifr&ong spiritual group are also off-limifs!

as are dissident initiatives that challenge the manty regime. Names of established dissidents are
frequently blocked, to prevent them gaining a widdowing.

These standing taboos are supplemented by evolimgst daily directives on negative
developments or budding civic movements over isikesnvironmental pollution, food safety,
or police brutality. Analysts increasingly agreattbontent control is aimed at suppressing nascent

collective action, rather than comprehensively rageritical speecK? Individuals with
significant social capital or a high internatiopabfile, which would allow them to mobilize mass

support, are more likely to be censof8HAs a result, censors can be remarkably tolerant of
frustration vented at local governments or disaussif politically oriented terms like

"democracy 8 The prevalence of this term and others, like i of speech," has risen in the
Chinese blogosphef&? While that marks some progress toward openneaksdtcorresponds to a
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shift in CCP discourse. Censors first relaxedrilten the word "democracy” in 2005 after leaders
redefined democratic governance as "the Chinesen@onst Party governing on behalf of the

people. %

Chinese authorities are not transparent about cgmigo International critics who question limits
on content receive responses ranging from dertia Chinese internet is opé) to defiance,
manifest in the phrase "internet sovereignty," nvegithe right to practice censorship within
Chinese borders. Domestically, leaders cite the t@eurb pornography, gambling, rumors, and
other harmful practices to justify content restans, though political topics are targeted at least
forcefully. Ironically, while burgeoning internet@ess has not overcome information controls, it
has shone a light on the processes involved. Caifneslance journalist Shi Tao was sentenced to
ten years in prison in 2005 for e-mailing propagaddpartment directives to an overseas news
website®? today, similar directives are routinely leakedial Internal copies of a 2010 speech
outlining internet management were circulated itn@nforums, allowing users to compare them

with the bowdlerized version circulated releasetheopublic®® Criticism of the censorship
system itself, however, is itself heavily censdréd.

The CCP's content-control system consists of thrieeary techniquesautomated technical
filtering , forced self-censorshigoy service providers, armgtoactive manipulation:

Automated technical filtering includes the best-known layer of the censorshgaegius: the
blocking of foreign websites commonly referred soGhina's "Great Firewall." The term implies a
solid boundary, and in some cases, whole domaireaaminternet protocol (IP) addresses are
blocked. "Web throttling,” which slows the loadiofjpages to render services nearly useless, is
employed as well. Internet users reported sloweddivand speeds and narrow bandwidth

characteristic of web throttling during the monfttte 2012 party congre%].

More common, however, is the authorities' use efdeacket inspection technologies to

scrutinize traffic, both the user's request forteahand the results returned, for an ever-evolving
blacklist of keywords. If one is detected, the tamlbgy signals both sides of the exchange to
temporarily sever the connection. This granulati@ymenders censorship less noticeable to users,
firstly because specific pages can be blocked wibhiherwise approved sites, and secondly
because the interruption appears to come fromahecs of the information, not a third-party

intrusion’®®!

Of course, some censorship is designed to remied tisat certain content is out of boufds.
One study redefines the Great Firewall as a pacaptiarguing that it need not block everything
if the knowledge of monitoring suffices to promthe self-censorship that is pervasive among
Chinese internet users. Other research suggestsettiarity forces are most secretive when they
are also conducting surveillance to uncover whacessing banned content — particularly if that

data can subsequently be used to justify deteoti@ome other violation of the user's rights.

Filtering is heterogeneous and often inconsistgpending on timing, technology, and
geographical region. ISPs reportedly take diffeegpyroaches to the placement of filtering
devices, which are not only in border routers,dsib in the backbone and even in provincial-level

internal networks, a development that would poggiytiallow interprovincial filtering®®

China Mobile, China Telecom, and China Unicom eatantomated technical keyword filtering
to the mobile realm, monitoring text messages aeltithg pornographic or other "illegal”

content®® Users report that their correspondents receivekbiieessages in place of subject
matter that contained apparently banned keywotds niot clear exactly what content triggers

deletion®d
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The blanket blockage of select web applicationkiss the Chinese public from an international
network of user-generated content — and domegacnet firms from competition. The video-
sharing platform YouTube and the social-media st@sebook, Twitter, Google+, and Foursquare
are consistently blocked. Like a number of othevises, Twitter was initially available and

widely used, then blocked in 2009 in advance of2bil anniversary of the Tiananmen Square
massacre, once its potential for galvanizing ctillecaction became apparent. It remains popular

among Chinese users who are familiar with circurtivertools®®? More recent blocks on

applications like Google's cloud storage serviaiyed) were effected immediatel? Users of
other international applications that remain unkéztcomplain of sporadic disruptions. Users of
the online document-sharing service SlideShareghvisiowned by the U.S.-based professional

networking site LinkedIn, reported it was tempdyairiaccessible in July 20¥% LinkedIn itself
had been blocked for two days in February 2621.

Forced self-censorshifoy service providers, makes commercial successngamt on
compliance with content regulations. Internatiomab applications, once blocked, are quickly
replaced by homegrown equivalents. Hundreds ofonal of users are attracted to these domestic

video-sharing websites, social-networking tools] armail service€®! As part of their licensing
requirements, the companies must ensure that baiomeeint is not posted or circulated; those

that fail risk temporary or permanent clost§féSoftware for both censorship and surveillance is
often built into their applications. For examplestant-messaging services such as Tom-Skype

and QQ include programming that downloads updaggsvkrd blacklists regularfy®!

In addition to automated keyword filters, humansms delete postings on blogs, microblogs,
comment sections of news items, and bulletin-begstiem (BBS) discussions before they appear

to the public or shortly thereafté Experts say staff receive as many as three céripors

directives per day by text message, instant mesgagee call, or e-maif® Local propaganda

offices recruit volunteers to identify and repootgntially undesirable content on social networks.
[71]

Online news portals that operate without a pressnbe are limited to reposting content that has
already been approved by censors, rather than giragitheir owrt”? Propaganda directives to
internet-based outlets often include specific ingtions to amplify content from state meHf.

The search engine Baidu, which accounts for né&rlgercent of China's search markét,

similarly manipulates the results it offers basadyjovernment instructions, not only removing
proscribed material, but also favoring state-appdowmformation over content from
nongovernmental or foreign sources. In July 2012y anternet users began circulating short
documentary-style videos on social networks to @vestrictions on news broadcasts and movies,
regulators ordered online video service providerstart deleting any items that failed adhere to

"correct guidance,” a euphemism for censorshipreféé

Microblogging services, offered by Sina, Tencewth& and other companies, saw an astonishing
300 percent growth during their peak developmeribgdrom 2010 to 2011. With more than half

of China's internet users registered for a micrglalocount by January 20¥8 these fast-paced
networks and their rambunctious user base pose&jaainhallenge to censors trying to rein in
sensitive discussion. The CCP established partyches in the offices of four microblog

providers in February 2012, according to news risp6t Company executives also benefit from
political connections and patronag@.

Sina Weibo, benefiting in part from the vacuum ftthe 2009 ban on Twitter, had accumulated

400 million registered accounts by November 2842hough only 46 million are actiVé”
Unlike on Twitter, Weibo users can develop elalmdiscussion threads in response to each post,
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all of which are lost if the original post is cens. The comment function can also be
independently shut off to prevent isolated posimfgaining tractiof!

Sina employs both automated and human monitorsaattage Weibo content. Their methods
include deleting individual posts or accounts, oftéth 24 hours of an offending post, but

sometimes long after publicati®# making published posts visible only to the accavmter;
and sending personal warning8.In addition, researchers counted over 800 terttesed from
Weibo search results at various times, includinglti@al Revolution” and "propaganda
department8#! Activists and other users with large followingsr®under particular scrutir§?

Despite these efforts, the company has frequealligrf afoul of propaganda authorities. When the
CCP's purge of Chongging party chief Bo Xilai imhg&012 prompted unconfirmed online

reports of a failed coup, comment functions weneperarily disabled on both Sina and Tencent
microblogs. State media reported that the compaméze “"punished for allowing rumors to
spread.®% Sina subsequently closed several accounts fagealleumor-mongerin§Z It also
launched new user guidelines and a points-baséensythat assigned demerits to users who
published banned content, leading to warnings aedteal account closure, while rewarding
those who engaged in unspecified "promotional a8 The intervention may have taken a
toll on the company's market share. Rival microldegrice Tencent announced 540 million

registered users — with 100 million active dailgt-the end of 2018%

Foreign service providers must agree to self-ceimsturn for access to the immense Chinese
market, and most comply. In 2012, New Tang Dynadstevision — a Chinese-language, New
York-based broadcaster established by Falun Gamgjiponers — reported that U.S. technology
giant Apple had removed applications created bystaton from its online App Store in China in
July, on the grounds that their content was "illégaChina.”®® In Chinese-language versions of
Apple's voice-controlled artificial intelligencestgm Siri, the system reportedly declined to
answer questions related to the Tiananmen Squassati@, such as a query about "June,” and in
one test it refused even to direct the user todriaren Squaré China accounted for 20 percent
of Apple's sales in the first quarter of 2012, #melcountry is its second-biggest market after the

United State&2

International service providers that refuse to oegsntent face an uncertain future. In 2010,
Google lost significant market share when it begalirecting mainland users to its uncensored
Hong Kong-based search engine. The company expléiae it had made the decision after
suffering sustained attacks on its intellectualperty by military-grade hackers traced to Chinese

computers®! By doing so publicly, and drawing attention to i@y the same hackers had
targeted Gmail accounts used by journalists andamumghts activists focused on China issues, it

also increased transparency about censof$hioogle retained its Chinese license and
continued its less politically sensitive operatidite the AdSense advertising service and the

Android mobile operating system, largely unimpetiedvet its flagship search engine has
foundered in comparison with domestic competitbr012, it began notifying Chinese users on

which keywords were likely to trigger connectivifyoblems2®! By 2013, it had turned off this

notification function, which some users reportedtself subject to censorsH#' If private
companies choose not to alert readers about blaoka@nt, censorship decisions remain both
arbitrary and opaque. There are no formal averregppeal.

Chinese companies expanding overseas may haveuttiffserving users accustomed to fewer
online controls. In 2012, users of Tencent's mesggyogram WeChat complained that the

service was applying China's censorship rulesrig&ore and Thailarigf

Proactive manipulation is the third primary method of content controfOhina, and Chinese
authorities view cyberspace as a field for "ideatastruggle % Since 2005, propaganda units
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at all levels have trained and hired web commergdtopost progovernment remarks and lead

online discussion$ They also report users who have posted offendatgments, target
government critics with negative remarks, or debibely muddy the facts of a particular incident,

such as an account of police abi%8 Recent reports estimate the number of paid promga

workers in the tens of hundreds of thousatfsThese methods are not always effective. Many
commenters are more concerned about filling theat@ and impressing their bosses than
mounting a convincing argument, and web users arg of content manipulation. Companies
also pay for positive comments to promote theidpats — known in public relations circles as

astroturfing — which further erodes public trusbimine content®!

Government employees also engage citizens in odississions. In 2012, an official Sina report

said 50,000 Weibo accounts were operated by govarnministries and public official¥
Even Hu Jintao, who famously avoided unscriptedanters with the press during his

presidency, engaged a cherry-picked audien€eople's Dailyreaders in a live web chat in
20081%!

The past year also offered an intriguing glimps€6P officials apparently wielding censorship
tools against their opponents within the party dnafethe leadership shuffle. In mid-2012, Baidu
returned fleetingly open results related to thedl®&ckdown and other human rights abuses
associated with former president Jiang Zemin asdgstpporters. Observers speculated that

President Hu's rival CCP faction was relaxing anistto embarrass its adversarfes!
Meanwhile, leftist websites that had been suppermi/Bo and his neo-Maoist rhetoric were shut

down after his oustéf2d

Despite the technical filtering, enforced self-caship, and manipulation, the internet is a
primary source of news and forum for discussiontigaarly among the younger generation.
Chinese cyberspace is replete with online auctieosial networks, homemade music videos, a

large virtual gaming populatidt?®! and spirited discussion of some social and paliissues.
Overtly political organizations, ethnic minorities)d persecuted religious groups remain
underrepresented, though they have used the interdesseminate banned content, and overseas
media and human rights groups report sending etmailbscribers in China with news,
instructions on circumvention technology, or comébanned publications. Civil society
organizations involved in charity, education, healire, and other social and cultural issues often
have a vigorous online presence.

The word "netizen" — a direct translation of ther@se wangmin, or citizen of the internet —
conveys the legitimate sense of civic engagemesticzeted with online exchanges. Microblogs
have amplified these dynamics and generated agst®mse of empowerment among many

Chinese users, censorship notwithstandifWhereas Chinese citizens traditionally trek to the
seat of power to present their grievances, micggbind other internet technologies offer a way
to overcome the geographic, financial, and physiballenges of such petitioning. Moreover,
despite the leadership's dread of collective acbdfitials frequently yield to public pressure.
Weibo users forced the authorities to start addrgssr pollution in 2013 by raising their
concerns in multiple cities and provinégé! In January, the CCP dismissed leftist Central
Compilation and Translation Bureau Director Yi Jungoafter an ex-lover blogged about their
affair, drawing widespread opprobrium, in what M&w York Timesharacterized as the latest in
a "spate of scandals appearing onlifE

Online protests against official wrongdoing havengd considerable momentum and media
visibility in the microblog era. One county-leventy chief allegedly removed his expensive
watch before appearing in photographs with Premi&eqgiang in April 2013, perhaps to avoid
becoming the latest local cadre to be censurellixory spending. Internet users caught the tan
line on his wrist and quickly found earlier photbat showed him with what seemed to be a
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designer timepiecé!? In 2012, the story of a journalist's suspensiarefgosing officials' luxury
cigarette habit in the city of Wei'an, publishedios personal microblog, drew more attention
than his original repoH2 Also that year, Chinese netizens expressed outregyea case of
compulsory abortion after photographs were postgid@™¥ Censors do intervene if these
stories and campaigns gain too high a profile gliitate overall CCP governance. After a
disastrous storm in Beijing in mid-2012, residemtnwblog users complained about official
rescue efforts and expressed fury when the munityigalicited donations for disaster relief.
These comments were deleted in the tens of thossand flood-related search terms were

blocked, despite an obvious threat to public saté¥y

The transformative effect of online activism in Ghiis undeniable, and yet the solutions that
result from these high-pressure encounters typicall short of systemic reform or democratic
decision making. Consequently, they fail to ensneaningful accountabilit}1¥ After the

Beijing floods, the city's mayor announced hisgeation, but he was quickly promoted to Beijing

party secretart” One year earlier, a deadly high-speed train ¢olign Wenzhou was first

reported by Weibo users who circulated real-tinports, calls for help, and photg$2 But in
2012, censors obstructed news coverage of the ensiainy, and a promised investigation into the

cause of the disaster had yet to contact its vicfitdl

Mobilization can also have a negative impact. Gntimugs terrorizing officials for alleged
corruption may look like a positive developmenttiluihe same forces attack ordinary internet
users over a perceived insult. Nationalism and ghabia are prominent components of Chinese
cyberspace, though censorship targeting ratiosakedi instead of inflammatory discourse
arguably magnifies their impact. In September 2@&Rsorship directives were either withheld or
ignored following anti-Japanese protests linke@hma's territorial dispute with Japan over the
uninhabited Diaoyu or Senkaku Islands in the Edsh&Sea. Many commentators interpreted the
lack of censorship as a tacit endorsement of theegts, which escalated and turned violent until
censors reentered the fray with a modulated megbhatjsuccessfully curtailed news coverage
and discussioH2 But the rioters are as likely to have influencetiqymakers as any of the

other competing military and foreign affairs agemdaring the crisis because of the domestic
security implications if they were not contained¢@ding to the Canberra-based scholar Geremie

Barmét2d

As high-profile events like these draw more atamto China's pervasive information controls,
censors find themselves pitted against not justipall activists, but also ordinary citizens. It is
common for users to counter censorship with hunmor@aologisms that substitute for banned

keywords't22 This forces censors to work overtime, tempordiifgring seemingly innocuous

vocabulary like "river 223! "tomato, 24 or "porridge.®2! These overactive controls impinge

further on daily life — jasmine flower sales, fastance, were affected when the word "jasmine”
was blocked due to its association with Tunisi@%12democratic revolutié®® — and inspire
further acts of creative online rebellion. Thissien of the Chinese internet does not resemble a
repressed information environment so much as "aiquélic space where the CCP's dominance
is being constantly exposed, ridiculed, and cegdi, often in the form of political satire, jokes,

videos, songs, popular poetry, jingles, fictioni-Si¢ code words, mockery, and euphemisfe

The number of internet users who challenge infolnatontrols to access political content —
rather than to download pornography or pirated m®w appears to be growing. Exact numbers of
people actively combatting censorship are diffitoltalculate. Internet expert Xiao Qiang put the
activist community at two or three million in a 2013 estimaté&28 Others look for indicators

like the number of Chinese users who continue ¢tess Twitter, which can only be reached via
circumvention software since its 2009 ban. Howetharse counts vary wildly, from thousands to

35 million; experts have dismissed the latter aglyanflated®2?
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The ad hoc techniques these users commonly adfiptitacensors include opening multiple
blogs on different hosting sites and circulatingreed information directly through peer-to-peer
networks, which bypass central servers. Text tanséd into image, audio, or video files evades
keyword sensors. Software developers, both domastwmverseas, also offer technologically
sophisticated tools like virtual private network8(s), which direct the user's traffic — usually
using an encrypted connection — through a servisidmithe firewall to circumvent technical
filtering.

International news reports noted spikes in usadkasfe tools at politically important moments in

early 2012 — such as Bo Xilai's ouster — when heansorship was in pla€é? Circumvention
tool developers independently corroborated this-f@edom House. Significantly, developers said
the baseline number of users increased as firgt-tisers who adopted the tools during a crisis

continued to use them, even after it dissip&ted.

The growth in the use of such tools has spawnedhatss to block them. In 2011, internet security
experts noticed activity indicating that ChinesB43nay have been testing a new system for

identifying the type of encrypted services ofterdiby circumvention tool$32 By December

2012, China Unicom was reportedly cutting connextinshen it detected VPN usadge! Even
when not actively disrupted, encryption may attectweillance. While dozens of China-based
companies, as well as overseas firms, promote alwiag roster of commercial circumvention
tools, not all are transparent about user privatyhe words of internet freedom expert Rebecca

Mackinnon, "most people are focused simply on aingsanned websites and aren't thinking

about surveillance®24 This leaves a growing community vulnerable to siva rights violations.

Violations of User Rights

A 2012 amendment to the Criminal Procedure Law &fééct in January 2013. While not all its
provisions were negative, the amendment did appestrengthen the legal grounds for detaining
suspects incommunicado if they were suspectedtobtate activity — a category that includes
individuals like Cao Haibo, a cybercafé employedeeced in a closed trial in November 2012 to
eight years in jail for discussing democracy onli@¢her online activists faced physical attacks,
interrogation and house arrest.

Many were deprived of due process: After 2013 unreXinjiang, at least twenty individuals

were sentenced because they "used the Internetlenppiones and digital storage devices" to
incite terrorism, local reports alleged, withowtl@rating. Also in 2013, as international concern
at the rising number of self-immolations in Tibebunted, th&imesreported at least a dozen
Tibetans detained for inciting and publicizing sd&s, including sending photographs of burning
bodies overseas via mobile phone. Internationalitmong groups documented unprecedented
levels of surveillance targeting Tibetans, inclgpsearches of mobile devices. Police surveillance
powers were bolstered by new rules encouraginguseaegister their real names online in
December 2012. Some Beijing businesses offerirggniet were told to install government
spyware or disconnect.

Several U.S-based media outlets revealed in Jar2dry that Chinese hackers had infiltrated
their computers and staff email accounts, whildyatgtraced several hackers operating globally
to physical locations in China — in one case, $pecific military location in Shanghai — and
revealed an escalation in their technical soplagta. Less well-documented is the exposure
faced by Chinese web users. A Chinese militaryntapdvay 2012 said nearly 9 million Chinese
computers were infected with malicious viruses,lemternational hackers claimed responsibility
for illegally accessing China Telecom's vast stafgsersonal data.

Article 35 of the Chinese constitution guaranteesdoms of speech, assembly, association, and
publication, but such rights are subordinated &QICP's status as the ruling power. In addition,
the constitution cannot, in most cases, be invakedurts as a legal basis for asserting rights.
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The judiciary is not independent and closely fokguarty directives, particularly in politically
sensitive freedom of expression cases. China lsypsific press or internet laws, but government
agencies issue a variety of regulations to establsmisorship guidelines. Regulations — which can
be highly secretive — are subject to constant chamgl cannot be challenged by the courts.

Prosecutors exploit vague provisions in Chinaisicral code, laws governing printing and
publications, and state secrets legislation to isapr citizens for online activity such as blogging,
downloading censored material from overseas, airghaformation by text message, e-mail or
social media platforms. Recent legislative amendsfatl short of international standards for
protecting defendants, and in some cases strengtiiee power. In 2010, the National People's
Congress amended the State SecretstElgbliging telecommunications operators and ISPs to
cooperate with authorities investigating leakedessacrets or risk losing their licen$e! Since
authorities can retroactively classify contentustify a prosecution under this law, its formalized
extension to the digital realm is deeply problematin amendment to the Criminal Procedure
Law that took effect in 2013 bolstered the legalugrds for detaining suspects in undisclosed
locations in cases pertaining to national securigycategory that includes online offenses against
the state. It did introduce a review process flmvahg police surveillance of suspects' electronic
communications, which the Public Security Minisatiows in a range of criminal cases, but the
wording of the amendment was vague about the puweddr that reviewt2” In addition, local
officials periodically use criminal defamation cpas to detain and in some cases imprison

whistle-blowers who post corruption allegationsimef-32!

Trials and hearings lack due process, often amagindi little more than sentencing
announcements, and detainees frequently reporeabusistody, including torture and lack of

medical attentioft2

Reporters Without Borders documented a total afié@&ens in Chinese jails as of February 2013.
1199 |ndividuals sentenced during the coverage perictided Cao Haibo, a cybercafé employee
who received eight years in jail 2012 for promotifgmocracy onlin€2Y ong-term detainees
include 2010 Nobel Peace Prize winner Liu Xiaobbows serving an 11-year sentence on
charges of "inciting subversion of state power"gablishing online articles, including the
prodemocracy manifesto Charter 88! Though these represent a tiny percentage of tamtbv

user population, the harsh sentences have a ¢ghdfiect on the close-knit activist and blogging
community and encourage self-censorship in thedanopublic.

Members of religious and ethnic minorities facetipatarly harsh treatment for transmitting

information abroad and accessing or disseminatamméd contertt?d In the aftermath of ethnic
violence in Tibet in 2008 and Xinjiang in 2009, &courts imposed prison sentences on at least
17 individuals involved in websites that reportedTabetan or Uighur issues, often in closed
trials 144 Many details of the charges and sentences wenepotted even to the defendants'
families, but at least two Uighur website managktsmetjan Abdulla and Gulmire Imin, were
jailed for life. After more unrest in Xinjiang in023, at least 20 individuals were sentenced
because they supposedly "used the Internet, mpbdees and digital storage devices to organize,
lead and participate in terror organizations, pkevimcidents, and incite separatisf> Also in
2013, as international concern at the rising nunolbself-immolations in Tibet mounted, thiew
York Timegeported that at least a dozen Tibetans had betamedd for allegedly inciting and
publicizing the protests, including by sending migpaphs overseas via mobile ph&ié.A
Tibetan-language notice apparently posted by pglonirity officials in Gansu Province warned
that circulating banned content including "websitésmails and audio files," and "SMS texts"
would result in severe beating, according to Repsi#Vithout Borders*”

Three other extrajudicial measures used to punighnet users are detention in "reeducation
through labor" camps, house arrest, and coverntiete
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Reeducation through labor

Public security officials can sentence suspectgtto four years in work camps without trial, an
unpopular procedure that has drawn increasing falieform!®! State media have become
unusually vocal regarding the system's potentiaafusé*? In November 2012, Chongging
village official Ren Jiayu, a 25-year-old who haeth sentenced to two years' reeducation through
labor for pseudonymous microblog comments abouXiBn, was released early after generating
widespread online support; the event, and a CCTafwrew with the former inmate, attracted
over 1.5 million comments on Sina Weis#? This minor success may reflect nothing more than
the change in Bo Xilai's political fortunes. In lga2013, however, in a possible prelude to
centralized reform, state media reported that p@al authorities in Yunnan and Guangdong
were preparing to abolish reeducation through I888rThe official Xinhua news agency later
backtracked, saying the media had "read too mutb“these developments. The status of the
reform effort remains unclear; some experts si@lwa major overhaul as unlikely.

House arrest

This features invasive surveillance at the detéseeme, where internet and mobile phone
connections are often severed to prevent the iddalifrom contacting supporters and journalists.
This is apparently intended to reduce externat@stein the detainee's welfare, though it can have
the opposite effect. Liu Xia, who is married to Xiaobo, has been isolated at home since his
incarceration, but this has generated repeatechpi$eto contact her, and Associated Press
journalists evaded her surveillance detail to irieaw her in 2012232 While there are several

cases of long-term house arrest, it can be adjastettarily over time. In September 2012,
academic and blogger Jiao Guobiao was first bafmeed traveling to an overseas conference and
placed under strict house arrest for several dhgs, arrested and detained for two weeks after
publishing an online article about the disputeddyia(Senkaku) Islands, and finally released, to
continued surveillancé>® Some groups compile tallies of dissidents knowbedneld under

house arrest, but there are no statistics avaitaldbow which of them may have been targeted

specifically for their online activit{?>*
Covert detention

State agents can abduct and hold individuals iresémcations without informing their families or
legal counsel. This long-standing practice, whiahally lacked a legal foundation, came into the
spotlight in 2011 as authorities reacted to theahof Arab Spring-style protests® Among
dozens of cases reported that year, prominent artésblogger Ai Weiwei was abducted and held
from April to June 2011 and subsequently finedditeged tax evasiof>® In 2012, as noted
above, the National People's Congress enacted andinent of the Criminal Procedure Law that
strengthened the legal basis for detaining suspecisidered a threat to national security in
undisclosed locations, among other changes. lronsgpto public feedback, a clause was added
requiring police to inform a suspect's family o€k detention, though they need not disclose
where and why the suspect is being held. Despgartiprovement, the amendment maintained
vague language that is open to abuse by policsecutity agent$>”

Internet users have occasionally fallen victimdcéd psychiatric detention, a measure used to
commit individuals to mental institutions and prevthem from seeking redress for injustice or
engaging in other unwelcome behavior. The whereabafuat least one detainee, Li Qidong, who
officials hospitalized in Liaoning in 2009 after biticized the government in online articles, are

not knownt8l

Law enforcement officials frequently summon indivads for questioning in relation to online

activity, an intimidation tactic referred to euphstically online as "being invited for te&!
Activists have also been instructed to travel dytimes of political activity or heightened public
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awareness of their cause. Security agents senjphatalist Li Yuanlong on a "forced vacation”
from his native Guizhou Province in 2012, aftephielished shocking photographs of children
who had died of exposure on a popular website, ptiomg calls for accountability from local

schools and official28%

Internet users sporadically report encounterin¢gevice as a result of online activity. In August
2012, masked men raided the offices of a Hong Katimen-journalism platform and destroyed
computers, apparently in retaliation for the sitegerage of local politics. Hu Jia, a dissidenbwh
is active online, reported that security agentg bga during an eight-hour detention in March

2013, on the day before Xi Jinping took office assidente!

Users hoping to avoid repercussions for their @ndintivity face a rapidly dwindling space for
anonymous communication as real-name registratiquirements expand online, among mobile
phone retailers, and at public internet facilitiese authorities justify real-name registratioraas
means to prevent cybercrime, though experts cotimi¢uploaded identity documents are
vulnerable to theft or misus€Z especially since some verification is done throadittle-known

government-linked contractéf?

In December 2012, the CCP's governing Standing Gtserapproved new rules to strengthen
the legal basis for real-name registration by websind service provideté¥ The rules

threatened violators with "confiscation of illegglins, license revocations and website closures,”
largely echoing the informal arrangements alreadylace across the sect! Comment

sections of major news portals, bulletin boardsgiiosting services, and e-mail providers
already enforce some registratio¥ The MIIT also requires website owners and intecosttent
providers to submit photo identification when tragply for a license, whether the website is
personal or corporatt®” Nevertheless, the new rules are significant ierding regulation to the
e-commerce and business sectors, which typicatigfitefrom more freedom than their
counterparts in the news media, civil society,aademia. The rules oblige these providers to gain
consent for collecting personal electronic datayek as outline the "use, method, and scope" of
its collection; yet they offer no protection agaitesv enforcement requests for these recéfés.
Chinese providers are required to retain user imébion for 60 days, and provide it to the

authorities upon request without judicial oversightnforming the uséet®

Microblog providers have struggled to enforce idgrthecks. Online reports of Sina Weibo users
trading defunct identification numbers to facilgdake registration indicated that the requirements
were easy to circumveRt? Sina's 2012 report to the U.S. Securities and &xgh Commission
anxiously noted the company's exposure to poténtisévere punishment” by the Chinese
government as a result of its failure to ensure asmpliance.

When social-media sites offer online payment systenany users voluntarily surrender personal
details to enable financial transactions. Mobilemd purchases have required identification since
2010, so providing a phone number is a common iaggistering with other servicés! In

fact, one analyst estimated that approximatelydi@ent of microblog users had unwittingly
exposed their identities to providers by 2012, $ynlpy accessing the platform from their mobile

phonett2

Implementation of the real-name policy may contitmgary, not just because it is hard to
enforce, but also because registration makes diendor the state's hired commentators to operate
undetected. One study reported that some offiojésly encourage commentators to use

pseudonyms and fake ID to hide their affiliatiorttwihe propaganda departmét!

Real-name registration is just one aspect of paeasrveillance of internet and mobile phone
communications in place in China. Rapidly develggamone technology offers new opportunities
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for the surveillance state. A 2011 Beijing citytiaiive to produce real-time traffic data by
monitoring the location of the city's 17 million @A Mobile subscribers sparked concern from
privacy experts, who said it could be used to temm punish activists’* The timeline for the
program's implementation is not known.

The deep-packet inspection technology used to cémgovords can monitor users as they try to
access or disseminate similar information. Privaséant-messaging conversations and text
messages have been cited in court documents. @derac study reported that queries for
blacklisted keywords on Baidu automatically semttiser's IP address to a location in Shanghai
affiliated with the Ministry of Public Security Given the secrecy surrounding such
capabilities, however, they are difficult to verify

Police periodically try to force mandatory sunagilte software on organizations and individuals,
with mixed success. Cybercafés check photo ideatibhin and record user activities, and in some
regions, surveillance cameras in cybercafés haep eported transmitting images to the local
police statior:’® However, users successfully resisted attemptsaatiatory installation of
antipornography software known as Green Dam YowstoE in 2009, after experts voiced
privacy and censorship concerns. Some Beijing compavere threatened with disconnection in

2012 if they failed to install government-desigmiaseftware capable of logging web traffic,
blocking sites, and communicating with local polgegvers:’” A similar effort to force
businesses offering wireless internet access ijing& Dongcheng district to purchase expensive
surveillance equipment in 2011 caused some to dis rather than pa¥2 Others ignored the

directive without repercussions.

As with censorship, surveillance disproportionatalgets individuals and groups perceived as
antigovernment. Reports citing anonymous governro#fitials noted that a camera grid system
known as "Skynet" may have "a camera on every iddbet” as part of the effort to contain self

-immolations’ A Tibetan rights group reported police inspectiofimobile phones for banned

content in Lhasa in March 20¥8% A June 2013 report by Human Rights Watch put these
activities in the context of a three-year campdigrb,000 teams of CCP personnel conducting

surveillance throughout the Tibetan Autonomous Begf!

Beyond regional flashpoints, the national "SafeeSitprogram offers security officials an
advanced system for monitoring public spaces acb#sall®? The "social stability
maintenance" budget that supports these prograrpassed China's defense budget in 28£2.

Both international and local firms jockey for lutve surveillance-related equipment contracts in
China. During 2011, two lawsuits were filed in UcBurts against the American technology
company Cisco Systems, asserting that there wdsmse the firm had customized its

surveillance equipment to assist Chinese secuggyeies in apprehending Falun Gong
practitioners and democracy activists. Cisco dethedllegations, and the cases were pending as
of May 2013284 Uniview Technologies, a Chinese firm that offesftware allowing police to

share images between jurisdictions in real timewised by the U.S. private equity company Bain

Capital!t®

China is a key global source cyberattacks, responsible for nearly a third cdckttraffic

observed by the content delivery network Akamai 2012 worldwide survey®® The survey
traced the attacks to computers in China usingltResses, meaning the machines themselves
may have been controlled from somewhere else.dnalg 2013, following the precedent set by
Google's revelation of hacking in 2010, thew York Timeannounced that Chinese hackers had
infiltrated its computer systems and obtained gtaffswords in the wake of the paper's censored
exposé on wealth amassed by then premier Wen Bafaaaily 227 The revelation prompted

similar reports chacking from Bloomberg, ttWall Street Journ;, and theWashingto Pos: 288!
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The scale and targets of illegal cyber activitydleaany experts to believe that Chinese military
and intelligence agencies either sponsor or condpti®ugh even attacks found to have
originated in China can rarely be traced direailyhie state. However, the geographically diverse
array of political, economic, and military targétst suffer attacks reveal a pattern in which the
hackers consistently align themselves with Chimegmnal goals. In one 2012 example, the
Indian Expresseported that hackers based in China had targei®gputer systems of India's

Eastern Naval Command headquarters in Visakhapdtfdfihe most convincing documentation
of a state connection was reported by U.S.-baskdrsgcurity firm Mandiant in February 2013,
after the company traced sophisticated attacksmoar&an intelligence targets to a military unit

in Shanghait®%

Hackers, known in Chinese online circleshagke(dark guests), employ various methods to
interrupt or intercept online content. Both doneatid overseas groups that report on China's
human rights abuses have suffered from distribdésdal-of-service (DDoS) attacks, which
temporarily disable websites by bombarding hostessrwith an unmanageable volume of traffic.
In a development that echoes the trajectory of &€iaverall information control, hackers
increasingly intimidate service providers into cemiing with them. A massive DDoS attack on
the exile-run Chinese-language news website Box@®12 threatened the entire Colorado-based
hosting company, name.com, and was accompanied bynaailed demand that the company

disable Boxun for good®! Name.com resisted and helped Boxun switch serats)ackers
with the power to bring down whole businesses mal} fimd other companies more compliant.

Another well-documented tactic is spear-phishingyhich targeted e-mail messages are used to
trick recipients into downloading malicious softeday clicking on a link or a seemingly

legitimate attachmert®? In a 2012 analysis, the U.S.-based computer sgdirm Symantec
linked the group responsible for the 2010 Googéabh — dubbed "the Elderwood gang" after a
signature coding parameter — to a series of "wagdrole" attacks, in which the hackers lay in
wait for a self-selecting group of visitors to siheavebsites. The targeted sites included defense
companies as well as human rights groups focuséthama and Tibet; one of the sites was

Amnesty International Hong Korl#2! Most concerning, according to Symantec, were &y
frequent "zero day" attacks, which exploit previgusmaknown vulnerabilities in the source code
of programs that are widely distributed by softwgiants like Adobe and Microsoft. Groups that
can pull off these attacks are scarce, since umgaysecurity loopholes requires huge manpower
and technical capability, or internal corporateesscto the source code itself. Yet the Elderwood
gang "seemingly has an unlimited supply" of zerg-dalnerabilities at its fingertips.

Chinese web users have also been victims of cyibexqrerpetrated by hackers both inside and
outside the country. Tibetans, Uighurs and othéividuals and groups subject to monitoring
have been frequently targeted with e-mailed progrtmat install spyware on the user's detize.
Other attacks affect the broader population. In22@Imilitary source reported that 8.9 million
computers in China were infected with Trojan-hasisases controlled from overseas IP
addresse$®! The hacker group SwaggSec announced in 2012tthad ibroken into the database
of the state-owned China Telecom, and that the eompeglected to make a public statement or
change its passwords. China Telecom subsequemntfyroed the attack, but said any stolen data
had "little value." However, a Chinese internetsg expert acknowledged that China's internet
was vulnerable, as many business owners and goeeatrofficials lack the skills and awareness

needed to defend themselves against cyberattgd€ks.

Authoritarian regimes around the world look to Chinese methods of information control as
a model, but activists can do the same. Anticipatqnwhat methods of censorship and control
may be coming down the pipeline in China would bealuable for governments and internet
users seeking to safeguard online freedoms agairigtther encroachment. It is notoriously
difficult to make accurate forecasts about China, bt here are some technological
developments worth watching
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» Cross-platform censorship:While online content has traditionally been sefetrdrom
both telephony and radio and television broadcgserperts say the three platforms are
increasingly being brought under the same manageameiregulated by the same agencies.
This could potentially streamline censorship arm/gte a more direct way of throttling
dissent.

* Interprovincial filtering: At least one academic study has found evidendeariteanet
censorship technology had been installed at theqm@l level. Experts wonder whether
this would enable officials to manipulate the imf@tion flowing between provinces — a
more subtle and long-term alternative to total kdats in areas of unrest.

» Targeting circumventors by usage pattern:Circumvention tools like VPN technology
serve a broader commercial market in China, asagallsers transmitting apolitical content
like pirated movies. Rather than blocking the taoisirely, experts believe, censors are
seeking to refine controls in order to block onkgemventors with a specific usage pattern
that indicates censorship evasion.

Ironically, this last example may provide some hfiggeonline freedoms in China. So long as
internet users defy censorship by creating conteitcurrent technology cannot trace or delete,
propaganda agents and intermediary companies ¢ast #teir methods in response. But if
censors themselves are seeking to carve out emosptind grant privileges to pro-government or
commercial groups, internet users benefit from vamat study termed "collateral” freedom, "built
on technologies and platforms that the regime fenomically or politically indispensablg”
Collateral freedom is a poor substitute for fultldree access to information and communication
technologies. But the existence of such a phenomengoroof that internet control runs counter to
the public interest. By attempting to develop diphrselective censorship apparatus, the CCP is
acknowledging that internet freedom is central in@'s success as a modern nation — and
keeping doors open that netizens will continuexjaaat.
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