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Freedom on the Net 2023 - Sri Lanka

PARTLY FREE

52

/100

A Obstacles to Access 12/25
B Limits on Content 22/35

C Violations of User Rights 18 /40

LAST YEAR'S SCORE & STATUS

48 / 100 Partly Free

Scores are based on a scale of 0 (least free) to 100 (most free). See
the research methodology and report acknowledgements.

Overview

Internet freedom in Sri Lanka improved slightly during the coverage
period. The government no longer blocked social media and other
communications to repress protests, and the historic Aragalaya (Struggle),
a countrywide peaceful mobilization calling for reforms to the country’s
political culture and economic policies, continued during the coverage
period. Following the resignation of Prime Minister Mahinda Rajapaksa
and President Gotabaya Rajapaksa in response to the protesters
demands, former opposition leader Ranil Wickremesinghe, who was
sworn in as acting president following Gotabaya fleeing the country, was
appointed president through an election by Parliament. Wickremesinghe's
government implemented emergency regulations to bar purportedly false
information, continued the brutal crackdown on online activists and
journalists reporting on the Aragalaya movement, and introduced draft
laws that could encroach on online expression and user privacy. Despite
these continued restrictions, Sri Lankans continued to engage in digital
activism around a range of issues.



Sri Lanka experienced improvements in political rights and civil liberties
after the 2015 election of President Maithripala Sirisena, which ended the
more repressive rule of Mahinda Rajapaksa. However, the Sirisena
administration was slow to implement transitional justice mechanisms
needed to address the aftermath of a 26-year civil war between
government forces and ethnic Tamil rebels, who were defeated in 2009.
Gotabaya Rajapaksa’s election as president in November 2019 and the Sri
Lanka Podujana Peramuna's (SLPP) victory in the August 2020
parliamentary polls emboldened the Rajapaksa family, which worked to
further empower the executive, specifically the powers of the president,
roll back accountability mechanisms for civil war-era rights violations, and
further militarize the island, while also entrenching themselves in key
positions, including the premiership and finance ministry. During his
presidency, Wickremesinghe has continued to crack down on protesters
and has sought to maintain an image of stability following the height of
the unprecedented economic crisis in the country.

Key Developments, June 1, 2022 - May 31, 2023

e Authorities introduced proposals for the Broadcasting Regulatory
Act, the Anti-Terrorism Act, and the Anti-Corruption Bill, which could
further undermine online expression and privacy (see A5, C2, C4, and
C6).

* President Ranil Wickremesinghe imposed emergency regulations in
July 2022 that sought to curb dissent by barring the spread of
purportedly false information, including online (see B8, C1, and C2).

¢ Law enforcement officials continued to arrest, detain, and intimidate
people, including journalists, for online posts related to
the Aragalaya by using the current Prevention of Terrorism Act (PTA)
and the International Covenant on Civil and Political Rights (ICCPR)
(see B8, C3, and C7).

A Obstacles to Access

A1 0-6 pts
Do infrastructural limitations restrict access to the internet or the 3 /
speed and quality of internet connections? 6

Score Change: This score improved from 2 to 3 because internet penetration
rates in Sri Lanka increased, according to some measurements.

Although internet access has increased in recent years, the speed and
quality of service is inconsistent. There was an increase in the number of
mobile broadband subscriptions and internet penetration during the
coverage period. According to the Telecommunications Regulatory



Commission of Sri Lanka (TRCSL), there were over 19.2 million mobile
broadband subscriptions and 2.6 million fixed-line broadband
subscriptions as of March 2023.1 According to DataReportal's Digital
2023 report, there were 14.58 million Sri Lankan internet users as of
January 2023 and an internet penetration rate of 66.7 percent, compared
to 52.6 percent in January 2022.2

Between June 2022 and February 2023, people in Sri Lanka experienced
daily rolling power cuts, varying between one hour and twenty minutes
and three hours due to the country's ongoing economic crisis.3 Rolling
power cuts began during the previous coverage period, and lasted as long
as 13 hours in March 2022.4 The power cuts have disrupted internet
access, interrupting students examinations, online education, and private-
sector activities.5 In February 2023, the Power and Energy Minister
announced there would be no more power cuts after an electricity tariff
hike was approved by the regulator.6

The government is interested in expanding the use of fifth-generation (5G)
technology for mobile networks, including through improved connectivity
and digital infrastructure projects. In December 2022, the TRCSL
announced preparations for the implementation of commercial 5G
services in 2023.7 There were no updates regarding implementation as of
the end of the coverage period. Service provider Sri Lanka Telecom
(SLT),8 Dialog Axiata,9 Hutch,10 and Airtel11 conducted 5G trials in 2022.
However, the chief executives of both Hutch and Airtel said the economic
crisis had impacted their 5G rollouts,12 with Hutch’s rollout likely being
delayed by at least a year.13 State-owned SLT has also said its 5G rollout
may be delayed past 2022.14

In 2021, the TRCSL launched a program aimed at improving the
connectivity of fourth-generation (4G) technology in mobile networks in
rural areas in collaboration with major mobile service providers.15 Service
provider Dialog Axiata has its own program to expand rural 4G
connectivity, and announced a $152.4 million investment in July
2022.16 Starlink, a satellite-based network system, said it expects to
expand service to Sri Lanka by 2023, but added that availability would be
subject to regulatory approval.17 SLT has continued to invest in
connectivity infrastructure, including fiber-optic and fiber-to-the-home
connections, with a total of 475,000 connections reported as of the end of
September 2022.18

A2 0-3 pts

Is access to the internet prohibitively expensive or beyond the
reach of certain segments of the population for geographical, 3
social, or other reasons?

Mobile internet connectivity is affordable, although gender-based and
urban-rural digital divides persist. According to UK-based Cable’s 2023
study of global internet prices, Sri Lanka’s average monthly price for fixed-



line broadband was 3,471 rupees ($11.95), compared to a real mean
household income of 57,292 rupees ($283) per the 2019 Household
Income and Expenditure Survey.19 Prices for mobile broadband
vary.20 Mobile users pay an average rate of 91 rupees ($0.27) for 1
gigabyte (GB) of data, according to Cable, which ranks Sri Lanka the
eleventh-cheapest country in the world for data-only mobile-broadband
plans, though prices and the relative cost of mobile internet fluctuated
during the country’s economic crisis.2

In April 2022, the TRCSL granted permission to Airtel to shut down its
third-generation (3G) mobile network effective June 2022, compelling
subscribers to upgrade to 4G-enabled mobile phones. 22 Airtel was
granted until September 2023 to complete the transition to avoid service
disruptions. In December 2022, Dialog Axiata also announced it would
shut down its 3G network in 2023 to support better 4G services.23

The government has imposed additional taxes on telecommunications
services during the economic crisis. In September 2022, the TRCSL
approved a 20 percent tariff hike for mobile, fixed, and broadband
services. 24 In May 2022, authorities increased a telecommunications tax
from 11.25 percent to 15 percent, reversing a 2019 tax cut as they
implemented a package of tax increases to address the economic crisis.25

Urban residents benefit from infrastructural advantages and are better
connected to the internet. The province with the highest percentage of
households accessing the internet is the Western Province, the country’s
most populous,26 where Colombo and other urban areas boast well-
developed infrastructure. A September 2020 survey of 87 Sri Lankans,
mostly from urban areas, found that half had increased their spending on
internet connections during the COVID-19 pandemic; the proportion of
those spending more than $15 per month doubled, from 16 to 37 percent
of respondents.27 Government statistics for the first six months of 2022
found that 47.1 percent of Western Province residents were computer
literate,28 excluding those who were only digitally literate with
smartphones or tablets; the national rate stood at 35.7 percent. By
comparison, the national digital literacy rate, which accounts for more
types of devices, is 59.8 percent.29

Post-civil war infrastructure development in the Northern and Eastern
provinces was delayed.30 However, the development of
telecommunications infrastructure in these provinces has improved and
led to increased internet usage. Nonetheless, compared to urban areas,
rural and up-country Tamil communities have significantly lower
computer and digital literacy rates.31 Some 34.2 percent of the
population in rural areas and 11.5 percent in estate areas were
categorized as computer literate, compared to 49.1 percent in urban
areas, while 58 percent in rural areas and 43 percent in estate areas were
categorized as digitally literate compared to 72.4 percent in urban areas.



In February 2021, the Education Ministry’s information technology (IT)
director warned that only 30 percent of the student population had
access to, or could afford, remote learning during the COVID-19
pandemic. The government also broadcasted lessons on television and
radio.32

A3 0-6 pts

Does the government exercise technical or legal control over
internet infrastructure for the purposes of restricting 6
connectivity?

Score Change: This score improved from 3 to 5 because social media and
communications platforms were not blocked during the coverage period, in
contrast to recent years.

There was no blocking of social media and communications platforms
during the coverage period.

During the previous coverage, in April 2022, the government blocked
social media and communications platforms for about 16 hours as
the Aragalaya protests intensified. The blocks—which covered social
media platforms like Facebook, Twitter, and YouTube and messaging apps
like WhatsApp, Viber, and Telegram—were ordered by the Ministry of
Defence, according to the TRCSL. They followed then-president
Rajapaksa’s declaration of a state of emergency. A three-day curfew was
also declared, designed to suppress the protests (see B8).33 Some Sri
Lankans reported difficulty accessing the internet during protests in
March and April 2022, with some speculating that the government
disrupted signals; the connectivity issues may have been related to
congestion or infrastructural problems.34

The government also blocked social media platforms repeatedly in April
and May 2019 in the wake of the Easter Sunday bombings at churches
and hotels.35 For nine days directly following the attacks, Facebook,
WhatsApp, YouTube, Instagram, Snapchat, and Viber were all blocked, as
was at least one popular virtual private network (VPN).36

Sri Lanka has access to multiple international cables, but most of the
landing stations for these cables are controlled by SLT, giving the
government control over internet infrastructure.37 SLT is a consortium
member of the Singapore-France SEA-ME-WE submarine cable, and
reportedly plans to invest $60 million.38 The project hit a roadblock in
February 2023 when two of China's largest mobile operators pulled out of
the project due to tensions over infrastructure control.39 A submarine
cable system between the Maldives and Sri Lanka, built by Huawei Marine
Networks in partnership with Dialog Axiata, was ready for service in
February 2021.40 In November 2022, the Indian conglomerate Reliance
Industries reportedly received approval to build a submarine cable from
Singapore to Mumbai which would also connect to Sri Lanka.41



A4 0-6 pts
Are there legal, regulatory, or economic obstacles that restrict 3 /
the diversity of service providers? 6

Sri Lanka’s retail tariffs are among the lowest in the world, though the
diversity of service providers is limited due to the dominance of some
companies, particularly SLT.

There are three fixed-line providers in Sri Lanka.42 SLT remains a key
player, and the firm imposes price barriers by forcing competing service
providers to lease connectivity from SLT, which charges high rates.43 As of
2022, the government owned a 49.5 percent stake in SLT and Global
Telecommunications Holdings NV, a Dutch company, held a 44.98 percent
stake.44

In March 2023, the Cabinet of Ministers approved the sale of the
government's major shareholding in SLT to improve its foreign
reserves.45 The decision has been met with protests against privatization
from employees and a sectoral oversight committee.46 The secretary to
the treasury stated that divestment will be complete no earlier than June
2023.47

Dialog Axiata remains the country’s largest mobile service provider, with
over 17.37 million subscribers as of December 2022.48 SLT and Mobitel, a
mobile service provider and subsidiary of SLT, reorganized their
operations under the SLT-Mobitel brand in January 2021.49 SLT-Mobitel is
the second largest mobile service provider, reporting over 9.3 million
subscribers at the end of 2022.50 Hutch reported 4 million active
customer accounts in 2022,51 while Airtel reported 2.93 million
subscribers.52

In May 2023, Dialog and Airtel agreed to combine operations in Sri Lanka,
and discussions on the transaction are ongoing.53

In an effort to compel internet service providers (ISPs) to provide better
service to retain customers, the TRCSL ordered providers to implement
number portability, which would allow customers to change their service
providers without changing their phone number, by May 2022.54 As of
November 2022, ISPs were reportedly in the early stages of
implementation, though delays of up to a year are anticipated.55

In August 2018, the government removed telecommunications floor rates
for call charges in hopes of increasing competition among service
providers.56 The competitive nature of the market has led to some legal
battles.57

Under the Telecommunications Act, ISPs are licensed by the
Telecommunications Ministry, but the ministry can follow TRCSL
recommendations on granting a license and require providers to address



any matter considered “requisite or expedient to achieving” TRCSL
objectives.58 In November 2021, the government announced the TRCSL
would auction new licenses, including for fixed-line operators, mobile
service providers, ISPs, and satellite broadcasting operators.59 Some
operators, including Dialog Axiata, have reportedly been given spectrum
rights to provide 5G services ahead of the issue for commercial, fixed,
mobile, ISP and satellite broadcast licenses.60 CEOs of some mobile
service providers raised concerns about the feasibility of expanding into
5G in 2023 given the significant investment needed and the ongoing
economic crisis in the country.

A5 0-4 pts

Do national regulatory bodies that oversee service providers and
digital technology fail to operate in a free, fair, and independent 4
manner?

The national regulatory bodies overseeing service providers lack
independence, and frequently do not act in a fair manner. In May 2023,
authorities proposed the formation of a broadcasting regulatory
commission, which would likely implicate electronic media.

In May 2023, a cabinet-appointed subcommittee completed a proposal to
establish the Broadcasting Regulatory Commission (BRC) through a
broadcasting regulatory act.61 The presidentially appointed, five-member
commission would oversee licensing for broadcasting services, including
electronic media. The proposed commission, tasked with ensuring
“national security, national economy, and public order” in broadcasting,
would also be empowered to seize and detain the records of broadcasting
services (see C6). The proposal has been strongly criticized by opposition
parties for its potential violations of free expression, which is enshrined in
Article 14 of the constitution (see C1).62 As of June 2023, the proposal was
reportedly under review by media institutions.63

The TRCSL was established under the Sri Lanka Telecommunications
(Amendment) Act, No. 27 of 1996. As the national regulatory agency for
telecommunications, the TRCSL's mandate is to ensure the provision of
effective telecommunications, protect the interests of the public, and
maintain effective competition between service providers.

In May 2022, then president Rajapaksa reorganized the TRCSL, SLT, and
the Information and Communication Technology Agency (ICTA) under the
Ministry of Defence, leading to concerns about the bodies’
independence.64 The decision reversed a November 2020 move to bring
those and other bodies under the Technology Ministry, which is also
under presidential control.65 In June 2022, the TRCSL, SLT, and ICTA were
returned to the purview of a newly created Ministry of Technology and
Investment Promotion.66 In October 2022, President Wickremesinghe
brought the TRCSL and all allied institutions under the control of the
Ministry of Technology.67



The TRCSL has been criticized in the past for poor regulatory practices,
instances of preferential treatment, and a lack of transparency in
recommending whether a telecommunications provider should receive a
license.68 The agency has sometimes solicited public input on its
decisions, and it called for consultation on number portability in February
2021.69 Analysts have asserted that spectrum allocation and refarming—
the more efficient reallocation of spectrum— have been administered in
an ad hoc manner, though procedural transparency has improved over
time.70

Under Mahinda Rajapaksa’s 2005-15 presidency, many of the TRCSL's
interventions to restrict online content and pronouncements on
strengthening internet regulations were partisan and
extralegal.71 Successive regimes have chosen political allies to head the
TRCSL. A former chairman, Jayantha de Silva, served as secretary to the
Technology Ministry between June and August 2022.72 The current
chairman, Niranjan D. Gunawardena, is also the secretary to the
Technology Ministry.73 A former director general, Oshada Senanayake,
publicly advocated for a Gotabaya Rajapaksa presidency when speaking to
a convention of academics and professionals.74

B Limits on Content

B1 0-6 pts
Does the state block or filter, or compel service providers to block

or filter, internet content, particularly material that is protected 6
by international human rights standards?

The government does not systematically block or filter websites and other
forms of online content, although a few independent websites and other
sites are blocked, and authorities have briefly blocked social media
platforms during previous coverage periods (see A3 and B8).

During the coverage period, the Open Observatory of Network
Interference (OONI) has reported signs of transmission control protocol
and internet protocol (TCP/IP) blocking on several websites. For instance,
the websites of Al Arabiya,75 the official website of the US Navy Sea, Air,
and Land (SEAL) teams,76 and the LGBT+ rights organization Kaleidoscope
Trust77 showed signs of TCP/IP blocking on some networks during this
and the previous coverage period. Sankathi24, a Tamil news site, showed
signs of being blocked from June 2020 to February 2023 on SLT
connections. The site also showed signs of blocking on Dialog
connections, including in  May 2023.78 Adult dating site
adultfriendfinder.com showed signs of HTTP blocking on Dialog Axiata
connections during the coverage period.79 News site Lankaenews
appeared to have been impacted by domain name system (DNS)
tampering on SLT connections during the coverage period,80 though it
had previously been periodically accessible. The website was previously



reportedly blocked for publishing stories critical of then president
Sirisena.81

The government previously blocked social media and communication
platforms in April 2022 and three times in April and May 2019, in the
aftermath of the Easter Sunday attacks, and once for over a week in
March 2018 in response to violence in Kandy (see A3). Authorities claimed
the restrictions were necessary to stop the spread of disinformation and
hateful content, as well as to limit sectarian violence during the politically
tense period following the attacks.82 The restrictions prevented access to
independent news sources and limited users’ ability to contact those in
areas affected by the crisis.83

SLT's unlimited data packages, which became available in April 2021, block
torrents, peer-to-peer (P2P) applications, and the messaging app
Telegram under their terms and conditions (see C4).

B2 0-4 pts

Do state or nonstate actors employ legal, administrative, or other
means to force publishers, content hosts, or digital platforms to 3 /
delete content, particularly material that is protected by 4
international human rights standards?

In recent years, the Sri Lankan government has considered instituting a
legal framework to curb online speech it considers discriminatory,
defamatory, or misleading.84 The government also issued takedown
requests during the reporting period.

During the coverage period, individuals were summoned by authorities
and ordered to make public apologies for content they posted online. In
May 2023, comedian Jayani Nathasha Edirisooriya was arrested for
comments “defaming Buddhism” in a viral standup routine (see C3). In
June 2023, after the coverage period, Edirisooriya posted a public apology
video and the YouTube video of the routine was removed.85 In October
2022, a Facebook user was called before the parliamentary committee on
ethics and privileges for posting a video that was allegedly defamatory
towards member of parliament R. Sampanthan on his Facebook page. The
user was given a warning and directed to publish an apology in a
prominent newspaper and on his Facebook page.86 The committee also
summoned two journalists from a daily Sinhala-language newspaper for
publishing allegedly false information which “damaged the honor” of the
entire Parliament. They were directed to publish a statement of regret in
the newspaper and the editor in chief was instructed to “take care” of the
matter.87

During the previous coverage period, in January 2022, the editor of the
Tamil Guardian, a news site, alleged that the government played a role in
content restrictions on the outlet's Instagram account. Instagram
removed dozens of posts and suspended the Tamil Guardian’s account



twice, usually in relation to posts featuring Tamil nationalist protests and
notable figures from the Liberation Tigers of Tamil Eelam (LTTE). The
group falls under a policy on dangerous individuals and groups enacted
by Instagram’s parent company, Meta.88

Between January and June 2022, Facebook restricted two items within Sri
Lanka; a review also found that access to one item was mistakenly
restricted and subsequently restored.89 Between July and December
2022, Google received content removal requests for 99 items and
removed 7; 10 requests were made for privacy and security reasons, 3 for
being critical of the government, 4 for obscenity or nudity, and 15 for
defamation.90 Twitter received two removal requests between July and
December 2021.91 In 2020, Facebook restricted access to 1,643 items to
adhere to election guidelines related to the August 2020 parliamentary
polls.92

B3 0-4 pts

Do restrictions on the internet and digital content lack
transparency, proportionality to the stated aims, or an
independent appeals process?

There is a lack of transparency around restrictions on online content, but
a 2017 right to information (RTI) request revealed that the Mass Media
Ministry and Presidential Secretariat can send blocking orders to the
TRCSL for reasons including “publishing false information” and “damaging
the president’s reputation.”93 The TRCSL then instructs ISPs to block the
content.

Following April 2022 social media blocks (see A3 and B1), civil society
groups filed freedom of information requests with the TRCSL asking for
related records94 and sent a fundamental rights petition to the Supreme
Court.95 There are no records of ISPs challenging the TRCSL's blocking
orders at the commission itself or through the court.

It is not clear if the TRCSL can impose financial or legal penalties on
telecommunications companies that do not comply with blocking orders,
since the conditions of such orders are unknown to the public.

There is no independent body regulating content, which leaves few
avenues for appeal (see A5). Content providers have filed fundamental
rights petitions with the Supreme Court to challenge blocking
orders,96 but under former president Mahinda Rajapaksa, a lack of public
trust in the politicized judiciary and fear of retaliatory measures presented
significant obstacles for would-be petitioners.97

During a January 2023 meeting, President Wickremesinghe again
emphasized that the government was working to introduce legislation to
regulate social media platforms that would be modeled after Singapore’s
laws.98 In October 2021, the Justice Ministry said it was formulating draft



legislation aimed at curbing online posts deemed false, misleading, or
hateful.99

There have been efforts by domestic actors—including government
officials, civil society members, and fact checkers—to work with
international technology companies.100 In March 2020, Facebook
committed to removing false COVID-19-related claims or conspiracy
theories flagged by global and local health authorities.101 Also in March, it
was reported that the Elections Commission of Sri Lanka (ECSL) would
work with officials from Facebook, Twitter, and YouTube to monitor
content during that August's polls and to ensure the platforms would not
be misused for content like hate speech.102 A report from youth group
Hashtag Generation noted that Facebook did remove several instances of
election-related hate speech, false news, and targeted harassment
reported to them by the ECSL during the elections.103

Social media platforms, including Facebook, have faced scrutiny for flawed
content moderation in Sri Lanka. A January 2022 report by the Intercept,
an American news organization, indicated that Facebook has repeatedly
failed to distinguish violence-instigating content from journalistic and
cultural expression, impacting news publications including the Tamil
Guardian.104 In October 2021, leaked documents revealed that several
Sri Lankan people and organizations—including the LTTE, the Sinhala
National Force, and anti-Muslim monk Galagoda Aththe Gnanasara—were
listed on Facebook’s Dangerous Individuals and Organizations List,
indicating that content related to them is subject to stricter
enforcement.105 In May 2020, Facebook released an impact assessment
report which highlighted improvements in its content-removal policies to
address previous failures to remove hateful Sinhala-language content that
encouraged anti-Muslim violence in March 2018.106 Members of civil
society noted shortfalls in the report in terms of guidance in local
languages for Sri Lankan users.107

B4 0-4 pts
Do online journalists, commentators, and ordinary users practice 2 /
self-censorship? 4

While self-censorship by journalists declined under the Sirisena
administration, journalists proceed with caution when reporting on
subjects that are considered sensitive. However, Sri Lankan internet users
were vocal in their criticism of the government’s handling of the economic
crisisin 2022 (see B8).108

Threats against journalists and social media activists (see C7) and
emergency regulations criminalizing false information (see C1) during the
coverage period raised concerns about escalating self-censorship. People
also experienced direct retaliation for supporting the Aragalaya protest
movement. For example, an activist was arrested by Sri Lanka's Computer



Crimes Division for posting a comment that criticized Independence Day
celebrations on Facebook.109

The government also threatens public servants with disciplinary action for
expressing ideas in alleged violation of the Establishment Code. The
Establishment Code outlines the duties of government employees
working as public servants. In September 2022, the Ministry of Public
Administration announced that public officers expressing ideas on social
media without following the Establishment Code could face disciplinary
action, allegedly after public officials spoke to the media about school
children fainting due to hunger in classrooms. 110 In November 2021, the
Ministry of Home Affairs reportedly warned that disciplinary action would
be taken against public servants who criticized the government and its
policies on social media, also citing the Establishment Code.111

The Office of the UN High Commissioner for Human Rights raised
concerns in 2021 that the surveillance and harassment reported by over
40 civil society organizations was having a “chilling [effect on] civic and
democratic space and leading to self-censorship.”112 Immediately
following the November 2019 election of Gotabaya Rajapaksa, journalists
and activists reported an increase in self-censorship around political
issues.113

In previous years, journalists have noted a tendency to self-censor when
covering the president and the first family.114 Members of Tamil and
Sinhala media outlets have reportedly faced increased pressure from
officials to self-censor in past years.115 Journalists have previously said
they were hesitant to criticize the Rajapaksas or write on sensitive topics
including rights violations, the army, corruption, missing people, and land
appropriation.116

B5 0-4 pts
Are online sources of information controlled or manipulated by

the government or other powerful actors to advance a particular 4
political interest?

The spread of disinformation and misinformation has been a growing
concern in recent years.

During the 2022 protests, researchers found that proxy accounts and
Facebook pages associated with or supportive of the Rajapaksa family
disseminated content that aimed to discredit the demonstrations.117 For
example, Sinhala-language content portrayed the protests as funded by
“external” forces.118

Research conducted from July to December 2021 identified politically
motivated false information campaigns on Facebook and WhatsApp,
predominately  targeting  activists and left-wing  opposition
parties119 during the August 2020 parliamentary elections, some of which



originated from political parties and candidates. For example, one
candidate implied that the ECSL was attempting to limit voter turnout in
an interview shared on Facebook. Several political candidates also
guestioned the integrity of the vote-counting process on social media.120

Deliberate misinformation about candidates, electoral campaigns, and
government decision-making spread on social media ahead of the
planned, and later postponed, 2023 local government elections.121 Posts
circulated claiming that K.D. Lalkantha, a member of parliament from the
People’s Liberation Front (JVP) party, had stated that “the JVP was built by
true Buddhists and other main parties were built by non-Buddhists.”
Medical misinformation attributed to former JVP member of parliament
Nalinda Jayatissa was also circulated online alongside photos of him.122

A 2020 report from the Oxford Internet Institute identified the existence
of cybertroop teams in Sri Lanka that manipulated information on social
media on behalf of politicians and political parties.123 The report found
evidence that Sri Lankan teams worked to support their causes’ preferred
messaging, attack their opposition, create division, and suppress critical
content.

B6 0-3 pts
Are there economic or regulatory constraints that negatively 2 /
affect users’ ability to publish content online? 3

Some government regulations threaten the economic viability of online
publishers and start-up platforms.124 Based on guidelines issued in
2019,125 websites were required to register with the Mass Media Ministry
starting in 2020 to receive media accreditation, which websites need to
cover certain events and engage in field reporting.126

In July 2021, news site MedialLK was reportedly denied accreditation; the
Mass Media Ministry claimed that its founder, Tharindu Jayawardhana,
had not received clearance from the Ministry of Defence, possibly in
retaliation for the outlet's reporting on senior police officials.127 In
February 2023, the Human Rights Commission ruled that the Media
Ministry had violated the right to freedom of expression including
publication by denying MediaLK media accreditation. The Ministry of
Defence identified MedialLK as a “risk to national security.128 As of the
end of the coverage period, MediaLK had not received media
accreditation.

The government has also maintained news site registration requirements
introduced by previous administrations. During Mahinda Rajapaksa’s
presidency, the Mass Media Ministry directed all news sites to register for
a fee of 25,000 rupees ($122), with an annual renewal fee of 10,000
rupees ($49).

B7 0-4 pts



Does the online information landscape lack diversity and 3 /
reliability? 4

Diverse content is generally available online in Sri Lanka, despite a history
of censorship, concerted efforts to spread misinformation about protests,
and instances of intimidation targeting online journalists during the
reporting period. 129 Social media and communication platforms and
blogs are popular and widely available, providing a platform for local
debate. Sources of information in English, Sinhala, and Tamil are available
online, including on socioeconomic and political issues.

Sri Lankans rely on several online outlets or companion websites that
provide local and regional news and information. Sites such as Roar
Media, 130  Watchdog,131 Readme.lk,132  Groundviews, Vikalpa,
Maatram,133 Manthri.lk,134 MedialLK,135 Himal
Southasian,136 Counterpoint,137 and Anidda138 cover a range of
political, social, and economic issues. There have been a number of media
literacy initiatives from nonprofits, such as Divide, which examines the
gaps between Sinhala- and Tamil-language newspapers in their reporting
on gender, minority groups, transitional justice, and political
reconciliation.139 Sri Lanka’s online environment also benefits from the
virtual Museum of Religious Freedom140 and the digital platform
Historical Dialogue’s memorialization initiatives.141

Misinformation spread by ordinary users is a problem in Sri Lanka.
Misinformation about the 2022 protests proliferated during the coverage
period, with reports that people at a rally were detained for clapping and
that protesters broke into Sri Lanka's central bank.142 Homemade heart
disease remedies and cancer cures also circulated as Sri Lanka faced
medicine shortages due to the economic crisis.143 Misinformation about
cures, vaccines, and mask exemptions circulated during the COVID-19
pandemic, labeling ethnic and religious minorities as COVID-19 carriers
and reportedly contributing to vaccine hesitancy among young
people.144 Similarly, false and manipulated information quickly spread
after the 2019 Easter Sunday attacks.145

Inflammatory speech has been amplified and shared on platforms like
Facebook.146 Following anti-Muslim riots in Ampara and Digana in 2018,
Facebook’s slow response to inflammatory online speech, such as content
that implored followers to “kill all Muslims, don't even save an infant,”
became an international concern. The platform introduced a
misinformation policy in July 2018 (see B3).147 In June 2021, Facebook
partnered with the Asia Foundation to launch the Resiliency Initiative,
which aims to combat hate and intolerance online; several civil society
groups participated in workshops ahead of the initiative’s launch.

B8 0-6 pts
Do conditions impede users’ ability to mobilize, form 4 /
communities, and campaign, particularly on political and social 6



issues?

The internet has provided an avenue for robust digital activism and
engagement on political issues in Sri Lanka. The 2022 Aragalaya protest
movement was partly mobilized online.

Throughout the coverage period, protesters mobilized online around the
hashtag #GoHomeRanil in response to issues including then president
Wickremesinghe's crackdown on the protests, delayed local elections, and
the economic crisis. 148 Aragalaya protesters in Batticaloa employed the
hashtag #Battiwalk4justice149 to amplify their protests. In May 2023,
protesters and internet users mobilized around hashtags like
#Mullivaikkal and #Justice4dTamilgenocide to mark 14 years since the end
of the civil war.150 Activists also used #Malaiyaha200 to mark the 200th
anniversary of the arrival of the Malaiyaha Tamils in Sri Lanka and raise
awareness of the injustices faced by their community.151

Sri Lankans mobilized in significant offline protests and actions, including
the storming of the presidential residence in July 2022, the monthslong
occupation of the Galle Face Green, and protests outside of the
parliament in May 2022.152 In March 2022, during the previous coverage
period, Sri Lankan internet users called for Gotabaya Rajapaksa’s
resignation through the hashtags #GoHomeGota and #GotaGoHome,
mirroring offline protest slogans.

In July 2022, following months of sustained protests, then president
Gotabaya Rajapaksa resigned after fleeing to Singapore and Ranil
Wickremesinghe was appointed president.153 President Wickremesinghe
deployed a range of restrictions in an attempt to continue to suppress the
ongoing protests, though Sri Lankans continued to mobilize online.
Wickremesinghe declared a state of emergency (see C1), passed laws to
restrict protests, and continued arrests (see C3).154 Protesters received
reprisals for posting footage from the protests and for posting in support
of the Aragalaya.155 Amnesty International also raised concerns of
surveillance of protesters' social media accounts (see C5).

Most online campaigns registered uneven progress in achieving their
goals. Online campaigns have generally been prompted by discrete
events, crises, or stalled political processes, and campaigners have
typically been wunable to gather the momentum needed to drive
meaningful change and long-term citizen participation. The 2022 online
and offline protests, however, led to the resignation of then President
Gotabaya Rajapaksa and mobilized diverse groups including civil society,
families of the disappeared, artists, and students and all ethnic and
religious groups and ages, for the first time in Sri Lanka's history of social
movements.

Activists and civil society groups have also used hashtags to draw
attention to issues including disappearances in the nation’s north and



east during the civil war, cases of detention under the controversial
Prevention of Terrorism Act (PTA), and the continued marginalization of
estate workers and the Tamil population.156 Women in media also
shared experiences of sexual harassment at their workplaces using the
#MeToo hashtag.157

C Violations of User Rights

C1 0-6 pts

Do the constitution or other laws fail to protect rights such as
freedom of expression, access to information, and press freedom, 2 /
including on the internet, and are they enforced by a judiciary 6
that lacks independence?

Although internet access is not guaranteed as a fundamental right in
legislation, Article 14 (1)(a) of the constitution protects freedom of
expression, subject to restrictions related to the protection of national
security, public order, racial and religious harmony, and morality. There
are no specific constitutional provisions guaranteeing freedom of
expression online.

In July 2022, acting president Wickremesinghe announced a state of
emergency that granted sweeping powers of arrest and detention to the
police and armed forces, lasting through August 2022.158 The regulations
included clauses prohibiting the spread of rumors, false information, or
information likely to cause public alarm, including online (see B8 and
C2).159 During the previous coverage period, in April and May 2022, then
president Gotabaya Rajapaksa declared states of emergency with similar
provisions in an effort to curb dissent (see B8 and C2).160

In January 2021, the cabinet approved a proposal to amend the 1970s-era
Press Council Law to regulate new outlets and electronic media in
addition to print media, though the amendments have yet to become law
as of the end of coverage period.161 Civil society and media rights groups
have expressed concern that the amendments would expand the
government’s control over online media and online speech.162

Since the passage of the Right to Information Act in 2017,163 citizens have
submitted thousands of RTI applications on issues ranging from
legislation on the rights of people with disabilities to the blocking of
websites (see B3).164

C2 0-4 pts

Are there laws that assign criminal penalties or civil liability for
online activities, particularly those that are protected under 4
international human rights standards?

Several vaguely defined, overly broad laws can be abused to prosecute
users and restrict online expression. In March 2023, the government
introduced the widely criticized Anti-Terrorism Act, which contains a broad



definition of terrorist activity and criminalizes speech that is “likely to be
understood” as encouraging or inciting terrorism.165

The bill, designed to replace the widely scrutinized PTA, places broad
restrictions on free expression, reintroduces the death penalty,
encroaches on data privacy, and targets the use of encryption (see C4 and
C6).166 Seen as a repackaging of the PTA, the legislation has faced strong
criticism from Sri Lankan civil society and international rights
bodies.167 The PTA has been used to crack down on critical online
content, including speech from journalists, and to detain writers, lawyers,
and activists (see C3).168 Draft amendments to the PTA proposed in
January 2022169 similarly retained broad definitions of terrorism and
failed to adequately protect freedom of expression and other rights.170

The July 2022 emergency regulations (see C1) criminalized the
communication of “any rumor or false statement or any information or
image or message,” including online, deemed likely to cause “public alarm,
public disorder, or racial violence” or otherwise incite a crime. Violators
could receive prison sentences ranging from three months to five years or
fines of 500 ($2.49) to 5000 rupees ($24). The regulations also extended
the detention period for a suspect before being produced under a
Magistrate from 24 to 72 hours.171 The May 2022 regulations passed by
then president Gotabhaya in May 2022 included similar provisions and
penalties.

Vague amendments to the criminal and penal codes, which criminalize the
spread of “false news” affecting “communal harmony” or “state security”
and impose fines of more than one million rupees ($4,900) and a
maximum five-year prison sentence, were approved by the cabinet in
2019. The amendments had not been passed by Parliament as of May
2023.172 The government reportedly approved concept papers for penal-
code amendments that would criminalize false news in March 2021.173 In
June 2021, the police stated that a number of existing laws could be used
to arrest people for spreading misinformation, including sections of the
penal code, the International Covenant on Civil and Political Rights (ICCPR)
Act, the Computer Crime Act, the PTA, and sections of the Obscene
Publications Ordinance.174

Publishing official secrets, information about parliament that may
undermine its work, or “malicious” content that incites violence or
disharmony can result in criminal charges.175 The then director general
of government information, Sudarshana Gunawardana, stated in March
2018 that incitement to violence, including on social media, is contrary to
Article 28 of the constitution and Section 100 of the penal code, as well as
Section 3 of the ICCPR, to which Sri Lanka is a party.176 In January 2022, a
senior police official claimed that law enforcement officers were legally
able to arrest individuals who insult the president on social media.177



Authorities have increasingly manipulated the ICCPR Act, which enshrines
the ICCPR in Sri Lankan domestic law, to criminalize online speech (see
C3).178 Section 3(1), for example, prohibits national, racial, and religious
hatred if it incites discrimination, hostility, and violence. Those charged
under the act can only be granted bail by a high court.

In May 2023, Minister of Buddhashasana, Religious, and Cultural Affairs
Vidura Wickramanayaka announced that Sri Lanka would pass legislation
to curb “religious slander” on social media, after comedian Jayani
Nathasha Edirisooriya was detained for her satirical remarks regarding
the Buddha (see C3).179

In February 2023, the state minister for technology said plans were
underway to present the Cyber Security Bill in Parliament during the
year.180 In October 2021, the cabinet approved the draft Defence Cyber
Commands Act181 and a draft bill for cybersecurity concerns outside of
defense. The latter bill also called for the establishment of a cyber
protection agency.182 Civil society expressed worries that broad
definitions in the initially proposed Cybersecurity Act could allow the
government to misuse the law against private institutions and impact
privacy.183

C3 0-6 pts
Are individuals penalized for online activities, particularly those 3 /
that are protected under international human rights standards? 6

During the coverage period, internet users were prosecuted in retaliation
for their online activities, including criticism of the government and
participation in the Aragalaya protest movement.

Several people were arrested in relation to protests. In June 2023, after
the end of the coverage period, social media activist Piyath Nikeshala was
arrested for live streaming protesters setting fire to the president’s private
residence in July 2022 and was granted bail the next day.184 In February
2023, social media activist and YouTuber Darshana Handunugoda was
arrested for posting a live video near the prime minister's official
residence around the time when protesters took over the premises, and
was granted bail the same day.185 In August 2022, British national
Kayleigh Fraser's passport was seized for an alleged visa violation after
she posted footage of the protests on her Instagram account.186 She was
later given a deportation order.187 In July 2022, an unnamed 28-year-old
Muslim individual was arrested for criticizing the army on social media
and expressing support for the Galle Face protests.188 Also in July 2022,
social media activist Pathum Kerner was arrested after he posted a live
video on Facebook where he could be heard urging protesters to gather
and breach the barriers outside Parliament. He was released on bail in
August.189



Authorities have summoned and questioned journalists and others
working for online news outlets for other conduct related to their work
(see C7). In November 2022, journalist and activist Tharindu
Uduwaragedara was questioned by officials for three hours after he made
a Facebook post asking people to identify police officers who were using
disproportionate force on protesters.190 During the previous coverage
period, in August 2021, Keerthi Ratnayake, a writer for Lankaenews, was
arrested over a warning he gave about a possible attack on an embassy.
Ratnayake was detained under the PTA, alleged retaliation for articles he
wrote that criticized the government.191 The court allowed Ratnakaye to
post bail in February 2022.192

Authorities also arrested wusers for offending Buddhist religious
sentiments. In May 2023, comedian Jayani Nathasha Edirisooriya was
arrested and questioned by the police force’s Cyber Crime Unit for
“defaming Buddhism” in a viral performance she uploaded to
YouTube.193 In June 2023, after the coverage period, YouTuber Bruno
Divakara was arrested for “aiding and abetting” Edirisooriya by reposting
her performance to his YouTube channel.194 Both were released on bail
in July 2023.195 In May 2023, a Buddhist monk, Venerable Rajangane
Saddharathana Thera, was arrested after he posted a video on social
media insulting President Wickremesinghe.196 He was also remanded
until late June 2023.197 In January 2023 social media activist and
YouTuber Sepal Amarasinghe was arrested under the ICCPR Act for
making defamatory comments about the Sacred Tooth relic, venerated by
Buddhists, in a video. He was released in late February.198 In November
2021, during the previous coverage period, human rights activist
Chirantha Amerasinghe filed a fundamental rights petition related to his
arrest in November 2020. Amerasinghe was charged for criticizing the
practice of forced cremation on social media.199 The case remained
ongoing as of March 2023.200

Many young Tamils have been detained over their social media posts,
often for memorializing relatives who died during the civil war.201 In July
2021, a Tamil man was arrested under the PTA for sharing a photo of late
LTTE leader Velupillai Prabhakaran on Facebook in 2018.202 In March
2021, the Terrorism Investigations Department (TID) arrested two people
in Jaffna for running a website and YouTube channel that allegedly
promoted LTTE propaganda. The TID also confiscated computers and
other equipment belonging to the individuals.203

C4 0-4 pts
Does the government place restrictions on anonymous 2 /
communication or encryption? 4

Users can freely use encryption tools, though there are some limits to
anonymous digital communication. Anticorruption and antiterrorism



legislation proposed during the coverage period would further undermine
encryption.

In April 2023, the government introduced the Anti-Corruption Bill which
would empower magistrates to direct any person providing encryption
services to help decrypt information.204 In July 2023, after the coverage
period, Sri Lanka's parliament approved an amended version of the bill
without a vote.205 Article 66 of the draft Anti-Terrorism Act (see C2) would
similarly require encryption service providers to unencrypt information if
ordered to so by a magistrate.206

Legal-name registration is required for mobile phone users under a 2008
Defence Ministry program, which was strengthened in 2010 after service
providers failed to ensure that subscribers registered.207 In October
2020, the TRCSL required that all mobile phones be registered with them
and announced that SIM cards inserted in newly purchased unregistered
phones would not be activated after a certain date. The TRCSL allegedly
instituted this requirement to stop refurbished mobile devices from
flooding the market.208 Access to public Wi-Fi hotspots requires a citizen's
national identity card number,209 which could be used to track online
activity.

Service providers restrict or limit user access to security tools or certain
applications. All but two SLT unlimited data plans blocked VPNSs, torrents,
peer-to-peer (P2P) applications, and Telegram as part of their terms and
conditions as of May 2023.210 Dialog Axiata announced it would offer
unlimited data plans that restrict the speed of torrenting services and
Telegram.211

News sites are required to register under a procedure that requires
owners, administrators, and editors to enter their personal details,
including addresses, along with the domain name and internet protocol
(IP) address of the website, with applications reviewed by a panel
appointed by the secretary of the Mass Media Ministry (see B6).212 The
form does not refer to a law or indicate the penalty for noncompliance.

In November 2022, an official from the Technology Ministry said citizens'
data would be added to Sri Lanka's digital biometric identification system
by 2024.213 In February 2022, the Indian government agreed to provide
Colombo with a grant to introduce the system. Digital identification has
been proposed by successive governments since 2017.214

C5 0-6 pts
Does state surveillance of internet activities infringe on users’ 2 /
right to privacy? 6

State surveillance of online activities undermines users’ right to privacy,
specifically activists and human rights defenders. The constitution does
not recognize the right to privacy, though the National Action Plan for the



Protection and Promotion of Human Rights 2017-21 contained the
objective of ensuring it.215

Authorities have faced allegations of monitoring telephone conversations
and social media platforms. In April 2023, claims that the Defence Ministry
monitored telephone conversations and information shared on social
media platforms such as WhatsApp, Facebook, and Twitter proliferated
online.216 The ministry issued a statement calling the allegations
“completely false.” In October 2021, an opposition parliamentarian alleged
that the Criminal Investigation Department (CID) monitored his WhatsApp
phone calls in 2018 and 2019 and called for an investigation into whether
the CID had access to Pegasus or other spyware tools.217 In October 2022
the director of the CID was summoned before the parliamentary
Committee on Ethics and Privileges to discuss how the CID was able to
obtain the opposition member's WhatsApp call data, but there were no
public updates released after his testimony.218

State agencies may possess technologies that facilitate surveillance. In
February 2023, Haaretz reported that the digital-services firm S2T had a
Sri Lanka office and potentially Sri Lankan clients. S2T offers its clients
tracking services, the ability to penetrate closed social media groups, and
the means to remotely turn on phone cameras and secretly create
recordings.219 In March 2021, an anonymous Twitter user wrote that the
Defence Ministry had begun using Pegasus spyware with the cooperation
of Dialog Axiata and Mobitel; an opposition parliamentarian also made
this claim. Dialog Axiata and the media minister claimed the allegations
were false.220 In March 2019, then president Sirisena requested approval
for the government to purchase 7.11 trillion rupees ($38.9 million) worth
of surveillance technology from an unnamed Israeli company. Bypassing
the normal procedures for purchasing such technology, Sirisena claimed
the request—which was purportedly related to tackling drug trafficking—
was urgent and must be kept secret.221

Digital activists in Sri Lanka believe that Chinese companies ZTE and
Huawei, which collaborated with Mahinda Rajapaksa’s government in the
development and maintenance of the Sri Lankan information and
communication technology (ICT) infrastructure, may have inserted
backdoor espionage and surveillance capabilities into these systems.222

The CID and TID reportedly monitor the online space. During the previous
coverage period, while discussing the arrests of Tamil youth for posts that
allegedly referenced or promoted the LTTE, a government official said that
the CID and TID deploy teams that monitor the internet and social media
platforms.223 In June 2021, the CID announced the formation of a special
team to respond to users spreading false news on social
media,224 adding that those users could be arrested without a
warrant.225 In March 2021, the Environment Ministry announced it had
established a special unit to monitor posts on social media related to



environmental destruction.226 In May 2019, the then prime minister
announced a plan to implement a Centralized and Integrated Population
Information System (CIPIS) to track individuals engaged in terrorism,
money laundering, and financial crimes.227 Following the Easter Sunday
attacks in 2019, the government indicated its intention to intensify
monitoring and surveillance.

Extrajudicial surveillance of personal communications is prohibited under
the Telecommunications Act. However, communications can be
intercepted on the order of a minister or a court, or in connection with a
criminal investigation.

C6 0-6 pts

Does monitoring and collection of user data by service providers
and other technology companies infringe on users’ right to 6
privacy?

There are some legal requirements for telecommunications companies to
aid the government in monitoring users, and companies have reportedly
provided data to authorities. Proposals for a Broadcasting Regulatory
Commission and the Anti-Terrorism Act would further undermine privacy
if implemented.

The proposed Broadcasting Regulatory Commission (see A5), would
empower authorities to enter and search the premises of broadcasting
services, including electronic media, and seize and detain their records for
investigations. 228 Article 63 of the draft Anti-Terrorism Act (see C2) would
require service providers to turn over user data to the authorities for
investigations related to an overly broad definition of terrorism.229

In March 2022, the government passed the Personal Data Protection Act
(PDPA), which establishes a regulatory framework for personal data
processed in Sri Lanka. The law will take effect between 2023 and 2025. In
February 2023, the state minister of technology said a Data Protection
Authority (DPA) would be established by March 2023, but there were no
further developments as of May 2023.230 The PDPA limits cross-border
data transfers unless the DPA finds that the receiving country has an
adequate standard of data protection.231 Civil society and journalists
raised serious concerns about the bill, including about the independence
of the Data Protection Authority (DPA)—which would not be statutorily
independent—and about the lack of exceptions for journalists.232

Section 26 of the PDPA requires government agencies and other public
authorities to process personal data within Sri Lanka, with exceptions for
certain categories of data.233 In January 2018, SLT opened a tier 3
national data center,234 which hosts local data and serves as a cloud-
computing service.235 In June 2021, Dialog Axiata opened a tier 3 facility
near Colombo236 while the Orion Stellar Tier 3 center was opened in the
Orion City IT Park in Colombo in November.237



In 2013, Dialog Axiata chief executive Hans Wijesuriya denied the
existence of a comprehensive surveillance apparatus in Sri Lanka but
agreed that telecommunications companies “have to be compliant with
requests from the government.”238 In 2016, however, SLT engineers
apparently defied orders from their superiors to install equipment
purchased for surveillance.239 The nature and number of government
requests for data is unknown, since there is no legal provision that
requires officials to notify targets.

From July to December 2022, Facebook received 162 requests for data
related to 477 users and accounts; 148 were “legal process requests” and
14 were emergency disclosure requests. Facebook at least partially
complied with 9.26 percent of the requests.240 Twitter reported 2
requests relating to 36 accounts from July to December 2021, with which
the company did not comply.241

C7 0-5 pts

Are individuals subject to extralegal intimidation or physical
violence by state authorities or any other actor in relation to their 5
online activities?

Intimidation against both journalists and ordinary users was reported
during the coverage period.

Journalists have frequently been the targets of assault, intimidation, and
harassment, including during the Aragalaya protests. In July 2022, security
forces assaulted a team from the broadcaster Newsfirst, including one
journalist from its digital team, Janitha Mendis, as he and his colleagues
covered a protest outside then prime minister Wickremesinghe's
residence.242 Also in July 2022, journalist and protester Veranga Pushpika
was seized by unidentified men in civilian clothes in Colombo; police later
acknowledged that Pushpika had been arrested.243 In June 2022,
journalist and activist Tharindu Uduwaragedara was interrogated for four
hours by the CID over his YouTube channel, which contained content
critical of the government.244 In May 2022 and April 2023, journalist and
rights activist Sasikaran Punniyamoorthy, who freelanced for Tamil
newspapers and websites, was harassed online, and photos of his family
were circulated on Facebook.245

Activists were also intimidated and assaulted in connection with protests.
In May 2023, social media activist and Aragayala protester Piyath
Nikeshala was pulled out of his car and physically attacked by a group led
by Chandika Abeyratne, a former deputy mayor and current member of
the SLPP.246 Both Nikeshala and Abeyratne were subsequently
hospitalized. Nikeshala alleged the attack was retaliation for a video he
posted of Abeyratne.247 In August 2022, YouTuber and activist Rathidu
Senaratne was questioned by the Colombo Crime Division for
approximately three hours about his role in the Aragalaya. He was
eventually arrested for violating a court order during a protest.248 In



December 2022, social media activist Dilan Senanayake was stabbed by
masked assailants. Police claimed the attack was motivated by
misogynistic comments Senanayake had leveled at a female protester
during the Aragalaya, which he denied.249

Police often use interrogations to intimidate internet users for their online
activities. In May 2023, social media activist Darshana Handungoda was
questioned by the CID for eight hours in connection with comments he
made in a YouTube video about compensation for the XPress Pearl
environmental disaster.250 In September 2022, Selvakumar Nilanthan, a
reporter for Tamil Guardian and frequent target of intimidation attempts,
was summoned for questioning about alleged links to the LTTE.251

Women are targeted by misogynistic and intrusive posts on social media,
especially on Facebook. When stand-up comedian Natasha Edirisooriya
faced arrest for uploading a joke deemed derogatory to Buddhism to
YouTube (see C3), a flood of misogynistic comments were leveled against
her on social media, including calls by Sinhala extremists for her to face
severe punishment.252 Intimate images have been shared in Facebook
groups without the subjects’ consent, often with abusive or derogatory
captions.253 In March 2022, during the previous coverage period, at least
one young woman filed a complaint with the CID over the nonconsensual
sharing of intimate images.254 She was countersued for defamation, and
she and two other women received court injunctions to stop posting
about the case on Instagram.

Female activists, lawyers and politicians have also experienced threats
and intimidation online that have affected their work.255 A female lawyer
who appeared on behalf of families in an enforced-disappearances case
was threatened with violence and sexualized abuse on social
media.256 During the August 2020 elections, women candidates were
also subject to sexualized abuse online.257 LGBT+ individuals were also
the target of hate speech and were identified as gay online.

C8 0-3 pts
Are websites, governmental and private entities, service

providers, or individual users subject to widespread hacking and 3
other forms of cyberattack?

Score Change: The score improved from 1 to 2 because there were no
reported attacks against civil society organizations, human rights defenders,
or the media.

Government and business websites are vulnerable to hacking and other
cyberattacks. Cyberattacks have occasionally targeted government critics,
civil society, and the media.258

In May 2023, the official Facebook account of the head of Sri Lanka’s
Ministry of Labour and Foreign Employment was temporarily hacked



during a live broadcast on labor law amendments, instead linking to
pornographic content.259 The Sampath Bank Twitter account was
similarly targeted in October 2022.

Hacktivist groups targeted government websites during the 2022 protests,
sometimes sharing messages of solidarity with the protesters. In April
2022, during the previous coverage period, the presidential website was
inaccessible, likely due to a distributed denial-of-service (DDoS) attack; a
Twitter account identified with the Anonymous India hacker group
claimed responsibility.260 Other accounts claimed to have targeted
government websites, including those of the Sri Lankan police,
parliament, and health ministry.261 It is unclear if these claimed hacks
disrupted the functioning of the websites they targeted or led to data
breaches, but several breached datasets were shared on social media.262

Media sites and journalists have also been targeted during previous
coverage periods. In August 2021, news site AdaDerana’'s YouTube
channel was hacked and streamed videos about cryptocurrency until the
media channel regained access the next day.263 In November 2021,
the Daily Mirror's YouTube channel was also hacked, though it was
recovered the same day.264

In April 2021, the Colombo Gazette's news site was subject to a DDoS
attack. The motivations of the attack were unclear.265

The Cybersecurity Act, which would establish a Cyber Protection Agency, is
expected to include provisions for protection against hacking. The state
ministry for technology said they were planning to present it in parliament
in 2023 (see C2).266

Footnotes

* JTelecommunications Regulatory Commission, “Statistics,” March
2023, https://www.trc.gov.lk/images/pdf/SORQ12023.pdf

e 2Simon Kemp, “Digital 2023: Sri Lanka,” Data Reportal, February 14,
2023, https://datareportal.com/reports/digital-2023-sri-lanka

e 3"Power cut schedule for tomorrow announced,” Ada Derana January
22, 2023, https://www.adaderana.lk/news/87796/power-cut-
schedule-for-tomorrow-ann...; “Extended power cuts likely if
electricity tariffs not increased,” Ada Derana, December 27,
2022, http://www.adaderana.lk/news/87143/extended-power-cuts-
likely-if-electr...; “Sri Lanka schedules powercuts of 3 hours for June
04 and June 05,” EconomyNext, June
2022, https://economynext.com/sri-lanka-schedules-power-cuts-of-3-
hours-for-j...; “Sri Lanka schedules powercuts of 3 hours from July 9
to July 13,” EconomyNext, July 2022, https://economynext.com/sri-
lanka-schedules-power-cuts-of-3-hours-from-...; “Sri Lanka schedules
powercuts of 3 hours on August 29,” EconomyNext, August
2022, https://economynext.com/sri-lanka-schedules-power-cuts-of-3-



hours-on-au...; “Sri Lanka schedules powercuts of 2 hours 20 minutes
till Sept 02,” EconomyNext, September
2022, https://economynext.com/sri-lanka-schedules-power-cuts-of-2-
hours-20-mi...; “Amended power cut schedule for 27th September
2022 NewsWire, September
2022, https://www.newswire.lk/2022/09/27/power-cut-schedule-for-
27thseptembr/; “Sri Lanka schedules power cuts of 1 hour 20 mins
for October 22" EconomyNext, October
2022, https://economynext.com/sri-lanka-schedules-power-cuts-of-1-
hour-20-min...; “Sri Lanka schedules 2 hours 20 minutes powercuts
from October 18-21," EconomyNext, October
2022, https://economynext.com/sri-lanka-schedules-2-hour-20-mins-
power-cuts-f...; “Powercut schedule for 1st - 4th November,”

NewsWire, November
2022, https://www.newswire.lk/2022/10/31/power-cut-schedule-
from-1st-4th-nove...; “Powecut schedule from 20th - 22nd December,”
NewsWire, December
2022, https://www.newswire.lk/2022/12/19/power-cut-schedule-
from-20th-22nd-de...; “Powecut schedule, Thursday, 12th January,”
NewsWire, January
2023, https://www.newswire.lk/2023/01/11/power-cut-schedule-
thursday-12th-jan...; “January 3rd, 4th, 5th, 6th, Powercut schedule,”
NewsWire, January

2023, https://www.newswire.lk/2023/01/03/january-3rd4th5th6th-
power-cut-sched...; “10th February - Today's powercut schedule,”
NewsWire, February
2023, https://www.newswire.lk/2023/02/10/10th-february-todays-
power-cut-sched...; “Sri Lanka could face 6-8 power cuts in 2023 if
tariffs aren't revised,: minister,” EconomyNext, December 6,
2022, https://economynext.com/sri-lanka-could-face-6-8-hour-power-
cuts-in-202...

4"Sri Lanka power cuts - wrong oil blamed,” BBC News, September
26, 2022, https://www.bbc.com/news/world-asia-63038013;  “Sri
Lanka crisis forces 13-hour blackouts, hospitals stop surgery,” Al
Jazeera, March 31,
2022, https://www.aljazeera.com/news/2022/3/31/sri-lanka-crisis-
forces-13-hou...

5"Power cuts during A/L exam period draws widespread
condemnation,” NewsFirst, January 23,
2023, https://www.newsfirst.Ik/2023/01/23/power-cuts-during-a-I-
exam-period-d...; “Energy crisis hits online education, school leaving
exams,” University World News, March 23,
2022 https://www.universityworldnews.com/post.php?
story=20220323152917725 and Powercuts plough into ICT sector
productivity The Morning March 13,
2022, https://www.themorning.lk/power-cuts-plough-into-ict-sector-
productivit...



6“Sri Lanka finally ends daily power cuts after unpopular tariff hike,”
EconomyNext, February 16, 2023, https://economynext.com/sri-
lanka-finally-ends-daily-power-cuts-after-u...

7“TRCSL lining up 5G licensing process for 2023, Ada Derana,
December 6, 2022, http://www.adaderana.lk/technology/86624/trcsl-
lining-up-5g-licensing-p...

8“Envisioning future of Sri Lanka with ultra-fast fibre and 5G: SLT-
MOBITEL Technology chiefs discuss evolving trends,” Lanka Business
Online, August 22,
2022, https://www.lankabusinessonline.com/envisioning-future-of-
sri-lanka-wit...

9"Dialog first in South Asia to trial 5G Standalone Network,” The
Island March 11, 2022, https://island.lk/dialog-first-in-south-asia-to-
trial-5g-standalone-net...

10“Hutch announces completion of islandwode network expansion
coverage, 4G rollout,” Daily FT, February 26,
2020, http://www.ft.Ik/front-page/Hutch-announces-completion-of-
island-wide-n...; “Hutch demonstrates fasted 5G experience in Sri
Lanka,” Daily FT, March 18, 2021, https://www.ft.Ik/front-page/Hutch-
demonstrates-fastest-5G-experience-i...

11"Airtel commences 5G trials; records highest speeds in Sri Lanka,”
Daily FT, February 3, 2022, https://www.ft.Ik/it-telecom-tech/Airtel-
commences-5G-trials-records-hi...

125G in Sri Lanka: Question of feasibility in a troubled economy,”
Readme.lk, Accessed September 2022, https://readme.lk/5g-in-sri-
lanka-telcos-question-amid-a-troubled-econo...

13“5G launch to be delayed by at least one year,” Sunday Times,
December 25, 2022, https://www.sundaytimes.lk/221225/business-
times/5g-launch-to-be-delaye...

14"Fitch affirms Sri Lanka Telecom at AA- (lka) outlook stable,” Fitch
Ratings, January 17,
2021, https://www.fitchratings.com/research/corporate-finance/fitch-
affirms-s...

15“SLT-Mobitel extends steadfast support to TRCSL's Gamata
Sanniwedanaya Project,” The Island, December 11,
2021, https://island.lk/slt-mobitel-extends-steadfast-support-to-
tresls-gamat...; “Hutch unveils Gamata Sannivedanaya,” Sunday
Observer, August 8,
2021,  https://www.sundayobserver.lk/2021/08/08/business/hutch-
unveils-gamata-...; “Airtel builds new 4G tower to connect more than
12,000 people in rural Sri Lanka, The Island, August 11,
2021, https://island.lk/airtel-builds-new-4g-tower-to-connect-more-
than-12000...; “Dialog Axiata partners Gamata Sannivedanaya project



initiated by TRCSL,” Daily FT, March 3, 2021, https://www.ft.Ik/front-
page/Dialog-Axiata-partners-Gamata-Sanniwedanay...

16"IFC provides USD 150 million package to Dialog Axiata plc towards
Broadband infrastructure development in Sri Lanka,” International
Finance Corporation, July 27,
2022, https://pressroom.ifc.org/all/pages/PressDetail.aspx?ID=27113

17Neville Lahiru, “Starlink in Sri Lanka? Company expects a 2023
launch,” accessed on April 19, 2023, https://readme.lk/starlink-sri-
lanka-trc-says-early-discussions/.

18"Fitch downgrades Sri Lanka Telecom to A(lka) outlook stable,”
Fitch Ratings, January 12,
2023, https://www.fitchratings.com/research/corporate-finance/fitch-
downgrade...

19“Global broadband pricing league table 2023,” Cable.co.uk,

2023, https://www.cable.co.uk/broadband/pricing/worldwide-
comparison/, “Household Income and Expenditure Survey 2019,”
Department of Census and Statistics,

2019, http://www.statistics.gov.lk/IncomeAndExpenditure/Staticalinfo
rmation/H...

20"Mobile Broadband Postpaid Plans,” Dialog, Accessed September
2023, https://www.dialog.lk/compare-postpaid-packages; “Plans and

Rates - Prepaid,” Mobitel, accessed September
2023,  https://www.mobitel.lk/broadband/plans-and-rates-prepaid;
“Day&Night Internet,” Hutch, Accessed September

2023, https://web.archive.org/web/20200610055753/https://hutch.lk/
internet/da...; International Telecommunication Union, “Statistics,”
Accessed June 2021, https://www.itu.int/en/ITU-
D/Statistics/Dashboards/Pages/IPB.aspx

21"Worldwide mobile data pricing 2022,” Cable.co.uk, accessed
March 3, 2023, https://www.cable.co.uk/mobiles/worldwide-data-
pricing/

22"Airtel to shut down its 2G, 3G mobile network by June 24: TRCSL,”
Daily Mirror, April 29,
2022, https://www.dailymirror.lk/latest_news/Airtel-to-shut-down-its-
2G-3G-mo...

23"Dialog to shut down its 3G network to give more spectrum
capacity to expand 4G network,” Dialog Axiata, December 22,
2022, https://dig.dialog.lk/news/dialog-to-shut-down-its-3g-network-
to-give-m...

24"TRCSL approves tariff hike for mobile, fixed, broadband and pay
TV services,” Ada Derana, September 3,
2022, http://www.adaderana.lk/news/84723/trcsl-approves-tariff-
hike-for-mobil...



n

25"WVAT and Telecommunications Levy increased in tax reforms,
Colombo Gazette, May 31,
2022, https://colombogazette.com/2022/05/31/vat-and-
telecommunications-levy-i...

26"Census of Population and Housing - 2012,” Department of Census
and Statistics,
2020, https://web.archive.org/web/20200229042527/http://www.stati
stics.gov.lk...

27"The impact of the COVID-19 pandemic on internet performance in
Afghanistan, Nepal and Sri Lanka,” Internet Society, December
2020, https://www.internetsociety.org/wp-
content/uploads/2020/12/APC-Covid-re...

28"Computer Literacy Statistics -2022 (First Six Months Bulletin),”
Department of Census and Statistics,
2022, http://www.statistics.gov.lk/ComputerLiteracy/Staticalinformati
on/Bulle...

29"Computer Literacy Statistics -2022 (First Six Months Bulletin),”
Department of Census and Statistics,
2022, http://www.statistics.gov.lk/ComputerLiteracy/Staticalinformati
on/Bulle...

30"Sri Lanka: Community Contributions Redevelop the North and
East,” The World Bank, October 16,
2018, https://www.worldbank.org/en/results/2018/10/16/redevelopin
g-northern-a...

31"Computer Literacy Statistics -2022, First Six Months,” Department
of Census and Statistics,
2022, http://www.statistics.gov.lk/ComputerLiteracy/Staticalinformati
on/Bulle...; The historically marginalized Up-country or Malaiyaha
Tamil communities trace their roots to Tamil Nadu and are
concentrated in the Central, Uva, Sabaragamuwa and Southern
Provinces. The Citizenship Acts of 1948-9 made the communities
stateless and denied their civil and political rights. “Sri Lanka -
Tamils,” World Directory of Indigenous Peoples, Minority Rights
Group International, accessed September
2022, http://minorityrights.org/minorities/tamils/;"Final Report of the
Consultation Task Force on Reconciliation Mechanisms,” Consultation
Task Force on Reconciliation Mechanisms, 346-350, November 17,
2016, https://drive.google.com/open?
id=0Bxbk4wYolphwRTZETF9fM1)BUEKk

32"70% of Lanka's students have no access to online study,” The
Sunday Times, February 7,
2021, http://www.sundaytimes.lk/210207/news/70-of-lankas-
students-have-no-acc...; “Sri Lanka school dropout crisis could worsen
from  coronavirus:  thinktank,” EconomyNext, January 2,
2021,  https://economynext.com/sri-lanka-school-dropout-crisis-of-



poor-kids-co...; Azzam Ameen, Twitter, June 21,
2021, https://twitter.com/AzzamAmeen/status/140690415563816550
6

33"Defence Ministry requests to block social media: TRC,” Daily
Mirror, April 3,
2022,  https://www.dailymirror.lk/breaking_news/Defence-Ministry-
request-to-bl...; “Sri Lankan government blocks social media
platforms to counter protests,” ColomboPage, April 3,
2022, http://www.colombopage.com/archive_22A/Apr03_1648944998
CH.php; “March 31 Protests and Aftermath: Updates,” Groundviews,
April 2022, https://groundviews.org/2022/04/02/march-31st-protests-
updates/; “Sri Lanka restores access to social media after banning it
for 15 hours amid protests: Report,” Medianama, April 4,
2022, https://www.medianama.com/2022/04/223-sri-lanka-social-
media-ban-restor....

34"Internet access seemingly blocked during the Mirihana protest,”
Readme.lk, March 31, 2022, https://readme.lk/internet-access-
seemingly-blocked-mirihana-protest/; “Glimpse of a desperate
government’s digital tactics as voices against government grows
louder,” Readme.lk, April 10, 2022, https://readme.lk/anti-gotabaya-
voices-grow-government-digital-tactics/

35Max Fisher, “Sri Lanka Blocks Social Media, Fearing More Violence,”
The New York Times, April 21,
2019, https://www.nytimes.com/2019/04/21/world/asia/sri-lanka-
social-media.ht...; “Social media and messaging apps restored in Sri
Lanka,” NetBlocks, April 30,
2019, https://netblocks.org/reports/social-media-and-messaging-
apps-restored-...

36"VPN services blocked in Sri Lanka as information controls tighten,”
Netblocks, April 24, 2019, https://netblocks.org/reports/vpn-services-
blocked-in-sri-lanka-as-info...

37"Who We Are - Our geographic, divisional and market capabilities,”
SLT, accessed August 2023, https://www.slt.Ik/en/content/profile

38"SLT likely to invest $60 mn in upcoming SEA-ME-WE-6 submarine
cable system,” Daily Mirror, June 30,
2020, http://www.dailymirror.lk/business-news/SLT-likely-to-invest-
US-60mn-in...;; “Undersea cable push: Airtel joins SEA-ME-WE-6
consortium; Jio’s IAX project to land in Maldives,” The Hindu, February
22, 2022, https://www.thehindu.com/business/undersea-cable-push-
airtel-joins-sea-...

39"Two Chinese operators pull out of SEA-ME-WE6 subsea cable
project as tensions with US grow,” DataCentreDynamics, February 13,
2023, https://www.datacenterdynamics.com/en/news/two-chinese-
operators-withdr...



40"$22m Maldives Sri Lanka cable lands in Hulhumale,” Capacity

Media, December 16,
2020, https://www.capacitymedia.com/articles/3827247/-22m-
maldives-sri-lanka-...-; “Dialog Axiata connects Sri Lanka and Maldives

with its high speed submarine cable,” The Island, February 24,
2021, https://island.lk/dialog-axiata-connects-sri-lanka-and-maldives-
with-hi...

41"Reliance gets green approval for World's largest submarine cable,”
The Economic Times, November 23,
2022, https://economictimes.indiatimes.com/industry/telecom/teleco
m-news/reli...

42"Fixed operators,” TRCSL, accessed September
2023, https://www.trc.gov.lk/fixed-operators.html |

43Helani Galpaya, “Broadband in Sri Lanka: Glass Half Full or Half
Empty?,” The World Bank,
2011, http://documents.worldbank.org/curated/en/87659146833145
8029/Sri-Lanka-...

44"Sri Lanka Telecom Annual report,” SLT,
2022, https://www.slt.Ik/sites/default/files/sustainability_reports/SLT_
AR_20...

45"Fitch downgrades Sri Lanka Telecom to A(lka) Outlook Stable,”
Fitch Ratings, January 12,
2023, https://www.fitchratings.com/research/corporate-finance/fitch-
downgrade...; “Cabinet grants approval for sale of state’s ownership
in  SLT and Lanka Hospitals,” Daily Mirror, March 21,
2023, https://www.dailymirror.lk/business-news/Cabinet-grants-
approval-for-sa...

46"Stop privatizing Telecom immediately,” Daily Mirror, April 3,

2023, https://www.dailymirror.lk/caption_story/Stop-privatizing-
Telecom-immed...; “Privatizing SLT detrimental to national security,”
Ada Derana, June 9,
2023, https://www.adaderana.lk/news/91141/privatizing-slt-

detrimental-to-nati...

47"Divestment of SLT: Treasury Secretary’s undertaking to SC”
NewsWire, May 8,
2023, https://www.newswire.lk/2023/05/08/divestment-of-slt-
treasury-secretary... .

48"Dialog Axiata Fact Sheet,” Dialog.lk, accessed on March 4,
2023, https://dlg.dialog.lk/fact-sheet

49"Subsidiaries,” SLT, https://www.slt.lk/en/about-
us/profile/subsidaries;"Mobitel finalizes terms of Hutch takeover,
report says,” CommsUpdate, February 11,
2014, https://www.commsupdate.com/articles/2014/02/11/mobitel-
finalises-terms...; “Sri Lanka Telecom & Mobitel join forces making



history in global connectivity,” ColomboPage, January 3,
2021, http://www.colombopage.com/archive_21A/Jan03_1609689180
CH.php

50“Annual  report 2022 Sri  Lanka Telecom,” Sri Lanka
Telecommunications PLC,
2022, https://www.slt.Ik/sites/default/files/sustainability_reports/SLT_
AR_20...

512022 Annual Report,” CK Hutchison Holdings Limited,
2022, https://doc.irasia.com/listco/hk/ckh/annual/2022/ar2022.pdf

52“Integrated report and annual financial statements 2021-2022,"
Bharti Airtel Limited,
2022, https://assets.airtel.in/teams/simplycms/web/docs/Airtel-
Integrated_Rep...

53"Dialog and Airtel sign binding term sheet to combine operations
in Sri Lanka,” NewsWire, May 2,
2023, https://www.newswire.lk/2023/05/02/dialog-airtel-sign-binding-
term-shee...

54“Number portability to finally become reality in Sri Lanka in May

2022: regulator,” EconomyNext, October 14,
2021, https://economynext.com/number-portability-to-finally-
become-reality-in...; “Number portability services gets legal approval,”
Colombo Gazette, October 14,

2021, https://colombogazette.com/2021/10/14/number-portability-
service-gets-|...

55"Number portability forges ahead as TRC opens up for tender
proposals (again),” Readme.lk, May 2,
2023, https://readme.lk/number-portability-trc-opens-tender-
proposals/; “Lanka Portability to facilitate number portability,
Readme.lk, November 23, 2022, https://readme.lk/lanka-portability-
to-facilitate-number-portability/

56"Govt removes telecom floor rates,” Daily FT, August 20,
2018, http://www.ft.lk/front-page/Govt--removes-telecom-floor-
rates/44-661221

57"Court dismisses Dialog Broadband's petition against SLT,” Daily
News, August 18, 2018, http://www.dailynews.lk/2018/08/18/law-
order/160040/court-dismisses-dia...

58"Arbitrary Blocking and Registration of Websites: The Continuing
Violation of Freedom of Expression on the Internet,” Centre for Policy
Alternatives, November 9, 2011, https://www.cpalanka.org/wp-
content/uploads/2011/11/FINAL-FOE-STATEMENT...

59"Sri Lanka budget 2022: key tax changes,” EconomyNext,
November 12, 2021, https://economynext.com/sri-lanka-budget-
2022-key-tax-changes-87927/



60“TRCSL lining up 5G licensing process for 2023, Ada Derana,
December 6, 2022, http://www.adaderana.lk/news/86624/trcsl-lining-
up-5g-licensing-process...

61“Sri Lankan Govt's proposed ‘Broadcast Act’ gets stiff reception,”
News First, May 31, 2023, https://www.newsfirst.lk/2023/05/31/sri-
lankan-govt-s-proposed-broadcas...; Zulfick Farzan, “Sri Lanka trying
new ways to suppress media?,” News 1st, May 31,
2023, https://english.newsfirst.lk/2023/05/31/sri-lanka-trying-new-
ways-to-su...; “Broadcasting Regulatory Commission Act jolts
Opposition,” Sunday Island, June 7,
2023, https://island.lk/broadcasting-regulatory-commission-act-jolts-
oppositi...

62Himal Kotelawala, “Proposed Sri Lanka broadcast authority:
opposition mulling legal action,” Economy Next, June 5,
2023, https://economynext.com/proposed-sri-lanka-broadcast-
authority-oppositi...

63Zulfick Farzan, “Opposition Committee to discuss Broadcasting
Regulatory Commission,” News 1st, June 5,
2023,  https://www.newsfirst.lk/2023/6/5/opposition-committee-to-
discuss-broad...

64"Gazette issued on functions and institutions under ministries,”
NewsWire, May 31,
2022, https://www.newswire.lk/2022/05/31/gazette-issued-on-
functions-institut..., Rohan Samarajiva, Twitter posts, May 31,
2022, https://twitter.com/samarajiva/status/1531534933722042368

65"The Gazette of the Democratic Socialist Republic of Sri Lanka,”
Department of  Government Printing, December 12,
2019, http://documents.gov.lk/files/egz/2019/12/2153-12_E.pdf

66Zulfick Farzan, “Sri Lanka: Two Ministries for Technology,
Investment, Women, Child Affairs,” News First, June 10,
2022, https://www.newsfirst.lk/2022/06/10/sri-lanka-two-ministries-
for-techno...

67“TRC moved out from Ministry of Defence,” NewsWire, October 27,
2022, https://www.newswire.lk/2022/10/27/trc-moved-out-from-
ministry-of-defen...

68Malathy Knight-John, “Telecom Regulatory and Policy Environment
in Sri Lanka: Results and Analysis of the 2008 TRE Survey,” Institute of
Policy Studies, November 26, 2008, http://lirneasia.net/wp-
content/uploads/2009/07/TRE_SriLanka_Final_2008...

69"TRCSL releases number portability consultation paper,” The
Morning, February 2, 2021, https://www.themorning.lk/trcsl-releases-
number-portability-consultatio...



70“TRC raises Rs. 3.28 bn from LTE mobile spectrum auction,”
DailyFT, March 29, 2013, http://www.ft.Ik/front-page/trc-raises-rs-3-
28-b-from-Ite-mobile-spectr..., “Issuance of Licenses,”
Telecommunications Regulatory Commission of Sri Lanka, accessed
September

2023, http://www.trc.gov.lk/component/k2/itemlist/category/66-
issuance-of-lic...

71"Colombo Telegraph blockade: TRC clueless,” Daily FT, August 27,
2013, http://www.ft.Ik/article/181608/Colombo-Telegraph-blockade--
TRC-clueless; Sarath Kumara, “Sri Lankan government prepares new
Internet restrictions,” World Socialist Web Site, February 15,
2010, https://www.wsws.org/en/articles/2010/02/sImd-f15.html

72"Jayantha De Silva removed as Technology Ministry Secretary,” The
Morning Sri Lanka News, August 25,
2022, https://www.themorning.lk/articles/215689

73"TRCSL Members of the Commission,” TRC, accessed January 30,
2023, https://www.trc.gov.lk/members-of-the-commission.html

74"Defence Secretary takes post as TRC Chairman,” Daily FT,
December 7, 2019, http://www.ft.Ik/front-page/Defence-Secretary-
takes-office-as-TRC-Chair... and TRC Director General Resigns Daily
Mirror, January 1, 2022 https://www.dailymirror.lk/business-
news/TRC-Director-General-resigns/2...

7500ni explorer Anomaly Al
Arabiya.net: https://explorer.ooni.org/m/20220729204926.102236_LK
_webconnectivity_60...

7600ni explorer Anomaly
sealswcc.com: https://explorer.ooni.org/m/20220729130630.088041_
LK_webconnectivity_de...

7700ni explorer Anomaly
Kaleidoscopetrust.com: https://explorer.ooni.org/m/20220729203508
.962174_LK_webconnectivity_36...

7800ni explorer, “Sri Lanka: Web Connectivity,”
2020, https://explorer.ooni.org/search?probe_cc=LK&until=2021-02-
13&since=202...; Ooni explorer, “Anomaly,”

2020, www.sankathi24.com,”https://explorer.ooni.org/measurement/
20200608T205301Z_AS9329_dbFWfZtém....

790o0ni explorer, “Anomaly www.adultfriendfinder.com,”
2021, https://explorer.ooni.org/measurement/20211223T180332Z_w
ebconnectivity_...; Ooni explorer, “Anomaly,”

2021, https://explorer.ooni.org/measurement/20211004T072645Z_w
ebconnectivity_...

800o0ni explorer, “Anomaly,” Lankaenews,
2022, https://explorer.ooni.org/measurement/20220928T214118Z_w



ebconnectivity_...

81Raisa Wickrematunge, “RTlI Reveals Lanka E News Blocked on
Order from President's Office,” Groundviews, April 11,
2018, https://groundviews.org/2018/04/11/lanka-e-news-blocked-on-
order-from-p...; OONI Explorer, accessed April 17,
2022, https://explorer.ooni.org/search?
test_name=web_connectivity&probe_cc=LK...

82"Sri Lanka blocks social media for third time in a month,”
Netblocks, May 13, 2019, https://netblocks.org/reports/sri-lanka-
blocks-social-media-for-third-t..., Max Fisher, “Sri Lanka Blocks Social
Media, Fearing More Violence,” The New York Times, April 21,
2019, https://www.nytimes.com/2019/04/21/world/asia/sri-lanka-
social-media.ht....

83Louise Matsakis, Issie Lapowsky, “Don't Praise the Sri Lankan
Government for blocking Facebook”, ~WIRED, April 23,
2019, https://www.wired.com/story/sri-lanka-bombings-social-media-
shutdown/.

84"Sri Lanka govt mulls ways to control websites amid rising online
activism,” Economy Next, August 11,
2021, https://economynext.com/sri-lanka-govt-mulls-ways-to-control-
websites-a...; “Sri Lanka to introduce new laws to regulate social
media,” Ada Derana, January 6,
2023, http://www.adaderana.lk/news/87400/sri-lanka-to-introduce-
new-laws-to-r...

85"Nathasha Edirisooriya remanded till June 7,” Daily Mirror, May 23,
2023, https://www.dailymirror.lk/print/front_page/Nathasha-
Edirisooriya-reman...

86"Parliament: Two journalists reprimanded, FB wuser warned,”
NewsWire, October o,
2022, https://www.newswire.lk/2022/10/06/parliament-two-
journalists-reprimand...; “The individual who admitted breaching
privileges of Parliamentarians on Facebook apologizes before the
Committee on Ethics and Privileges,” Parliament of Sri Lanka, October

5, 2023, https://www.parliament.lk/en/news-en/view/2794?
category=6.

871bid.

88"Facebook’s Tamil censorship highlights risks to everyone,” The
Intercept, January 19,
2022, https://theintercept.com/2022/01/19/facebook-tamil-

censorship-sri-lanka/

89"Facebook Transparency Report January - June 2022,” Meta, June
2022, https://transparency.facebook.com/content-
restrictions/country/LK



90Google transparency report “Government requests to remove
content: Sri Lanka,” July - December
2022, https://transparencyreport.google.com/government-
removals/government-re...

91“Sri Lanka Twitter Transparency Centre Removal Requests,”
Twitter, July - December
2021, https://transparency.twitter.com/en/reports/countries/Ik.html

92"Facebook Transparency Report January - June 2022,” Meta, June
2022, https://transparency.facebook.com/content-
restrictions/country/LK

93Raisa Wickrematunge, “Blocked: RTI Requests reveal process of
blocking websites in Sri Lanka,” Groundviews, December 8§,
2017, https://groundviews.org/2017/12/08/blocked-rti-requests-
reveal-process-..., Raisa Wickrematunge, “Blocked: RTI requests
reveal process behind blocking of websites in Sri Lanka,”
Groundviews, December 8,
2017, https://groundviews.org/2017/12/08/blocked-rti-requests-
reveal-process-...; Raisa Wickrematunge, “RTl Reveals Lanka E News
Blocked on Order from President’s Office,” Groundviews, April 11,
2018, https://groundviews.org/2018/04/11/lanka-e-news-blocked-on-
order-from-p...

94Yudhanjaya Wijeratne, Twitter posts, April 28,
2022, https://twitter.com/yudhanjaya/status/1519551503731728387;
Hashtag Generation, Twitter, May 26,

2022, https://twitter.com/generation_sl/status/152971079821336985
8

95Jegan Ganeshan, Twitter Posts, April 4,
2022, https://twitter.com/imjeganG/status/1510960934109716484;
Yudhanjaya Wijeratne, Twitter posts, April 5,

2022, https://twitter.com/yudhanjaya/status/1511380525222608901

96In 2011, one website operator who challenged blocking settled out
of court, agreeing to several TRC conditions—such as removing links
to blocked content—in return for restored access. After a complaint
was made to the Human Rights Commission of Sri Lanka about the
blocking of two websites in May 2014, the commission said it would
investigate, but that freedom of expression was subject to
constitutional limits. S.S. Selvanayagam, “Website previously blocked
now permitted to operate by SC” DailyFT, December 16,
2011, http://www.ft.Ik/article/60774/Website-previously-blocked-now-
permitted...;, Waruni Karunarathne, “HRC To Study Complaint on
Websites,” The Sunday
Leader, http://www.thesundayleader.lk/2014/05/25/hrc-to-study-
complaint-on-webs...

97International Crisis Group, “Sri Lanka's Judiciary: Politicised Courts,
Compromised Rights,” June 30,



2009, https://www.crisisgroup.org/asia/south-asia/sri-lanka/sri-lanka-
s-judic...

98"Sri Lanka to introduce new laws to regulate social media,” Ada
Derana, January 6, 2023, http://www.adaderana.lk/news/87400/sri-
lanka-to-introduce-new-laws-to-r...

99"False truths’ and ‘hate speech’ bills in the pipeline,” The Morning,
October 20, 2021, https://www.themorning.lk/false-truths-and-hate-
speech-bills-in-the-pip...

100“Facebook and the Asia Foundation launch website to promote
tolerance in Sri Lanka,” Ada Derana, June 4,
2021, http://bizenglish.adaderana.lk/facebook-and-the-asia-
foundation-launch-...

101“Facebook takes action against misinformation on COVID-19 and
keep people safe and informed in Sri Lanka,” Daily Mirror, March 19,
2020, http://www.dailymirror.lk/business/Facebook-takes-action-
against-misinf...

102"Facebook, Twitter and YouTube to monitor social media
campaigns during election period,” NewsFirst, March 8,
2020, https://www.newsfirst.Ik/2020/03/08/facebook-twitter-and-
youtube-to-mon...

103“Sri Lanka: social media and electoral integrity,” Hashtag
Generation, accessed on February 26,
2021, https://drive.google.com/file/d/1qQKubeK1HtAtom3)J5v2BKoQ5
hToH9ma_/view?...

104Sam Biddle, “FACEBOOK'S TAM IL CENSORSHIP HIGHLIGHTS RISKS
TO EVERYONE,” The Intercept, January 19,
2022, https://theintercept.com/2022/01/19/facebook-tamil-
censorship-sri-lanka/

105“The Facebook Papers: Documents reveal internal fury and
dissent over site’'s policies,” NBC News, October 25,
2021, https://www.nbcnews.com/tech/tech-news/facebook-
whistleblower-documents...; “Facebook Dangerous Individuals and
Organizations List (Reproduced Snapshot),” The Intercept, October
12, 2021, https://theintercept.com/document/2021/10/12/facebook-
dangerous-individ...

106"Assessing the human rights impact of the Facebook platform in
Sri Lanka,” Business and Human Rights Resource Centre, May 12,
2020, https://www.business-humanrights.org/en/latest-
news/assessing-the-human...; “Facebook’s apology for its role in Sri
Lanka’'s anti-Muslim riots should spark change,” The Diplomat, May
15, 2020, https://thediplomat.com/2020/05/facebooks-apology-for-
its-role-in-sri-I...



107"Facebook’'s Human Rights Impact Assessment (HRIA) on Sri
Lanka:  Some brief  thoughts,”  ICT4Peace, May 13,
2020, https://ict4peace.wordpress.com/2020/05/13/facebooks-
human-rights-impac...

108"Digital dissent grows in Sri Lanka Asia,” Democracy Chronicles,
January 24, 2022, https://adnchronicles.org/2022/01/24/digital-
dissent-grows-in-sri-lanka/

109"Aragalaya activist arrested again over hate comments on FB,”
Daily News, January 27,
2023, https://www.dailynews.Ik/2023/01/27/local/296114/aragalaya-
activist-arr...

110“Circular issued for public officers on expression of opinion on

social media,” Ada Derana, September 27,
2022, http://www.adaderana.lk/news/85198/circular-issued-for-
public-officers-...; “Sri Lanka imposes social media ban after child
hunger posts,” The Hindu, September 28,
2022, https://www.thehindu.com/news/international/sri-lanka-

imposes-social-me...

111"Public servants gagged: Cannot criticise government on social
media,” The Sunday Times, November 11,
2021, https://www.sundaytimes.lk/211121/news/public-servants-
gagged-cannot-cr...

112"Sri Lanka on alarming path towards recurrence of grave human
rights violations,” UN report Office of the High Commissioner, January
27,

2021, https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.asp
X?NewsID=26695...

113"How fear set in overnight in Sri Lanka,” BBC, February 26,
2020, https://www.bbc.com/news/world-asia-51555853

114US Department of State, “2018 Country Reports on Human Rights
Practices,” 2018, https://www.state.gov/reports/2018-country-
reports-on-human-rights-prac...

115Mario Arulthas, “Trouble brews in post-election Sri Lanka,” Al
Jazeera, December 9,
2019, https://www.aljazeera.com/indepth/opinion/trouble-brews-
post-election-s...

116Aliya Iftikhar, “Sri Lankan Journalists turn to self-censorship under
Rajapaksas as hope for justice fades,” Committee to Protect
Journalists, April 28, 2020, https://cpj.org/blog/2020/04/sri-lankan-
journalists-turn-to-self-censor...

117Seth Smalley, “Sri Lanka’s protests faced an information war,”
Poynter, 2022, https://www.poynter.org/fact-checking/2022/sri-
lankas-protests-faced-an...



118

119Nishadi Gunatilake, “Findings and Lessons Learned from Our Pilot
Misinformation Management Project in Sri Lanka,” The Sentinel
Project, April 24,
2022, https://thesentinelproject.org/2022/04/24/findings-and-
lessons-learned-...

120“Sri Lanka: social media and electoral integrity,” Hashtag
Generation, accessed on February 26,
2021, https://drive.google.com/file/d/1qQKubeK1HtAtom3)5v2BKoQ5
hToH9ma_/view?...

121"“Sri Lanka's local body polls postponed indefinitely due to lack of
funds,” The Hindu, April 11,
2023, https://www.thehindu.com/news/international/sri-lankas-local-
body-polls...

122Tweet, Hashtag Generation, February 7,
2023, https://twitter.com/generation_sl/status/162285306252324454
5; Tweet, Hashtag Generation, February 16,

2023, https://twitter.com/generation_sl/status/162608054936969216
3/photo/2

123Samantha Bradshaw, Hannah Bailey & Philip N. Howard,
“Industrialized Disinformation: 2020 Global Inventory of Organised
Social Media Manipulation,” Working Paper 2021.1. Oxford, UK:
Project on Computational Propaganda,
2021, https://demtech.oii.ox.ac.uk/wp-
content/uploads/sites/127/2021/01/Cyber...

124"Rs.100,000 to be Charged from News Websites,” Daily Mirror, July
12, 2012, http://www.dailymirror.lk/20228/cabinet-approves-to-
amend-the-press-cou...

125"Media Accreditation Form,” Sri Lanka News, accessed September
2022, https://www.news.lk/contact-us/media-accreditation-forms.

126"New guidelines for issuance of 2020 official media accreditation
cards,” Daily FT, December 9, 2019, http://www.ft.lk/news/New-
guidelines-for-issuance-of-2020-official-medi...; “Media Accreditation
Form,” Department of Government Information,
2021, https://www.dgi.gov.lk/images/pdf/2021/staff_english.pdf

127"Who's trying to silence the fearless voice of Sri Lankan journalist
Tharindu Jayawardhana?,” Global Voices, July 31,
2021, https://globalvoices.org/2021/07/31/whos-trying-to-silence-the-
fearless...

128Ruki Fernando, Twitter posts, February 6,
2023, https://twitter.com/rukitweets/status/1622607752500764674
and Refusal to register medialk.com; “Information Department
violates right to free expression Sri Lanka Brief,” HRC SL Sri Lanka



Brief, February 7, 2023, https://srilankabrief.org/refusal-to-register-
medailk-com-by-informatio...

129"Disinformation campaigns attempt to undermine Sri Lankan
protests,” Rest of World, April 19,
2022, https://restofworld.org/2022/newsletter-south-asia-
disinformation-campa...

130“About  Roar  Media,” Roar.lk, accessed September
2023, https://roar.global/roar-media/about/

131“About us: Watchdog.team,” Investigations, accessed September
2023, https://investigations.watchdog.team/

132"Home,” Readme.lk, accessed September 2023, https://readme.lk/

133“#UPRLKA: Complete Tweet Archive and Related Visualisation
Around Sri Lanka's UPR Review,” Groundviews, November 2,
2012,  https://groundviews.org/2012/11/02/uprlka-complete-tweet-

archive-and-re...; “Announcing the launch of Maatram: Citizen
journalism in Tamil,” Groundviews, January 20,
2014, https://us2.campaign-archive.com/?

u=746409e6de7b1c2a97474620a&id=855e4e...

134"How it works,"” Manthri.lk, accessed September
2023, http://www.manthri.lk/en/how.

135"Home,” medialk.com, accessed September
2023, https://medialk.com/

136Himal Southasian, accessed September
2023, www.himalmag.com

137"Home,” Counterpoint, accessed September
2023, http://counterpoint.lk/.

138“Anidda to be launched in April 29,” Sunday Observer, April 22,
2018, http://www.sundayobserver.lk/2018/04/22/news/anidda-be-
launched-april-29

139"Home,” Divide, accessed September 2023, http://divide.lk/ Verite

Research portfolio, The
Divide: https://www.veriteresearch.org/portfolio-tags/the-
divide/ Verite Research Twitter
#TheDivideLK https://twitter.com/hashtag/TheDividelLK?

src=hashtag_click

140"About us,” Museum of Religious Freedom, accessed September
2023, https://museumofreligiousfreedom.lk/about-us

141"Home page,” Historicaldialogue.lk, accessed September
2023, https://historicaldialogue.lk/

142AFP, “Sri Lanka Fact Check,” September 8,
2022, https://factcheck.afp.com/doc.afp.com.32HN4AZ; “Sri Lanka:



The fake ‘invasions’ of a broadcaster and Central Bank,” BBC News,
July 15, 2022, https://www.bbc.com/news/world-asia-62167454

143AFP, “Sri Lanka Fact Check,” September 20,
2022, https://factcheck.afp.com/doc.afp.com.32JN4QX

144"Anti-vaxxer claims circulate online in Sri Lanka as island nation
prepares for coronavirus vaccination drive,” AFP, Factcheck Sri Lanka,
February 11, 2021, https://factcheck.afp.com/anti-vaxxer-messages-
circulate-online-sri-lan...; “Facebook posts misrepresent Sri Lankan
politician's comments on COVID-19 vaccine,” AFP, Factcheck Sri
Lanka, February 2021, https://factcheck.afp.com/facebook-posts-

misrepresent-sri-lankan-politi...; “Do COVID 19 vaccines cause
infertility? No,” Watchdog, January 19,
2022, https://watchdog.team/post?id=3664; “Countering
mis/disinformation during COVID-19: Lessons from Sri Lanka,” Open
Internet for Democracy, November 2,
2022, https://openinternet.global/news/countering-

misdisinformation-during-co...; “Creeping vaccine hesitancy in Sri
Lanka: authorities blame organised campaign,” EconomyNext,
September 28, 2021, https://economynext.com/creeping-vaccine-
hesitancy-in-sri-lanka-authori...

145"Local police and a mosque trustee said the incident was unlikely
to have been politically motivated,” AFP Fact Check, November 21,

2019, https://factcheck.afp.com/local-police-and-mosque-trustee-
said-incident...; Yudhanjaya Wijeratne, “The Social Media Block Isn't
Helping Sri Lanka,” Slate, April 25,

2019, https://slate.com/technology/2019/04/sri-lanka-social-media-
block-disin...

146Amanda Taub, Max Fisher, “Where Countries are Tinderboxes and
Facebook is a match,” The New York Times, April 21,
2018, https://www.nytimes.com/2018/04/21/world/asia/facebook-sri-
lanka-riots...

147Casey Newton, “Facebook says it will begin removing
misinformation that leads to violence,” The Verge, July 18,
2018, https://www.theverge.com/2018/7/18/17588624/facebook-
misinformation-rem...

148#GoHomeRanil  Twitter  posts:  https://twitter.com/search?
g=%23gohomeranil&src=typed_query&f=live

149#Battiwalk4justice Twitter
posts: https://twitter.com/hashtag/BattiWalk4justice?
src=hashtag_click&f=live

150#Mullivaikkal, Twitter, accessed September
2023, https://twitter.com/search?

g=%23Mullivaikkal&src=typed_query&f=live



151#Malaiyaha200 Twitter
posts: https://twitter.com/hashtag/malaiyaham200?src=hashtag_click

152“The Timeline of the Sri Lankan Protests as They Unfolded,” The
Wire, July 22, 2022, https://thewire.in/south-asia/sri-lanka-protests-
timeline

153“The Timeline of the Sri Lankan Protests as They Unfolded,” The
Wire, July 22, 2022, https://thewire.in/south-asia/sri-lanka-protests-
timeline

154Waruna Karunatilake and Uditha Jayasinghe, “Sri Lanka will not
extend emergency as protests tail off,” Reuters, August 16,
2022,  https://www.reuters.com/world/asia-pacific/sri-lankas-state-
emergency-w...; “Sri Lanka: Revoke Sweeping New Order to Restrict
Protest,” Human Rights Watch, September 27,
2022, https://www.hrw.org/news/2022/09/27/sri-lanka-revoke-
sweeping-new-order...

155“Penalized for protesting: Sri Lanka’s crackdown on protesters,”
Amnesty International, September 8,
2022, https://www.amnesty.org/en/documents/asa37/5986/2022/en/;
“Aragalaya activist arrested again over hate posts,” Daily News,
January 27,
2023, https://www.dailynews.lk/2023/01/27/local/296114/aragalaya-
activist-arr...; “Activist Pathum Kerner arrested,” Daily News, July 29,
2022, https://www.dailynews.lk/2022/07/29/law-
order/284022/activist-pathum-ke...

156See e.g.: #DisappearedSL, Twitter
Posts, https://twitter.com/hashtag/disappearedsl; #1000wagehike,
Twitter Posts, https://twitter.com/hashtag/1000wagehike.;
#StopForcedCremations, Twitter

Posts, https://twitter.com/hashtag/stopforcedcremations; Amalini de
Sayrah, Twitter
posts: https://twitter.com/Amaliniii/status/1338358789800595456

(accessed 26 February 2021); #justiceforhejaaz, Twitter
Posts, https://twitter.com/hashtag/justiceforhejaaz and #FreeAhnaf,
Twitter Posts, https://twitter.com/hashtag/freeahnaf and Justice For
Hejaaz, Twitter, https://twitter.com/Justice4Hejaaz.

157“Sri Lanka's MeToo movement sparks reflection in newsrooms,”
The Hindu, June 24,
2021, https://www.thehindu.com/news/international/sri-lankas-
metoo-moment-spa...

158“End government crackdown on peaceful protesters,” Human
Rights Watch, August 5,
2022, https://www.hrw.org/news/2022/08/05/sri-lanka-end-
government-crackdown-...; crisis24, “Nationwide state of emergency
ends as of August 19," August



2022, https://crisis24.garda.com/alerts/2022/08/sri-lanka-nationwide-
state-of...

159Centre for Policy Alternatives, “Emergency Regulations
promulgated in May and July 2022
2022, https://www.cpalanka.org/wp-
content/uploads/2022/07/Emergency-Regulatio...

160Gazette of the Democratic Socialist Republic of Sri Lanka, No.
2278/23, May 6, 2022, accessible
at http://documents.gov.lk/en/gazette.php; Waruna Karunatilake and
Uditha Jayasinghe, “Sri Lanka will not extend emergency as protests
tail off,” Reuters, August 16,
2022, https://www.reuters.com/world/asia-pacific/sri-lankas-state-
emergency-w...

161"Press Council law to be amended to cover new media,”
NewsWire, January 6,
2021,  http://www.newswire.lk/2021/01/06/press-council-law-to-be-
amended-to-co...

162"Amending Press Council Act: Government seeks opinions on
amendments,” The Morning, February 21,
2021, http://www.themorning.lk/amending-press-council-act-
government-seeks-op...; “Free Media Movement calls for the abolition
of the Press Council law,” IFEX, March 20, 2021, https://ifex.org/sri-
lanka-free-media-movement-calls-for-the-abolition-...; Sandun
Jayawardana, “Emergency passed in Parliament,” Sunday Times, May
24, 2019, http://www.sundaytimes.lk/article/1089205/emergency-
passed-in-parliament

163RTI Commission of Sri Lanka, “Reflections on Sri Lanka's RTI Act
and RTI Regime,” February
2019, http://www.rticommission.lk/web/images/pdf/books/reflection
s-on-sri-lan...

164Chris Kamalendran, “Ashraff crash: not an explosion but
maintenance negligence,” Sunday Times, March 4,
2018, http://www.sundaytimes.lk/180304/news/ashraff-crash-not-an-
explosion-bu...

165"Antiterrorism A Bill,” The Gazette of the Democratic Republic of
Sri Lanka, March 17,
2023, http://documents.gov.lk/files/bill/2023/3/304-2023_E.pdf; “Sri
Lanka: Reject New Counterterrorism Bill,” Human Rights Watch, April
7, 2023, https://www.hrw.org/news/2023/04/07/sri-lanka-reject-new-
counterterrori...

166International Center for Not-for-Profit Law, “Sri Lanka’s draft anti-
Terrorsim Bill,” FT Times, April 28, 2023, https://www.ft.Ik/opinion/Sri-
Lanka-s-draft-Anti-Terrorism-Bill/14-7477 ...



* 167“Sri Lanka's draft Anti Terrorism Bill,” Daily FT, April 28,
2023, https://www.ft.Ik/opinion/Sri-Lanka-s-draft-Anti-Terrorism-
Bill/14-7477...; “Sri Lanka: proposed terror bill labelled tyrannical,
undemocratic,” International Federation of Journalists, April 13,
2023, https://www.ifj.org/media-centre/news/detail/category/press-
releases/ar...; “Sri Lanka: Reject new counterterrorism bill,” Human
Rights Watch, April 7,
2023, https://www.hrw.org/news/2023/04/07/sri-lanka-reject-new-
counterterrori...

* 168"Sri Lankan president pardons convicted Tamil editor,” BBC, May
3, 2010, http://news.bbc.co.uk/2/hi/south_asia/8657805.stm

e 169"Prevention of Terrorism Act’' to be amended ahead of UNHRC,”
NewsFirst, January 28,
2022, https://www.newsfirst.lk/2022/01/28/prevention-of-terrorism-
act-to-be-a...

e 170“Civil society on proposed amendments to the Prevention of
Terrorism Act Daily,” FT, February 8,
2022, https://www.ft.Ik/opinion/Civil-Society-statement-on-proposed-
amendment...

e 171"Emergency Regulations promulgated in May and July 2022
Center for Policy Alternatives, accessed on July 26,
2023, https://www.cpalanka.org/wp-
content/uploads/2022/07/Emergency-Regulatio...; Waruna
Karunatilake and Uditha Jayasinghe, “Sri Lanka will not extend
emergency as protests tail off,” Reuters, August 16,
2022, https://www.reuters.com/world/asia-pacific/sri-lankas-state-
emergency-w...; Department of government printing, Public Security
Ordinance (Chapter
40) http://documents.gov.lk/files/egz/2022/7/2289-07_E.pdf

* 172"Cabinet approval for tougher laws on fake news,” Daily FT, June
6, 2019, http://www.ft.lk/front-page/Cabinet-approval-for-tougher-
laws-on-fake-n..., Rehab Mahamoor, “The Problem With Sri Lanka’s
New ‘False  News' Law,” The Diplomat, August 7,
2019, https://thediplomat.com/2019/08/the-problem-with-sri-lankas-
new-false-n...

e 173"“Fake news likely to be criminalized,” The Morning, April 5,
2021, https://www.themorning.lk/fake-news-likely-to-be-criminalised/

* 174"No warrant needed for ‘fake news’ arrests,” The Morning June 9,
2021, https://www.themorning.lk/no-warrant-needed-for-fake-news-
arrests/

* 175Respective legislation: Official Secrets Act No. 32 of 1955;
Parliament (Powers and Privileges) (Amendment) 1999; Prevention of
Terrorism (Temporary Provisions) Act No. 48 of 1979.



176"Media cautioned against inciting hate speech,” Daily News,
March 8,
2018, http://www.dailynews.lk/2018/03/08/local/144962/media-
cautioned-against....

177"Criticizing political leaders: Lawyer reminds police about SC
judgment,” NewsWire, January 4,
2022, https://www.newswire.lk/2022/01/04/criticizing-political-
leaders-lawyer...

178"Misuse of ICCPR Act and Judicial System to Stifle Freedom of
Expression in Sri Lanka,” Monitor, July 5,
2019, https://monitor.civicus.org/newsfeed/2019/07/05/iccpr-act-
and-judicial-...

179"Sri Lanka To Introduce Law Against Religious Slander On Social
Media,” NDTV, May 29, 2023, https://www.ndtv.com/world-news/sri-
lanka-to-introduce-law-against-reli...

180“Sri Lanka to present Cyber Security Bill in Parliament,” Daily
Mirror, February 27,
2023, https://www.dailymirror.lk/breaking_news/Sri-Lanka-to-
present-Cyber-Sec...

181“Draft bill to be prepared to introduce cyber protection laws,”
Colombo Gazette, October 12,
2021, https://colombogazette.com/2021/10/12/draft-bill-to-be-
prepared-to-intr...

182"“Two new cyber protection laws coming up,” NewsWire, October
12, 2021, https://www.newswire.lk/2021/10/12/two-new-cyber-
security-laws-coming-u... and Sri Lanka to draft new cyber security
legislation; “Two new separate bills proposed,” EconomyNext,
October 12, 2021, https://economynext.com/sri-lanka-to-draft-new-
cyber-security-legislati...

183“Lirneasia’s Response to Ministry of Digital Infrastructure and
Information Technology and Sri Lanka CERT's invitation for comments
on Cyber Security Bill,” LirneAsia, June 5,
2019, https://lirneasia.net/wp-content/uploads/2019/06/LIRNEasia-
comments-to-...

184"Social activist Piyath Nikeshala arrested,” Aderana, June 26,
2023, https://www.adaderana.lk/news/91524/social-activist-piyath-
nikeshala-ar...; Colombo Gazette, “Aragalaya Activist Piyath Nikeshala
Granted Bail,” MENAFN, June 27,
2023, https://menafn.com/1106508055/Aragalaya-Activist-Piyath-
Nikeshala-Grant...

185“Social media activist Darshana Handunugoda arrested at BIA,”
Daily Mirror, February 0,
2023, https://www.dailymirror.lk/breaking_news/Social-Media-
activist-Darshana...



186"Passport of British national seized by immigration officials,”
News First, August 2,
2022, https://www.newsfirst.lk/2022/08/02/passport-of-british-
national-seized...

187"Aragalaya’ foreigner missing despite deportation order,” The
Morning, August 15,
2022, https://www.themorning.lk/articles/215084; “SC dismisses
British instagrammers FR petition against deportation,” Daily Mirror,
May 12, 2023, https://www.dailymirror.lk/breaking_news/SC-
dismisses-British-instagram...

188"Hate speech on social media towards security forces: suspect
arrested,” NewsWire, July 25,
2022,  https://www.newswire.lk/2022/07/25/hate-speech-on-social-
media-against-...

189“Pathum Kerner arrested by CCD,” Ada Derana, July 28§,
2022, http://www.adaderana.lk/news/83927/pathum-kerner-
arrested-by-ccd; “Pathum Kerner released on bail,” NewsFirst, August
4, 2022, https://www.newsfirst.lk/2022/08/04/pathum-kerner-
released-on-bail/

190"Human rights defender Tharindu Uduwaragedara questioned by
the cyber crimes investigation division in Sri Lanka,” Frontline
Defenders, November 8,
2022, https://www.frontlinedefenders.org/en/case/human-rights-
defender-tharin...

191"Journalist ordered to 90 day detention for intelligence breach,”
International Federation of  Journalists, August 26,
2021, https://www.ifj.org/media-centre/news/detail/category/press-
releases/ar...; “Sri Lankan journalist Keerthi Ratnayake detained
under anti-terror act,” Committee to Protect Journalists, August 27,
2021, https://cpj.org/2021/08/sri-lankan-journalist-keerthi-ratnayake-
detaine....

192Sudarshana  Gunawardana, Twitter posts, February 8§,
2022, https://twitter.com/sudarshana_rn/status/14913362079636602
937s=21

193Wasantha Rupasinghe, “Sri Lankan comedienne Natasha
Edirisooriya arrested: An attack on freedom of speech,” World
Socialist Web
Site, https://www.wsws.org/en/articles/2023/06/12/pmdj-j12.html;

194“Natasha Edirisooriya and Bruno Divakara further remanded,”
Daily Mirror, June 7,
2023, https://www.dailymirror.lk/breaking_news/Natasha-
Edirisooriya-and-Bruno...; “Nathasha Edirisooriya remanded till June
7, Daily Mirror, May 29,



2023, https://www.dailymirror.lk/print/front_page/Nathasha-
Edirisooriya-reman....

195"Causing religious tension: Ven Saddharatna, Bruno and Natasha
remanded until 21 June,” The Island, June 8,
2023, https://island.lk/causing-religious-tension-ven-saddharathana-
bruno-and...; Wasantha Rupasinghe, “Arrested Sri Lanka comedian
Natasha Edirisooriya granted bail,” July 13,
2023, https://www.wsws.org/en/articles/2023/07/13/riik-j13.html.

196"Ven Ranjangane Saddharathana Thera arrested,” Daily Mirror,
May 29, 2023, https://www.dailymirror.lk/breaking_news/Ven-
Rajangane-Saddharathana-Th...

197“Ven Ranjangane Saddharathana Thero further remanded,” Ada
Derana, June 7, 2023, https://www.adaderana.lk/news/91086/ven-
rajangane-saddharathana-thero-f...

198"Activist Sepal Amarasinghe remanded,” News First, January 6,
2023, https://www.newsfirst.lk/2023/01/06/activist-sepal-

amarasinghe-remanded/; Daily Mirror, Twitter post, February 21,
2023, https://twitter.com/Dailymirror_SL/status/16279848560714055
687s=20

199"Arresting for FB comments: Activist files FR,” NewsWire,
November 19, 2021, https://www.newswire.lk/2021/11/19/arresting-
for-fb-comments-activist-f...

200"Civil society activist Chirantha Amerasinghe arrested,” Daily

Mirror, February 28,
2023, https://www.dailymirror.lk/print/front_page/Civil-Society-
Activist-Chir...

201"“Tamil journalist arrested by Sri Lanka's Terrorism Investigation
Division,” Tamil Guardian, November 29,
2020, https://www.tamilguardian.com/content/tamil-journalist-
arrested-sri-lan...; “Sri Lanka Barometer Survey Reveals What People
Think About Freedom of Expression and Religion,” Groundviews, June
9, 2023, https://groundviews.org/2023/06/09/sri-lanka-barometer-
survey-reveals-w....

202"Young Tamil arrested under PTA for a FB photo posted in 2018,”
Sri Lanka Brief, July 7, 2021, https://srilankabrief.org/young-tamil-
arrested-under-pta-for-a-fb-photo...

203“Two arrested in Jaffna over website and YouTube channel
promoting LTTE,” Ada Derana, March 29,
2021, http://www.adaderana.lk/news/72662/two-arrested-in-jaffna-
over-website-...

204"Corruption: White paper on tough new law made public,” Sunday
Times, October 9,
2022, https://www.sundaytimes.lk/221009/news/corruption-white-



paper-on-tough-...; “Anticorruption Bill,” April 3, 2023, PARLIAMENT
OF THE  DEMOCRATIC  SOCIALIST  REPUBLIC  OF  SRI
LANKA, https://www.negombolawsociety.com/wp-
content/uploads/2023/05/319-2023_E.... Anti Corruption Act No 9 of
2023  Department of  Government printing 8  August
2023 http://documents.gov.lk/files/act/2023/8/09-2023_E.pdf

205Uditha Jayasinghe, “Sri Lanka parliament passes anti-corruption

bill without vote,” Reuters, July 19,
2023, https://www.reuters.com/world/asia-pacific/sri-lanka-
parliament-passes-...; “Anti Corruption Act No 9 of 2023,” Department
of Government Printing, August 8,

2023, http://documents.gov.lk/files/act/2023/8/09-2023_E.pdf

206"Antiterrorism A Bill,” The Gazette of the Democratic Republic of
Sri Lanka, March 17,
2023, http://documents.gov.lk/files/bill/2023/3/304-2023_E.pdf; “Sri
Lanka: Reject New Counterterrorism Bill,” Human Rights Watch, April
7, 2023, https://www.hrw.org/news/2023/04/07/sri-lanka-reject-new-
counterterrori....

207Bandula Sirimanna, “Sri Lanka to tighten mobile phone
regulations,” Sunday Times, October 31,
2010, http://www.sundaytimes.lk/101031/BusinessTimes/bt32.html.

208"0Only purchase TRCSL approved mobile phones; Number
portability service to be available soon,” NewsFirst, October 1,
2020, https://www.newsfirst.Ik/2020/10/01/only-purchase-trcsl-
approved-mobile...

209"Sri Lanka to have 500 public Wi-Fi spots before end 2016,” LBO,
October 31, 2016, http://www.lankabusinessonline.com/sri-lanka-to-
have-500-public-wi-fi-s....

210"Sri Lanka Telecom Broadband packages,” SLT, accessed May
2023, https://www.slt.Ik/en/broadband/packages

211"Dialog Broadband packages,” Dialog, March
2022, https://dlg.dialog.lk/hbb-unlimited-packs

212"Application form for News Casting Websites” Registration
Ministry of Mass Media and Information, Accessed September

2023, https://media.gov.lk/application-form-for-news-casting-
websites-registr...; “Procedure of Registration Websites,” Ministry of
Mass Media and Information,

2018, https://www.media.gov.lk/images/pdf_word/2018/procedure-
of-registration...

213"Unique ID project work begins,” Daily News, November 24,
2022, https://www.dailynews.lk/2022/11/24/law-
order/291806/unique-id-project-...; “Procurement to begin for SL's
unique digital identity project,” Daily FT, December 09,



2022, https://www.ft.Ik/business/Procurement-to-begin-for-SL-s-
Unique-Digital...

214"India to help Sri Lanka launch its version of Aadhar,” The Hindu,

February 9,
2022, https://www.thehindu.com/news/international/india-to-help-
sri-lanka-lau...; “We need to talk about the e NIC project”
Groundviews, September 1,

2017, https://groundviews.org/2017/09/01/we-need-to-talk-about-
that-e-nic-pro...

215The National Action Plan for the Protection and Promotion of
Human Rights (2017-2021), Ministry of Foreign Relations, accessed
September

2023, https://www.stopchildcruelty.com/media/doc/1554788053.pdf.

216"Defence Ministry to probe SM posts accusing recording phone
calls,” April 7, 2023, Daily FT, https://www.ft.Ik/news/Defence-
Ministry-to-probe-SM-posts-accusing-reco...;  “WhatsApp,  Twitter,
Facebook: Defence Ministry issues clarification,” Newswire, April 6,
2023, https://www.newswire.lk/2023/04/06/whatsapp-twitter-
facebook-defence-mi...

217"Sri Lankan opposition MP claims police tapped encrypted
WhatsApp call,” EconomyNext, October 21,
2021, https://economynext.com/sri-lanka-opposition-mp-claims-
police-tapped-en...

218"Parliament: Two journalists reprimanded, FB user warned,”
NewsWire, October o,
2022, https://www.newswire.lk/2022/10/06/parliament-two-
journalists-reprimand...

219"Fake friends: Leak reveals Israeli firms turning social media into
spy tech,” Haaretz, February 28,
2023, https://www.haaretz.com/israel-news/security-aviation/2023-
02-28/ty-art...

220Siwura,
Twitter https://twitter.com/siwura/status/1375306742871982081
(accessed 27 May 2021), Newshub.lk,
Twitter https://mobile.twitter.com/Newshub_lk/status/137542931336
5876738 (accessed 27 May 2021) and Siwura,
Twitter https://twitter.com/siwura/status/1375801606717890571
(accessed 27 May 2021); Maheesha Mudugamuwa, “Controversial
Pegasus spyware: Govt. dismisses using the spyware,” The Sunday
Morning, July 24, 2021, https://www.themorning.lk/controversial-
pegasus-spyware-govt-dismisses-....

221"Sri Lankan Govt to spend 6.9 billion rupees for Interception

rn

Equipment in the name of the ‘war on drugs’,” Colombo Telegraph,



March 21, 2019, https://www.colombotelegraph.com/index.php/sri-
lankan-govt-to-spend-6-9....

2227ZTE Corporation signed an agreement with Mobitel to develop its
4G LTE network and carried out successful trials in 2011, while SLT's
ADSL infrastructure is supported by Huawei. “Sri Lanka’s Mobitel and
ZTE Corporation Carry Out the First Successful 4G(LTE) Trial in South
Asia,” ZTE, May 17,
2011, https://www.zte.com.cn/global/about/news/351110, “SLT Tie
Up With Huawei to Expand Broadband Internet Coverage,” The
Island,

2006, https://web.archive.org/web/20190216162711/https://island.Ik/
2006/09/29...; “Are Chinese Telecoms acting as the ears for the Sri
Lankan government?,” Groundviews, February 16,
2012, http://groundviews.org/2012/02/16/are-chinese-telecoms-
acting-as-the-ea....

223"Sri Lanka arrests Tamil youth for TikTok posts after ‘cyber patrol
unit’ monitoring,” Tamil Guardian, February 26,
2021, https://www.tamilguardian.com/content/sri-lanka-arrests-
tamil-youth-tik...

224"Sri Lanka to curb fake news on social media,” Daily News, June 7,
2021, http://www.dailynews.lk/2021/06/07/local/251037/sri-lanka-

curb-fake-new...

225"Sri Lankans posting information deemed ‘false’ on social media
face arrest  without  warrant,” EconomyNext, June 8,
2021, https://economynext.com/sri-lankans-posting-information-
deemed-false-on...; “Sri Lanka Bar Association expresses concern
over police move to monitor social media for fake news related to
COVID 19, ColomboPage, June 12,
2021, http://www.colombopage.com/archive_21A/Jun12_1623517401
CH.php.

226"323 officers to be recruited to monitor environmental
destruction posts on social media,” Newswire, March 29,
2021, https://www.newswire.lk/2021/03/29/323-officers-to-be-
recruited-to-moni...

227Imesh Ranasinghe, “Government to install people-tracker
database,” RepublicNext, May 8,
2019, https://www.republicnext.com/security/government-to-install-
people-trac....

228"Sri Lankan Govt's proposed ‘Broadcast Act’ gets stiff reception,”
News 1st, May 31, 2023, https://www.newsfirst.lk/2023/05/31/sri-
lankan-govt-s-proposed-broadcas...; Zulfick Farzan, “Sri Lanka trying
new ways to suppress media?,” News 1st, May 31,
2023, https://english.newsfirst.Ik/2023/05/31/sri-lanka-trying-new-
ways-to-su...



e 229"Antiterrorism A Bill,” The Gazette of the Democratic Republic of

Sri Lanka, March 17,
2023, http://documents.gov.lk/files/bill/2023/3/304-2023_E.pdf; “Sri
Lanka’s draft Anti-Terrorism  Bill,” Daily FT, April 28,
2023, https://www.ft.lk/opinion/Sri-Lanka-s-draft-Anti-Terrorism-
Bill/14-7477....

* 230"Personal data protection bill passed with amendments,” Daily
Mirror, March 9,
2022, https://www.dailymirror.lk/latest_news/Personal-Data-
Protection-Bill-pa...; ‘Bills’ Department of Government Printing,

January 20, 2022, http://www.documents.gov.lk/files/bill/2022/1/167-
2022_E.pdf; “Sri Lanka to present Cyber security bill in Parliament this
year,” Daily Mirror, February 27,
2023, https://www.dailymirror.lk/breaking_news/Sri-Lanka-to-
present-Cyber-Sec...

e 2371"“Implications of data protection bill for individuals, businesses
and innovation,” Daily FT, December 7,
2021, https://www.ft.Ik/columns/Implications-of-data-protection-bill-
for-indi...; “Data Protection Bill gets Cabinet approval,” Daily FT,
November 17, 2021, https://www.ft.lk/front-page/Data-Protection-
Bill-gets-Cabinet-approval...

e 232"TISL opposes draconian clauses in Data Protection Bill, urges
MPs to address them before passing it,” The Island, March 9,

2022, https://island.lk/tisl-opposes-draconian-clauses-in-data-
protection-bil...; “Press Institute, media organisations raise 7 key
concerns over Data Protection Bill,” Daily FT, March 8,
2022, https://www.ft.Ik/front-page/Press-Institute-media-

organisations-raise-...

e 233Bills Department of Government Printing, January 20,
2022, http://www.documents.gov.lk/files/bill/2022/1/167-2022_E.pdf

e 234“SLT announces grand opening of state of the art Tier 3 data
centre in Sri Lanka,” SLT, January 17,
2018, http://www.slt.Ik/en/content/slt-announces-grand-opening-
state-art-tier....

e 235Mahesh De Andrado, “SLT's Tier 3 Data Centre is Almost Ready,”
ReadMe, December 5, 2017, https://www.readme.lk/slt-data-center-
tier-three/.

e 236"Dialog Axiata launches Uptime Tier Il certified data centre in
Piliyandala,” Daily News, June 18,
2021, https://www.dailynews.lk/2021/06/18/business/251890/dialog-
axiata-launc...

e 237"Lanka’s first carrier-neutral, high density data centre Orion
Stellar launched,” Daily News, November 5,



2021, https://www.dailynews.lk/2021/11/05/business/263765/lanka%
E2%80%99s-fir...

238"Dialog CEO Hans Wijesuriya: “No surveillance program in Sri
Lanka, but telecoms have to comply,” The Republic Square,
September 28,
2013, http://www.therepublicsquare.org/politics/2013/09/dialog-ceo-
hans-wijes...

239Namini Wjedasa, “Former govt bought hi-tech tapping devices,
but engineers defied orders,” Sunday Times, August 7,
2016, http://www.sundaytimes.lk/160807/news/former-govt-bought-
hi-tech-tappin....

240"Government Requests for User Data,” Facebook Transparency

Report, accessed on April 21,
2023, https://transparency.fb.com/data/government-data-
requests/country/LK/

241Twitter transparency report, “Information request: Sri Lanka,”
accessed September
2023, https://transparency.twitter.com/en/reports/countries/Ik.html

242"Sri Lanka: Journalists attacked during protest coverage,”
International Federation of Journalists, July 11,
2022, https://www.ifj.org/media-centre/news/detail/category/press-
releases/ar...

243"Heightened crackdown on dissent,” Human Rights Watch, August
2, 2022, https://www.hrw.org/news/2022/08/02/sri-lanka-heightened-
crackdown-diss...

244"Human rights defender and journalist Tharindu Uduwaragedara
interrogated by the Criminal Investigation Department,” Frontline
Defenders, June 28,
2022, https://www.frontlinedefenders.org/en/case/human-rights-
defender-tharin...

245"Threats and intimidation against Sasikaran Punniyamoorthy,”
Frontline Defenders, August 10,
2022, https://www.frontlinedefenders.org/en/case/threats-
intimidation-against...;, Committee to Protect Journalists, April 7, 2023,
Twitter, https://twitter.com/cpjasia/status/1644352812845875200

246"Police release statement on Piyath Nikeshala incident,”
NewsWire, May 11,
2023, https://www.newswire.lk/2023/05/11/police-release-statement-
on-piyath-n...

247"Social media activist Piyath Nikeshala assaulted by Rajapaksa’s
SLPP politician,” Sri Lanka Brief, May 10,
2023, https://srilankabrief.org/social-media-activist-piyath-nikeshala-
assaul...; “LDM condemns attack on activist Piyath Nikeshala,” Ceylon



Today, May 12, 2023, https://ceylontoday.lk/2023/05/12/Idm-

condemns-attack-on-activist-piyat...;  “Piyath  Nikeshala, politico
arrested over assault,” The Leader, May 11,
2023, https://english.theleader.lk/news/4547-piyath-nikeshala-

politico-arrest....

248"Ratta arrested, banned from travelling abroad,” ColomboPage,
August 1,
2022, http://www.colombopage.com/archive_22B/Aug01_1659370511
CH.php

249"Social media activist Dilan Senanayake questions police
statement on attack,” NewsWire, December 27,
2022, https://www.newswire.lk/2022/12/27/social-media-activist-
dilan-senanaya...

250"“CID grills Darshana Handungoda over statement,” Daily News,
May 10, 2023, https://www.dailynews.lk/2023/05/10/law-
order/303027/cid-grills-youtube...

251"RSF urges Sri Lankan government to stop hounding Tamil
journalists,”  Reporters  Without Borders, September 14,
2022, https://rsf.org/en/rsf-urges-sri-lankan-government-stop-
hounding-tamil-...

252Ramitha Vimukthi, Twitter, May 29,
2023, https://twitter.com/RAMIWEERASEKARE/status/1663083003722
207234; Wasantha Rupasinghe, “Arrested Sri Lanka comedian
Natasha Edirisooriya granted bail,” July 13,
2023, https://www.wsws.org/en/articles/2023/07/13/riik-j13.html.

253"Technology-related violence against Women and Girls: Key

Trends,” Groundviews, January 15,
2018, https://groundviews.org/2018/01/15/technology-related-
violence-against-... Liability_Lulu, Instagram, April 25,

2023, https://www.instagram.com/p/CrdbVBuUIRmV/.

254@theanxiousdarwinian,  Instagram  posts, February 22,
2022, https://www.instagram.com/p/CaRflzglJHh/;  @nadeepaws,
Instagram post, March 7,
2022, https://www.instagram.com/p/CayzJbohgyP/

255"Invisible Barriers: The Struggle to Combat Violence, Online and

Off,” Groundviews, May 29,
2018, http://groundviews.org/2018/05/29/invisible-barriers-the-
struggle-to-co...;, Amalini de Sayrah, Raisa Wickrematunge, “An
Uneven Playing Field,” Groundviews, May 4,

2018, https://groundviews.org/2018/05/04/an-uneven-playing-field-
harassment-o....

256"Sri Lanka: Government suffocating dissent and obstructing
justice for historic crimes, says Amnesty report” Amnesty
International, February 17,



2021, https://www.amnesty.org/en/latest/news/2021/02/sri-lanka-
government-suf...

257"Tighter laws sought to curb online harassment of women
politicians,” Daily News, February 27,
2021, http://www.dailynews.|lk/2021/02/27/local/242689/tighter-laws-
sought-cur...; “Repression of dissent in Sri Lanka: Before and during

COVID-19 curfew,” Inform Sri Lanka, May 30,
2020, https://www.inform.lk/repression-of-dissent-before-during-
covid19-sl/

258"Sri Lanka,” Reporters without Borders, updated on January 20,
2016, https://rsf.org/en/news/sri-lanka-3.

259"Minister’s FB page ‘hacked’, link with explicit content added,” May
24, 2023, https://www.newswire.lk/2023/05/24/ministers-fb-page-
hacked-link-with-e...; Facebook
page, https://www.facebook.com/labourmin/?locale=de_DE, accessed
on July 28, 2023.

260Dinitha Rathnayake, “President’s website hacked by Anonymous
India?,” The Sunday Morning, April 3,
2022, https://www.themorning.lk/presidents-website-hacked-by-
anonymous-india/.

261“Explainer on claims of Anonymous hackers releasing Rajapaksa’s
assets to the dark web,” Sri Lanka Fact Crescendo April 29,
2022, https://srilanka.factcrescendo.com/english/unverified-claims-
being-circ...; “Anonymous hacks into Sri Lanka Parliament website,”
The Tech Collective, April 21,
2022, https://www.thetechoutlook.com/news/technology/anonymous
-hacks-into-sri...

262Dimuthu Attanayake, “Anonymous wanted to help Sri Lankans.
Their hacks put many in grave danger,” Rest of World, May 10,
2022, https://restofworld.org/2022/anonymous-sri-lankans-hacks-
danger/.

263Roel Raymond, Twitter posts, August 29,
2021, https://twitter.com/roelraymond/status/143200736519750861
375=20; Roel Raymond,  Twitter posts,  August 30,
2021, https://twitter.com/roelraymond/status/143220052953960038
7

264"Official YouTube of Daily Mirror hacked,” Daily Mirror, November
17, 2021, https://www.dailymirror.lk/breaking_news/Official-YouTube-
of-Daily-Mirr...

265"Sri Lanka website Colombo Gazette website crashes after alleged
Chinese bot attack,” EconomyNext, April 28,
2021, https://economynext.com/sri-lanka-website-colombo-gazette-
crashes-after..; Easwaran Rutnam, Twitter, accessed May 27,
2021, https://twitter.com/easwaranrutnam/status/138719017010595



8404; Asela Waidyalankara, Twitter, accessed May 27,
2021, https://twitter.com/aselawaid/status/1387338625549959169

e 266Disna Mudalige, “New Cyber Security Bill Ready,” Daily News, May
29, 2019, http://www.dailynews.lk/2019/05/29/local/186891/new-
cyber-security-draf...;  Aryan Babele, “Lowdown: Sri Lanka's
Cybersecurity Bill provides for cybsersecurity agency, penalties, and
more,” Medianama, May 31,
2019, https://www.medianama.com/2019/05/223-lowdown-sri-
lankas-cyber-security...; “Sri Lanka to present Cyber security bill in
Palrliament  this year,” Daily Mirror, February 27,
2023, https://www.dailymirror.lk/breaking_news/Sri-Lanka-to-
present-Cyber-Sec...

ecoi.net description:

Report on digital media and internet freedom (reporting period June 2022 -
May 2023)

Country:
Sri Lanka

Source:
Freedom House  (Author)

Original link:
https://freedomhouse.org/country/sri-lanka/freedom-net/2023

Document type:
Expert Opinion or Position

Language:
English

Published:
4 October 2023

Available on ecoi.net since:
17 November 2023

Document ID:
2100708



Austrian Red Cross
Austrian Centre for
Country of Origin and
Asylum Research and
Documentation

Wiedner HauptstralRe
32, 1041 Wien

T+43 1589 00 583
F+43 1589 00 589
info@ecoi.net

Contact

Imprint & Disclaimer
F.AQ.

Data Protection Notice

(ACCORD)

ecoi.net is run by the Austrian Red Cross (department ACCORD) in cooperation with Informationsverbund Asyl &
Migration. ecoi.net is funded by the Asylum, Migration and Integration Fund, the Austrian Ministry of the Interior
and Caritas Austria. ecoi.net is supported by ECRE & UNHCR.

-
+ ACCO RD = Bundesministerium h
OSTERREICHISCHES ROTES KREUZ b R ool Inneres +4, Informationsverbund

(fil) UNHCR
e



	sril731
	Flygtningenævnets baggrundsmateriale

	731. 240205 - Sri Lanka. Freedom House. Freedom on the Net 2023. Udg. 041023

