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Freedom on the Net 2025 - Myanmar

Key Developments, June 1, 2024 — May 31, 2025

Myanmar remained one of the world’s worst environments for internet freedom. The military,
which seized control of the state in a 2021 coup, continued to impose localized internet shutdowns,
manipulate online information, and imprison people for their online expression of dissent amid an
ongoing civil war between the military regime and its armed opponents. The military’s direct and
indirect control over all major service providers enabled mass censorship and surveillance,
including broad limits on social media platforms and anticensorship tools.

e A March 2025 earthquake in Mandalay severely damaged telecommunications
infrastructure in the region, disrupting internet services.1 The disaster exacerbated
similar damage throughout the country that resulted from the civil war (A1).2

e The military imposed frequent internet shutdowns at the local level, often in connection
with armed attacks,3 impeding the documentation of rights abuses and the delivery of
lifesaving medical aid (A3).4

e In June and July 2024, authorities blocked access to the encrypted messaging
application Signal and major virtual private networks (VPNs); VPNs were widely used
to circumvent website blocking and enable more private online activity (B1 and B7).5

e Over a dozen telecommunications providers and internet companies had installed
surveillance and censorship technology on behalf of the military authorities by 2024 (B3
and C5).6

e In January 2025, the military regime adopted the Cybersecurity Law, which codified
overbroad censorship mandates, limited the operations of VPN providers, and imposed
local data retention requirements, among other provisions (B3, B6, and C6).7

e Authorities detained, forcibly disappeared, and killed people in retaliation for their
online activities.8 For example, courts sentenced journalists Htet Aung and Than Htike
Myint to 10 and five years’ imprisonment in June 2024 and April 2025, respectively, to
punish their independent reporting for online outlets. They were among hundreds of
journalists whom the authorities had unjustly detained or imprisoned since the 2021
coup (C3 and C7).9

Political Overview



Military commanders seized control of Myanmar’s government in February 2021, ending a period
of power sharing between military and civilian leaders under a 2008 constitution that had been
drafted by a previous junta. Since the coup, the military has violently suppressed peaceful civic
dissent and battled a sizable armed resistance movement that has widespread popular support and
includes various armed ethnic minority groups. The National League for Democracy (NLD), which
led the civilian government before the coup and won a sweeping victory in the November 2020
elections, serves as the political backbone of a National Unity Government (NUG). Armed ethnic
groups and resistance groups with ties to the NUG exercise partial or effective control over a
growing swathe of territory. Millions of people remain displaced or have been newly displaced by
the ongoing civil war, with many seeking refuge abroad.

This report has been abridged for Freedom on the Net 2025 due to ongoing budget constraints.
Please consider making a donation to support future editions of this vital resource.

For additional background information, see last year's full report.

A Obstacles to Access
A1 0-6 pts

Do infrastructural limitations restrict access to the internet or the speed and quality | 2/

of internet connections? 6
A2 0-3 pts

Is access to the internet prohibitively expensive or beyond the reach of certain 0/

segments of the population for geographical, social, or other reasons? 3
A3 0-6 pts

Does the government exercise technical or legal control over internet infrastructure 0/

for the purposes of restricting connectivity? 6
A4 0-6 pts

Are there legal, regulatory, or economic obstacles that restrict the diversity of 0/

service providers? 6
AS 0-4 pts

Do national regulatory bodies that oversee service providers and digital technology 0/

fail to operate in a free, fair, and independent manner? 4

B Limits on Content

B1 0-6 pts
Does the state block or filter, or compel service providers to block or filter, internet 0/
content, particularly material that is protected by international human rights 6

standards?



B2 0-4 pts

Do state or nonstate actors employ legal, administrative, or other means to force 1/
publishers, content hosts, or digital platforms to delete content, particularly material | 4
that is protected by international human rights standards?

B3 0-4 pts

Do restrictions on the internet and digital content lack transparency, proportionality | 0/
to the stated aims, or an independent appeals process? 4

B4 0-4 pts

Do online journalists, commentators, and ordinary users practice self-censorship? | 1/4

BS 0-4 pts

Are online sources of information controlled or manipulated by the government or 1/
other powerful actors to advance a particular political interest?

B6 0-3 pts
Are there economic or regulatory constraints that negatively affect users’ ability to 0/
publish content online? 3
B7 0-4 pts

Does the online information landscape lack diversity and reliability? | 1/4

B8 0-6 pts

Do conditions impede users’ ability to mobilize, form communities, and campaign, 1/
particularly on political and social issues? 6

C Violations of User Rights

C1 0-6 pts
Do the constitution or other laws fail to protect rights such as freedom of expression, | 0/
access to information, and press freedom, including on the internet, and are they 6
enforced by a judiciary that lacks independence?
C2 0-4 pts
Are there laws that assign criminal penalties or civil liability for online activities, 0/
particularly those that are protected under international human rights standards? 4
C3 0-6 pts
Are individuals penalized for online activities, particularly those that are protected 0/

under international human rights standards? 6



C4 0-4 pts

Does the government place restrictions on anonymous communication or 0/
encryption? 4
CS 0-6 pts

Does state surveillance of internet activities infringe on users’ right to privacy? | 1/6

C6 0-6 pts

Does monitoring and collection of user data by service providers and other
technology companies infringe on users’ right to privacy?

C7 0-5 pts

Are individuals subject to extralegal intimidation or physical violence by state
authorities or any other actor in relation to their online activities?

C8 0-3 pts

Are websites, governmental and private entities, service providers, or individual
users subject to widespread hacking and other forms of cyberattack?
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