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Overview

Internet freedom in the United Arab Emirates (UAE) remains significantly restricted. Online censorship is rampant 

and the online media environment lacks diverse voices. During the coverage period, a Twitter account dedicated to 

raising awareness about the harsh treatment people experience in prisons was suspended. Social media users were 

arrested or fined for their social media posts, and one man received a 10-year prison sentence for a Facebook post in 

which he criticized the Jordanian royal family. Government surveillance of online activists and journalists remained 

problematic. Reports emerged that implicated the Emirati government in several “hack-and-leak” attacks targeting 

journalists and activists. Further reporting alleged that authorities used NSO group spyware to spy on dissidents and 

harass journalists who have criticized the government online.

The UAE is a federation of seven emirates led in practice by Abu Dhabi, the largest by area and the richest in natural 

resources. Limited elections are held for a federal advisory body, but political parties are banned, and all executive, 

legislative, and judicial authority ultimately rests with the seven hereditary rulers. The civil liberties of both citizens 

and noncitizens—the latter of which make up an overwhelming majority of the population—are subject to 

significant restrictions.

Key Developments, June 1, 2020 - May 31, 2021

• On December 7, 2020, Cyber Security Chief Mohamed al-Kuwaiti announced that the government was 

engaged in discussions to lift the ban on some Voice-over Internet Protocol (VoIP) services such as 

WhatsApp calls and FaceTime, Apple’s video chat product. Both WhatsApp calls and FaceTime remained 

blocked at the end of the reporting period (see A3).

• On March 14, 2021, UAE Clubhouse users reported poor sound and quality issues when accessing the app. 

The government denied accusations that access to the app had been deliberately restricted (see B1).

• On July 17, 2020, Twitter blocked the “Detained in Dubai” activist account, as well as the account of its 

founder Radha Stirling. Twitter provided no justification for the block (see B2).

• In October 2020, a UAE court sentenced Jordanian resident Ahmed Etoum to 10 years in prision based on 

Facebook posts where Etoum criticized the Jordanian royal family (see C3).

• In December 2020, Al Jazeera reported that 36 of their journalists were targeted in cyberattacks. The 

attackers, who originated in the UAE and Saudi Arabia, used spyware purchased from NSO Group (see C5, 

C7, and C8).

• In February 2021, a UN official called on the UAE government to release human rights activists being held in 

prison, including prodemocracy blogger Nasser bin Ghaith and rights activist Ahmed Mansour, both of whom 

are serving 10-year sentences for their online activities. Reports indicated that their treatment in UAE prisons 

amounted to human rights abuses, including torture (see C7).

A Obstacles to Access

Page 1 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #206...

23-11-2021https://www.ecoi.net/en/document/2060945.html



A1 0-6 pts 

Do infrastructural limitations restrict access to the internet or the speed and quality of internet 

connections?

6 / 

6

The UAE is one of the world’s most connected countries.

According to the most recent data from the International Telecommunication Union (ITU), internet penetration stood 

at 97.85 percent.1 As of January 2021, there were 9.84 million internet users in the country, a 1.6 percent increase 

from the previous year.2 The UAE has one of the highest mobile phone penetration rates in the region; the ITU 

reported mobile penetration at 206.04 percent.3

The 2020 Global Innovation Index ranks the UAE first in the Arab region in terms of information and 

communication technologies (ICT) indicators, including access and use indicators. The UAE also ranked top in the 

Arab region in generic top-level domains and in country-code top-level domains (.ae), which measure the percentage 

of domain registrations globally.4

In May 2019, the mobile service provider Etisalat became the first in the Middle East and North Africa region to 

launch fifth-generation (5G) services. The operator has partnered with Chinese smartphone manufacturer ZTE to 

offer the service.5 A month later, the company Du launched their 5G service, also through a partnership with ZTE.6

Moreover, Etisalat has increased its broadband speeds, offering up to 1 gigabit per second (Gbps) for certain home 

plans and speeds of up to 600 megabits per second (Mbps)—up from 100 Mbps—for several business services.7 In 

September 2020, Etisalat announced that they began rolling out 5G services on fixed-line networks. The 

Telecommunications Regulatory Authority (TRA) said in a separate statement that it was allocating a new frequency 

band to expand the scope of the 5G network.8

Damage to undersea cables occasionally disrupts connectivity,9 though no incidents were reported during the 

coverage period. In December 2018, various telecommunications companies, including Etisalat, signed an agreement 

to create a new submarine cable system by 2021 linking South Africa, the Middle East, Pakistan, and Europe. One of 

the stations would be based in the emirate of Fujairah.10 In September 2019, Etisalat announced that the Asia-

Africa-Europe-1 (AAE-1) undersea cable had come online, the largest global submarine cable system in the world 

and that connects Europe and East Asia. It was launched in partnership with Etisalat and 18 other global 

telecommunications companies. According to Etisalat, the AAE-1 enables the company to “diversify its sources of 

data and increase speeds it can offer business and general public customers” by diluting the stress on its existing 

network created by ever-exploding volumes of transmitted data.11

In March 2020, in light of the COVID-19 lockdown, the TRA announced that any homes without internet would be 

provided free internet data through individuals’ mobile phones to help increase access to online learning platforms 

for students.12 In October 2018, Gulf Business reported that 10,800 taxis in Dubai would offer free Wi-Fi as part of 

a phased project that began with 500 Dubai airport taxis in 2016.13 Authorities and the local press continued to warn 

against using free public Wi-Fi networks due to privacy concerns.14

In December 2020, the UAE became the first country in the region to release an additional 500 megahertz (MHz) of 

radio spectrum frequency to the total spectrum of approximately 11.5 gigahertz (GHz) already available for Wi-Fi. 

This development is expected to substantially increase the speed of indoor wireless networks in the UAE to meet the 

increasing day-to-day demand on wireless services by individuals and the business sector, and to accommodate 

technologies which require faster internet speeds.15

A2 0-3 pts 

Is access to the internet prohibitively expensive or beyond the reach of certain segments of the 

population for geographical, social, or other reasons? 

1 / 

3

While prices are among the highest in the region, broadband is affordable for most users given the country’s high per 

capita income.16

In May 2019, a survey found Dubai to be the most expensive city in the world for broadband costs.17 The latest 

2020 annual survey by the UK telecommunications company Cable ranked the UAE 184th out of 211 countries for 

broadband affordability. The study found that the average cost of broadband in the UAE per month is 408.46 dirham 

($111.19), nearly 30 percent more than the global average of $78.14.18

An Etisalat post-paid mobile plan with a 4 gigabyte (GB) data allowance and 100 local minutes19 costs 125 dirhams 

($34) per month, while a prepaid plan with an allowance of 3.5 GB and 175 minutes costs 75 dirhams ($20.4) per 

week ($81.6 per month).20 In July 2019, the TRA required Etisalat and Du to discontinue their pay-per-use data 

plans “in order to protect the subscribers from excessive charges.”21 In 2017, the TRA directed mobile service 

providers to reduce rates for UAE residents roaming within the Gulf region, resulting in an average 18 percent drop 

in prices for consumers.22 Later that year, Etisalat announced a 5 percent value-added tax (VAT) on all products and 

services beginning in January 2018.23 In March 2019, based on input from consumers, the TRA lowered the cost of 

cancelling a mobile contract to one month’s rental fee; the previous cost was one month multiplied by the number of 

months left over.24 The policy went into effect in January 2020.25

Emirati schools are increasingly connected to the internet and equipped with e-learning facilities, and many offer 

tablets for student use.26 There are also programs for principals to enroll in international computer-literacy training 

programs.27 In October 2018, the government launched Madrasa, a free digital platform estimated to provide 50 
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million primary and secondary school students in the region with 5,000 instructional videos, all translated into 

Arabic, on topics including science and mathematics.28 Since April 2020, the Ministry of Education in partnership 

with Al Yah Satellite Communications Company (Yahsat) began collaborating to provide high-speed satellite 

broadband services to students and teachers at various locations where fixed broadband services were unavailable, in 

an effort to extend the reach of remote schooling initiatives amid the COVID-19 pandemic. Additionally, families 

who lacked internet connection were provided with free internet packages through Du and Etisalat to enable online 

learning.29

A3 0-6 pts 

Does the government exercise technical or legal control over internet infrastructure for the purposes of 

restricting connectivity?

3 / 

6

No orders to shut down ICT networks were reported during the coverage period, though authorities restrict several 

communication platforms.

Many popular Voice-over Internet Protocol (VoIP) services are restricted over mobile connections. Etisalat and Du 

are the only companies licensed to provide paid VoIP services, while the free or inexpensive over-the-top (OTT) 

voice-call services provided by WhatsApp, Skype, and others are only accessible through fixed-line or Wi-Fi 

connections. In March 2020, the TRA allowed the use of Skype for Business, Google Hangouts, Blackboard, 

Microsoft Teams, and Zoom “to support distance learning and working from home,” stressing that this change was 

an exception that would be continued “until further notice.”30

On December 7, 2020, the government’s Cyber Security Chief Mohamed al-Kuwaiti announced that authorities were 

engaged in discussions to lift the ban on some VoIP services, such as WhatsApp calls and FaceTime. Al-Kuwaiti 

stated that there are regulations in place that WhatsApp “still need[ed] to adhere to and are currently working on.” 

Al-Kuwaiti did not confirm the nature of the regulations he referred to, but expressed his optimism some of the VoIP 

bans would be lifted in 2021. As of June 20201, WhatsApp and FaceTime remain blocked.31

In August 2018, users reported that Du had unblocked the voice-chat function within various online video games.32

WhatsApp’s voice feature was blocked shortly after it was introduced in 2015,33 as was a similar feature offered by 

Facebook.34 Viber has been banned since 2013, along with FaceTime.35 Apple agreed to sell its iPhone products to 

UAE mobile phone companies without the FaceTime app preinstalled, though it can be used on phones purchased 

outside the country.36 The VoIP feature for Discord, a chatting app used by gamers, was blocked in 2016.37

Seeking to improve connectivity within the country, Etisalat and Du have launched their own carrier-neutral 

international internet exchange points (IXPs), called SmartHub and Datamena, respectively.38 Etisalat maintains a 

nationwide fiber-optic backbone. In 2015, the company selected TeliaSonera International Carrier (TSIC) as its 

preferred global internet backbone provider.39

A4 0-6 pts 

Are there legal, regulatory, or economic obstacles that restrict the diversity of service providers? 2 / 6

Internet service providers (ISPs) in the UAE are either fully or partially owned by the state, allowing authorities to 

exert control over the flow of information.

The country’s two largest mobile service providers, Etisalat and Du, are both controlled by the state. The 

government maintains a 60 percent stake in Etisalat through its ownership in the Emirates Investment Company,40

while a majority of Du is owned by various state companies.41 Du pays a percentage of its profits and revenue as a 

dividend to the government, which owns 39.5 percent of the company through its sovereign wealth fund, the 

Emirates Investment Authority.42 In 2015, the government announced a decision to allow up to 20 percent of 

Etisalat shares to be held by foreign investors.43

In 2017, the Emirates Integrated Telecommunications Company (EITC), one of the companies that owns Du, 

launched a new mobile service provider under the Virgin Mobile brand. Due to the EITC’s ownership of Du, the 

new provider was not required to obtain a separate license.44

In April 2018, Etisalat announced “the first global cybersecurity alliance” with Singapore's Singtel, Japan's 

Softbank, and Spanish blue-chip firm Telefonica.45 In March 2019, the American tech giant AT&T joined the 

alliance.46 The five companies formed the Telco Security Alliance (TSA), which collaborates at all levels to 

produce cutting edge security services and technologies and share network intelligence on cyberthreats. In 

September 2019, Etisalat Group announced that it had acquired full ownership of Help AG’s businesses in the UAE 

and Saudi Arabia, a cybersecurity company in the Middle East and North Africa. Etisalat said that the acquisition 

would allow them to diversify their “digital portfolio” and “accelerate the growth of Etisalat’s existing cyber security 

activities.”47

A5 0-4 pts 

Do national regulatory bodies that oversee service providers and digital technology fail to operate in a 

free, fair, and independent manner?

0 / 

4

Regulatory bodies frequently fail to operate in a free and fair manner.

The TRA oversees service providers and makes executive decisions regarding monitoring, filtering, and banning 

services and websites, without any oversight or transparency. Providers must follow the laws and regulations set by 

the TRA, which was established in 2003 to manage “every aspect of the telecommunications and information 
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technology industries in the UAE.” Its objectives include ensuring quality of service and adherence to terms of 

licenses by licensees, encouraging telecommunications and information technology (IT) services’ expansion within 

the UAE, resolving disputes between the licensed service providers, establishing and implementing a regulatory and 

policy framework, and promoting new technologies.48

The TRA’s current chairperson is Major General Talal Hamid Belhoul, who was also appointed director general of 

the State Security Department in Dubai in 2017.49 The current director of the TRA, appointed in 2015, is Hamad al-

Mansoori.50

B Limits on Content

B1 0-6 pts 

Does the state block or filter, or compel service providers to block or filter, internet content, 

particularly material that is protected by international human rights standards?

1 / 

6

While ISPs are required by the TRA to block content related to terrorism, pornography, gambling, and political 

speech that threatens the ruling order (see B3), in practice authorities also commonly block websites that criticize the 

government or address social taboos.

Beginning in 2017, blocking emerged as a political tool through which authorities sought to isolate Qatar, which 

Bahrain, Egypt, Saudi Arabia, and the UAE had accused of supporting “terrorist” groups, notably the banned 

Muslim Brotherhood. In 2017, authorities blocked several Qatari media sites amid this dispute, including Al Jazeera 

Live.51 Despite officially ending the dispute with Qatar in January 2021, a number of Qatari websites, including Al 

Jazeera, remained blocked at the end of the coverage period.52

The TRA reported that it had blocked 3,934 websites in 2020. Using automatic filtering systems, 64.04 percent were 

blocked for pornography, 13.57 percent for fraud and phishing, and 8.19 percent for bypassing blocked content. The 

report also mentions two unnamed websites, which were blocked upon judicial order. In 2020, the TRA blocked 27 

websites categorized as “offenses against the UAE and public order.”53

The audio-only platform Clubhouse became popular in the UAE during the coverage period. On March 14, 2021, 

local media reported that UAE users had experienced poor sound and quality issues when accessing the app. While 

UAE regulators maintain that the app is not blocked, the sound disruptions could be a result of authorities attempting 

to restrict accessibility to the platform.54

In March 2019, the government blocked the newly established news site Al-Estiklal, which hosts content that is 

critical of several regimes in the region.55 Al-Estiklal was still blocked at the end of the reporting period. In April 

2019, a blogger reported that the citizen media platform Global Voices was apparently blocked by Etisalat.56 As of 

June 2020, the website appeared to be accessible.

Many other sites critical of the government have been blocked, including the UK-based, English-language news site 

Middle East Eye, which was blocked in 2015 after it published articles exposing the country’s harsh surveillance 

practices and poor human rights record.57 The New Arab, which is based in the United Kingdom and funded by a 

Qatari businessman, was blocked in 2015 without explanation.58 Also in 2015, authorities blocked Arabic-language 

sites run by news agencies in Iran, such as Al-Alam TV, over allegations that they disseminated anti-government 

propaganda.59 As of June 2021, it appears all these sites are now accessible.

The Beirut-based Gulf Center for Human Rights is blocked,60 as is the LGBT+ sports news site Outsports.61 In July 

2018, Canadian digital rights organization Citizen Lab reported that the website of the International Lesbian, Gay, 

Bisexual, Trans, and Intersex Association (ILGA) was blocked in the UAE, using internet filtering technology 

produced by the Canadian company Netsweeper.62

As of June 2021, several political blogs,63 a number of atheist and secular websites,64 at least one site disseminating 

news on Emirati political detainees and prison conditions,65 and sites related to the Muslim Brotherhood and 

regional nongovernmental organizations (NGOs) were blocked.66 The website of the Islamic Human Rights 

Commission (IHRC) was also blocked.67 In the past, internet users have reported the blocking of social media 

content related to political detainees,68 as well as Archive.today, a tool that retains URLs that might be modified or 

removed from the internet.69

Citizens use social media platforms to report blocked content and platforms, sometimes addressing their questions to 

the two main service providers. In December 2019, users on Twitter reported that the streaming service Spotify was 

blocked by Du,70 as well as the subscription-based content service OnlyFans71 and the VoIP service TeamSpeak.72

In response to an online inquiry, Du confirmed that TeamSpeak was blocked, like all other VoIP services.73

According to a 2013 Citizen Lab Report, ISPs use advanced tools such as SmartFilter, Netsweeper, and Blue Coat 

ProxySG to censor content.74 The organization has also documented websites that are blocked in the UAE because 

both SmartFilter (used by Etisalat) and NetSweeper (used by Du) have miscategorized them as pornographic.75

Citizen Lab again confirmed the use of NetSweeper in an April 2018 report.76

B2 0-4 pts 
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Do state or nonstate actors employ legal, administrative, or other means to force publishers, content 

hosts, or digital platforms to delete content, particularly material that is protected by international 

human rights standards?

1 / 

4

The TRA censors selected content on platforms such as YouTube, Facebook, and Twitter, according to local users.

Facebook occasionally receives government requests to remove content, reporting that it received 13 content 

removal requests from the UAE in 2020,77 and 11 removal requests—1 for a page and 10 for posts—in 2019. 

Facebook explained in their transparency report that the removed items contained “allegations of the UAE’s 

interference in Algeria’s internal affairs.” The content was reported to Facebook by the TRA.78

In 2020, Google received seven content removal requests from the UAE, categorized as fraud, impersonation, 

obscenity, privacy, and security. Five of the requests were submitted by the TRA, one by a UAE official, and one by 

a court order directed at a third party.79 In 2019, Google reported receiving 50 removal requests from the UAE 

regarding copyright, most of which fell under “trademark” issues.80 Twitter reported 197 content removal requests 

from the UAE government in the first half of 2020, 98 percent of which Twitter complied with.81

On July 17, 2020, Twitter blocked the personal account of “Detained in Dubai,” a UK-based group which reports on 

detention issues in Dubai. The account of its founder, Radha Stirling, was also blocked. Twitter provided no 

justification for its actions,82 and a statement released on the Detained in Dubai website in February 2021 claimed 

that Twitter had suspended Stirling’s account and other accounts run by the organization without warning. The 

statement also noted that Stirling was the person Princess Latifa Al Maktoum (the daughter of Dubai’s ruler Sheikh 

Mohammed) reached out to during her attempt escape from Dubai in 2018. Whether the suspension of the accounts 

is related to the group’s reporting on the Princess Latifa’s incident is unclear.83

Late in 2019, the video-chat ToTok app became popular in the country, and later around the world. The app was not 

blocked by local VoIP rules, and later was found out to be an Emirati app meant to spy on all conversations and 

messages among users, prompting its removal from the Apple and Google app stores (see C5).84

B3 0-4 pts 

Do restrictions on the internet and digital content lack transparency, proportionality to the stated aims, 

or an independent appeals process?

1 / 

4

Score Change: The score declined from 2 to 1 due to the TRA’s lack of transparency around decisions to block 

websites and remove online content. 

Restrictions on digital content lack proportionality and fairness. The TRA instructs ISPs to block content related to 

terrorism, pornography, gambling, and political speech considered threatening to the ruling order.

In April 2021, when Clubhouse users experienced connectivity, sound, and bandwidth issues on the app, the TRA 

failed to provide any justification for the issues (see B1).85 Authorities from the TRA also made no comment about 

the February suspension of the “Detained in Dubai” Twitter account (see B2).86

Using banned VoIP services through a virtual private network (VPN) is punishable under a law that bars the use of 

VPNs to commit a crime, as well as cybercrime and telecommunications regulatory laws.87 Convictions under 

cybercrime laws can lead to a fine of between 500,000 ($136,100) and 2 million dirhams ($544,400), jail time, or 

both. 88

Du details the criteria it uses to block sites in a document available on its website. Prohibited content includes 

information related to circumvention tools, the promotion of criminal activities, the sale or promotion of illegal 

drugs, dating networks, pornography, LGBT+ content, gambling sites, unlicensed VoIP services, terrorist content, 

and material that is offensive to religion.89 Etisalat has not made a similar list available, although the company 

invites users to request the blocking or unblocking of sites.90 Du also allows users to send unblocking requests to a 

designated email address and blocking requests through an online form.91 However, neither company provides 

information on whether sites have been unblocked as a result of requests.92 Twitter users sometimes monitor when 

sites are blocked to combat the lack of transparency,93 but the TRA has also called on social media users to help 

report “suspicious” content for blocking.

Online content is often removed without transparency or judicial oversight. Under the cybercrime law, 

intermediaries, such as domain hosts or administrators, are liable if their websites are used to “prompt riot, hatred, 

racism, sectarianism, or damage the national unity or social peace or prejudice the public order and public 

morals.”94 Website owners and employees may also be held liable for defamatory material on their sites.95

Regulations instituted in October 2018 require social media influencers to identify content defined as advertisements 

(see B6) and allow the National Media Council to remove content that violates their guidelines.96

B4 0-4 pts 

Do online journalists, commentators, and ordinary users practice self-censorship? 0 / 4

Self-censorship online has worsened in recent years due to the risks of legal action or harassment in retaliation for 

online activities, as well as high levels of surveillance.
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Virtually nobody within the country speaks out on political and other sensitive issues.97 Local news sites, many of 

which are owned by the state, exercise self-censorship in accordance with government regulations and unofficial red 

lines. Overall press freedom is poor, and foreign journalists and scholars are often denied entry or deported for 

expressing their views on political topics, further chilling the environment for online expression.98

The United Arab Emirates has an advanced surveillance system, which includes all online modes as well as real life 

monitoring of public spaces (see C5). Media outlets in the country are either owned by the state or must abide by its 

image and rules in order to operate. The constitution emphasizes that freedom of expression is limited. Cases of 

blocking content as well as persecuting journalists are rarely handled with transparency. The judicial system plays no 

role in balancing powers and protecting users’ rights. With the cybercrime law and latest regulations for social 

media, there is no room for expression that can go without potential state retaliation, leading users to self-censor 

their online content.

B5 0-4 pts 

Are online sources of information controlled or manipulated by the government or other powerful 

actors to advance a particular political interest?

1 / 

4

The government has allegedly manipulated the online information landscape to advance its interests.

In 2014, the government spent more than $12 million on public relations firms, which some observers suspect had 

been deployed to counter allegations of human rights abuses online.99 A large number of anonymously operated 

Twitter accounts appear dedicated to harassing and intimidating political dissidents and their families online.

Following the UAE’s decision to normalize relations with Israel, pro-Israel commentary was seen online, at times 

prompted by Emerati officials. In May 2021, the UAE government had reportedly licensed Emirati social media 

influencers to praise Israeli’s attack on the al Aqsa Mosque during a crackdown on Palestinian worshippers earlier in 

May.100

Government authorities frequently issue warnings to internet users about what content is considered unacceptable to 

post on social media. During the reporting period, a group of tourists were deported after posting photos that 

contained nudity to social media while on vacation in Dubai (see C3). Following the incident, the Dubai police 

issued an official warning against posting content that does not “reflect the values and ethics of Emirati society.”101

In September 2019, Twitter announced that it took down approximately 4,525 accounts linked to Saudi Arabia, the 

United Arab Emirates, and Egypt. It was found that 4,248 of these accounts were operating from the UAE. Twitter 

claimed all the accounts promoted “political spam.”102 In April 2020, Twitter took down a pro–United Arab 

Emirates network of roughly 9,000 accounts that spread propaganda about the coronavirus pandemic and criticized 

Turkey’s military intervention in Libya. The network had been tied to marketing firms in the region, and parts of this 

network had already been removed by Facebook and Twitter in 2019.103

In an article published in July 2019 by Al Jazeera, experts pointed to thousands of bot accounts attempting to 

influence views on the Qatar blockade crisis by spreading fake news, retweeting officials, and amplifying hashtags. 

While the source of these accounts is unclear, reports claim that prominent social media influencers in Saudi Arabia 

and the UAE posted on Twitter about bot-created subjects, which was then picked up by real people.104

B6 0-3 pts 

Are there economic or regulatory constraints that negatively affect users’ ability to publish content 

online?

1 / 

3

Authorities impose economic and regulatory constraints that limit the ability of antigovernment websites to produce 

content online. For example, the government reportedly pressured the Dubai-based advertising agency Echo to end 

its advertising contract with the US-based news outlet Watan.105

The National Media Council (NMC) is the federal government body entrusted to oversee media affairs, including 

licensing and regulating all printed, published, and broadcast media content in the country. The NMC is also 

responsible for developing the UAE’s media strategy and drafting legislation, and traditional media, such as 

newspapers and magazines, and digital media platforms fall under its authority.106

In March 2018, the state media oversight body, the National Media Council (NMC), announced new regulations for 

electronic media that would govern “all online activities, including e-commerce; publishing and selling of print, 

video, and audio material; as well as advertising.”107

Since May 2018, social media influencers who engage in commercial activities or promote products must apply for 

licenses, which are awarded based on a number of qualifications, such as age, criminal record, good reputation, and a 

university degree.108109 In June 2019, more than 1,000 people had reportedly been granted licenses to operate as 

social media influencers in the UAE since the new regulation came into effect.110 The National Media council 

warned social media influencers that not obtaining a license would result in a 5,000 dirham ($1,361) fine. An official 

stated they “have a team dedicated to monitoring illegal activities on social media and other online platforms.”111

In October 2018, the council issued 19 rules for advertising, stating that “advertisements must be identified on social 

media clearly.” The rules also include “showing respect for the UAE’s systems and policies at an internal level and 

its relations with other countries, avoiding images that harm public morality, respecting intellectual property rights 
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and a ban on tobacco advertising of any kind.” Violators could be subject to a 5,000 dirham ($1,361) fine, with 

additional fees if the fine is not paid within five days. Repeat violations could lead to fines of up to 20,000 dirhams 

($5,444).112

B7 0-4 pts 

Does the online information landscape lack diversity and reliability? 1 / 4

The blocking of antigovernment and other sensitive content (see B1) and the criminalization of VPNs limit the 

diversity of the online information landscape. There is virtually no space for independent media online and many 

local news sites and bloggers self-censor, further reducing the diversity of viewpoints online (see B4).

According to Northwestern University in Qatar’s 2018 Media Use in the Middle East survey, 71 percent of UAE 

nationals accessed news online.113 However, many international news websites such as Al Jazeera are blocked, 

limiting the diversity of content available online (see B1).

Many media outlets are directly or indirectly linked to government-owned umbrella groups.114 Traditional and 

online news appears in both Arabic and English, including the privately owned Al Khaleej and Gulf News 

websites.115

B8 0-6 pts 

Do conditions impede users’ ability to mobilize, form communities, and campaign, particularly on 

political and social issues?

3 / 

6

Some Emiratis push back against government repression through online activism, but the repressive legal and 

regulatory environment limits their effectiveness. In the past, families of political prisoners frequently relied on 

Twitter to speak on behalf of detainees, document allegations of torture, and call for their release. However, the 

practice has become less frequent in recent years due to escalating arrests and prosecutions. With widespread arrests, 

intimidation, surveillance, and retaliation that users face for speaking out online, the only voices critical of the 

regime today are based abroad.

In response to the 2017 blocking of Skype, a user initiated an online petition to unblock it, which received thousands 

of signatures. The TRA responded by blocking Change.org, the platform on which the petition was posted.116 Laws 

prohibit calling for, promoting, and collecting donations online without obtaining prior permission and licensing 

from authorities.117

C Violations of User Rights

C1 0-6 pts 

Do the constitution or other laws fail to protect rights such as freedom of expression, access to 

information, and press freedom, including on the internet, and are they enforced by a judiciary that 

lacks independence?

0 / 

6

Article 30 of the constitution states that freedom of opinion “shall be guaranteed within the limits of law.” However, 

many laws can effectively limit free speech online, and these rights are not respected in practice.118 Under a 1980 

law, authorities can “censor local or foreign publications if they criticize domestic policies, the economy, the ruling 

families, religion, or the UAE’s relations with its allies.”119

The judiciary enjoys no independence in the UAE and is significantly influenced by the executive.120 Judicial 

bodies, judges, and lawyers have no public profiles, and are especially not able to criticize the state. The only lawyer 

to represent political detainees, Mohammed al-Roken, continues to serve a prison sentence for his work.121 Smear 

campaigns against dissidents go without investigation. Online journalists and bloggers are not allowed anonymity 

and are required to register for permits, as per the social media law. With the cybercrime law and hate crimes law, 

the regime has stifled freedom of expression in the country.

During the COVID-19 pandemic, in April 2020, the government issued a fine of up to 20,000 dirhams ($5,444) if 

people share medical information—including online—about the coronavirus that contradicts official statements.122

C2 0-4 pts 

Are there laws that assign criminal penalties or civil liability for online activities, particularly those that 

are protected under international human rights standards?

0 / 

4

There are a number of laws that assign criminal penalties for online activities. Since a series of regional mass 

uprisings in 2011, the UAE has followed countries of the Gulf Cooperation Council (GCC) in passing legislation to 

criminalize criticism of authorities online.123

The cybercrime law criminalizes a wide range of legitimate online activities. Hefty fines and jail sentences can be 

handed down for gambling online, disseminating pornographic material, or sharing content that is perceived to 

violate another person’s privacy.124 The cybercrime law also criminalizes offending the state and its rulers or 

symbols, and insulting religion. Calls to change the system of government are punishable by life imprisonment. 

Authorities have repeatedly warned foreign nationals that they must also follow the country’s restrictive laws.125 In 

2017, the government expanded the cybercrime law to criminalize “sympathy for Qatar,” which can be punished 

with a 15-year prison sentence and a fine.126
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In August 2018, the president amended three articles in the cybercrime law. Changes to Article 26 stipulate harsher 

penalties for enabling communication between terrorist groups or any other “unauthorized group.” The broadly 

worded amendment provides for 10 to 25 years of imprisonment and a fine between 2 million ($544,000) and 4 

million dirhams ($1.1 million). It also prescribes up to five years in prison and a fine between 500,000 ($136,100) 

and 1 million dirhams ($272,000) for inciting hatred. The other two amendments are related to incitement, 

endangering national security and state interests (Article 28), and deporting foreigners (Article 42).127 In June 2019, 

the TRA announced that cybercrime laws and regulations would "soon be enhanced to combat the ever-growing 

threat of cybercrimes," as part of the new National Cybersecurity Strategy that was to be implemented across nine 

sectors.128

In October 2020, the Federal Public Prosecution updated Federal Law No. 5 (2020) to combat cybercrimes, 

including by further penalizing online activities; specifically, citizens can face imprisonment and fines of up to 

500,000 dirhams ($136,100) if they carry out “cybercrimes” or make “defamatory comments” online.129

In January 2019, an official from the Interior Ministry listed ten types of social media activities considered illegal 

under the cybercrime law: defaming or disrespecting others, violating privacy, filming people or places and posting 

these videos without permission, spreading fake news and rumors, manipulating personal information, blackmail and 

threats, establishing websites or accounts that violate local regulations, inciting immoral acts, posting work-related 

confidential information, and establishing or managing websites or accounts to coordinate with terrorist groups.130

Broadly worded provisions of a 2015 hate speech law, which criminalize insults to “God, his prophets or apostles or 

holy books or houses of worship or graveyards,” open individuals up to criminal charges for expressing nonviolent 

opinions on religion. Penalties under the law range from prison terms between six months and 10 years and fines 

between 50,000 ($13,610) and 2 million dirhams ($544,000).131 Furthermore, while the law bans discrimination on 

the basis of “religion, caste, doctrine, race, color, or ethnic origin,” it does not protect those persecuted on the basis 

of gender or sexuality.132 The law specifically covers online and offline speech.

Terrorism offenses are punishable by life imprisonment, fines of up to 100 million dirhams ($27.2 million), and 

execution.133 Under the law, citizens may be charged with such broad crimes as undermining national unity, 

possessing materials counter to the state’s notion of Islam, and “publicly declaring one’s animosity or lack of 

allegiance to the state or the regime.”134

Articles 8 and 176 of the penal code are used to punish public “insults” against the country’s top officials and calls 

for political reform.135 Articles 70 and 71 of a 1980 publishing law prohibit criticism of the head of state, Islam, or 

any other religion.136 In 2016, Dubai police reiterated that posting pictures of others without permission can lead to 

six months in jail and a fine between 150,000 ($40,800) and 500,000 dirhams ($136,100).137

C3 0-6 pts 

Are individuals penalized for online activities, particularly those that are protected under international 

human rights standards?

1 / 

6

Score Change: The score declined from 2 to 1 because a 10-year prison sentence was given to a Jordanian man for 

a Facebook post in which he criticized the Jordanian royal family.

The government routinely jails individuals for posting political, social, or religious opinions online, and long prison 

sentences have been handed out on such charges in recent years. Online activists face arbitrary detention. Arrests for 

online activity continued throughout the reporting period.

In October 2020, a court sentenced Ahmed Etoum, a Jordanian citizen living in the UAE, to 10 years in prison based 

on his Facebook posts criticizing the Jordanian royal family and government. The court convicted Etoum of using 

Facebook to commit “acts against a foreign state” that could “damage political relations” with that state and 

“endanger national security” inside the UAE.138

In December 2018, a court rejected activist Ahmed Mansour’s final appeal of a 10-year prison sentence and 1 

million–dirham ($272,200) fine. Reports also suggested that he would be subject to three years of surveillance after 

his release.139 He was sentenced in May 2018 on cybercrime charges following a series of closed proceedings140

and has been in detention since his 2017 arrest for “spreading sectarianism and hatred on social media,”141 after 

calling on Twitter for the release of human rights activist Osama al-Najjar.142 During his arrest, 12 security officers 

searched Mansour’s house for electronic devices, confiscating laptops and cell phones belonging to him and his 

family members.143 Activists said he was held in solitary confinement, and was not given access to a lawyer during 

his trial.144

Nasser bin Ghaith—a human rights activist and former lecturer at the Abu Dhabi branch of the Paris-Sorbonne 

University— was sentenced to 10 years in prison in 2017 after being convicted on a range of charges primarily 

related to his nonviolent speech published online.145

In February 2021, a woman was ordered to pay 20,000 dirhams ($5,444) as a compensation to a couple for positing 

“derogatory comments” about them on social media. UAE prosecutors charged the woman with violating the 

cybercrime law and defaming the couple.146
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In April 2021, Dubai authorities deported 13 tourists—12 Ukrainian woman and a Russian man—for posting a 

picture on social media where they appear nude on one of the balconies of the Dubai marina. The tourists were 

accused of indecency and spreading debauchery, offenses carrying a penalty of up to six months and a fine of 5,000 

dirhams ($1,361).147

In April 2020, three men were arrested in separate incidents for “mocking stay-at-home and movement restrictions”; 

their pictures were published in the press. Authorities said they were notified that their images would be published as 

part of a “name and shame” initiative started by the Dubai Police,148 used by authorities to punish those who mock 

the “stay home, stay safe” campaigns to combat the spread of COVID-19 by identifying and shaming violators 

through various online media.149 In the same month, Tariq Mehyyas, an Emirati member of the media, was arrested 

under hate crime charges for posting racist comments in a video targeting South Asian residents of the UAE.150

In March 2020, an American woman, who was arrested for insulting her former boyfriend over email, was released 

after a month in detention on cybercrime charges. The UAE cybercrime law criminalizes insulting others in any 

electronic format (see C2).151

In May 2019, a man was arrested in Dubai for filming and posting a viral video of a dispute between a hotel worker 

and a woman after she refused to pay for valet parking service. He faced charges under Article 21 of the cybercrime 

law for violating the privacy of others, which is punishable by up to six months in prison and a 500,000 dirham 

($136,100) fine. As of June 2021, it was unclear if he had been released.152 In March 2019, a man was arrested for 

insulting local traditions after posting a satirical video on social media in which he wore formal Emirati clothing 

while surrounded by women and throwing money.153 His arrest may have been the result of user reporting.154 In 

January 2020, a man was fined 10,000 dirhams ($2,722) for posting a photoshopped picture of another man as a dog. 

The court also shut down his Instagram account and confiscated his phone.155

In July 2018, the Abu Dhabi prosecutor’s office issued an arrest warrant for three social media influencers who had 

participated in and posted on social media their video of a viral dance challenge online involving moving vehicles. 

They were charged with allegedly putting people’s lives at risk and promoting “practices that are incompatible with 

the UAE’s values and traditions.”156

Several foreigners were arrested for social media posts under the harsh cybercrime law. In April 2019, a British 

woman was arrested at an airport in Dubai for insulting Facebook comments she had posted about her former 

husband’s new wife. She was detained under the cybercrime law and released after paying a 3,000 dirham ($817) 

fine.157

Even after serving their sentences, many prisoners of conscience remain detained in “counselling centers.”158 For 

example, Osama al-Najjar was detained in a counselling center despite having served out his three-year sentence.159

Al-Najjar was finally released in August 2019,160 having been sentenced in 2014 to three years in prison and fined 

37,000 dirhams ($10,070) for Twitter posts in which he alleged that his father, who was imprisoned during the UAE 

94 trial (in which 94 democracy activists were tried on trumped-up coup charges in 2013), was tortured by security 

forces.161 He was found guilty of belonging to the banned political group al-Islah, spreading lies, and instigating 

hatred against the state through Twitter.162163

C4 0-4 pts 

Does the government place restrictions on anonymous communication or encryption? 1 / 4

Several laws limit anonymous communication online.

Amendments to the cybercrime law passed in 2016 state that use of hiding one’s identity “by using a false [internet 

protocol (IP)] address or a third-party address by any other means for the purpose of committing a crime or 

preventing its discovery” can face a fine of between 500,000 ($136,100) and 2 million dirhams ($544,000), as well 

as prison time.164 The clause may refer to VPNs used to circumvent censorship, which help disguise the user’s 

location. A prison sentence was not specified in the law. However, considering that cyberviolations are now treated 

as crimes rather than misdemeanors, prison terms for those convicted would likely be at least three years.165 The 

TRA clarified that “companies, banks, and institutions are not prohibited from using VPNs,” adding that “the law 

can be breached only when internet protocols are manipulated to commit crime or fraud.”166 Also in 2016, 

authorities blocked the encrypted messaging app Signal.167

On February 23, 2021, Digital 14—a UAE-based cybersecurity firm owned by Abu Dhabi Developmental Holding 

company (ADQ) and chaired by Tahnoon Bin Zayed Al Nahyan, the National Security Advisor of 

UAE—announced the launch of KATIM, a mobile phone and messaging application with end-to-end encryption. 

KATIM was made available to businesses and government entities operating in the UAE.168 Tahnoon has been 

linked to the controversial ToTok app, which was removed from the Apple and Google app stores due to privacy 

concerns (see C5).169

In 2014, the Interior Ministry announced plans to link identification cards with internet and mobile service, in order 

“to crack down on child abusers.” An official stated: “By linking ID cards with internet service providers, people’s 

identities will be linked to the websites they visit.”170 In order to retain service, mobile phone users were required to 

reregister personal information as part of the 2012 TRA campaign, “My Number, My Identity.”171 Cybercafé 

customers are also required to provide their ID and personal information.172

C5 0-6 pts 
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Does state surveillance of internet activities infringe on users’ right to privacy? 0 / 6

State surveillance is widespread and infringes on users’ right to privacy. Whether there is any meaningful legal 

oversight of government surveillance operations is unclear.

A report published on February 6, 2021 by the New York Times revealed that the UAE established “an electronic spy 

network” that included former US National Security Agency members. According to the report, the network spied 

on Qatar with the aim to prove the country was financing terrorist groups through the Muslim Brotherhood.173 The 

Times investigation revealed that the UAE offered generous compensation to the members of the spy network.

In December 2020, Al Jazeera published a report claiming that several their journalists were hacked using NSO 

Group spyware, which was acquired by the UAE and Saudi Arabia. The report references an investigation conducted 

by the Canada-based cybersecurity watchdog Citizen Lab, which detailed how authorities used Pegasus spyware 

from NSO Group – an Israeli company – to infect the mobile phones of 36 journalists and media staff at the Al 

Jazeera media network. Citizens Lab traced the “zero-click” hacking technique whereby hackers from the UAE and 

Saudi Arabia accessed the victims’ phones (see C7 and C8).174

In a 2018 report by Citizen Lab, a Canadian internet watchdog, the UAE is listed as one of 45 countries worldwide 

in which devices were likely breached by Pegasus, a targeted spyware software developed by the NSO Group.175

Moreover, documents leaked in August 2018, which were used in two lawsuits against NSO Group, showed that the 

UAE had been using Pegasus spyware for at least a year, targeting foreign government officials, journalists, and 

activists.176 In July 2021, an investigation published by The Guardian provided further evidence that the UAE 

government had purchased the Pegasus spyware.177

In December 2019, the New York Times reported that the VoIP app “ToTok” gives UAE spies access to citizens’

conversations, movements, and other personal data, like photos. Shortly after, the app was removed from both the 

Apple and Google app stores (see B2). The app’s publisher, Breej Holding Ltd, is affiliated with UAE-based 

cybersecurity firm DarkMatter, which is allegedly under investigation by the United States’ Federal Bureau of 

Investigation for possible cybercrimes.178 The founders of the app called the allegations against ToTok “vicious 

rumors.”179 An investigative report published in January 2020 by Citizen Lab found that three companies connected 

to ToTok are directly linked to UAE National Security Advisor Tahnoon bin Zayed al-Nahyan (see C4).180

A Reuters investigation published in January 2019 revealed that a group of former US intelligence agents were part 

of Project Raven, an Emirati hacking program that allowed the UAE to surveil militants and other governments, as 

well as dissidents, political opponents, activists, and journalists. Some of the latter targets were foreigners. The 

project was ultimately transferred from a US contractor to DarkMatter in 2016.181 One of the tools used from 2016 

to 2017 enabled DarkMatter to hack into targets’ iPhones and access their information. The UAE had also bought the 

hacking platform, called Karma, from an unnamed vendor.182 The project operatives were ordered to monitor social 

media platforms and target individuals who, according to security forces, had insulted the government. One of the 

operatives said, “Some days it was hard to swallow, like [when you target] a 16-year-old kid on Twitter.”183

In August 2018, Google said that its Chrome and Android browsers would mark all websites that had been certified 

by DarkMatter as unsafe.184 In July 2019, Mozilla said it was “rejecting the UAE’s bid to become a globally 

recognized internet security watchdog, empowered to certify the safety of websites for Firefox users.” Mozilla made 

the decision based on reports that DarkMatter had been linked to the state-run hacking program.185

In February 2018, Faisal al-Bannai, the founder of DarkMatter, denied activists’ allegations that the firm was 

involved in hacking activities. About 80 percent of DarkMatter’s customers are UAE government agencies, 

including the Dubai police. Al-Bannai has suggested that the police are capable of compiling hours of surveillance 

video in order to track anyone in the country.186 In October 2019, al-Bannai announced that he was “in the process 

of concluding purchase agreements with multiple parties to divest all assets and capabilities in the UAE and 

internationally.”187

C6 0-6 pts 

Does monitoring and collection of user data by service providers and other technology companies 

infringe on users’ right to privacy?

0 / 

6

ISPs and mobile service providers are not transparent about the procedures authorities use to access users’ 

information.

Service providers reportedly monitor content on behalf of the police and security forces. Etisalat is required, through 

its license, to store call logs and possess equipment that allows the TRA to access “its network and the retrieval and 

storage of data for reasons of public interest, safety, and national security.”188 Metadata and call information from 

the VoIP services offered by Etisalat and Du can be obtained by the government.189

In July 2020, the Dubai International Financial Centre (DIFC) approved the Data Protection Law No. 5 of 2020. The 

regulations in the law apply to businesses that process personal data and mandate the appointment of data protection 

officers for DIFC entities. Furthermore, the regulations include a maximum fine of $100,000 for any data 

breaches.190 Other rules ensure compliance from data controllers and processors, such as a mandate to conduct data 

protection impact assessments and contractual obligations that protect individuals and their personal data.191
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Though the UAE has joined a wave of countries enacting data protection policies, the government’s history of 

surveilling citizens and targeting dissidents raise questions about the legitimacy of the new data protection law (see 

C5 and C7). For example, the newly adopted Internet of Things (IoT) regulatory framework has serious privacy 

implications. The framework requires entities that offer IoT services, regardless where they are headquartered, to 

register with the UAE government. The IoT regulatory policy paper retains the government’s right to process “data 

within the purview of the legislative powers provided to them.” Further, any “secretive, sensitive and confidential” 

data for individuals and business would be stored within the UAE; no definition of secretive, sensitive, or 

confidential data is provided.192

Authorities at times request user data from international platforms. In its transparency report, Google claimed to 

have received three emergency data disclosure requests between January 2020 and June 2020. One request was made 

to Twitter during the same period.193

C7 0-5 pts 

Are individuals subject to extralegal intimidation or physical violence by state authorities or any other 

actor in relation to their online activities?

2 / 

5

Some online activists face enforced disappearances and torture in retaliation for their activities.194

Nasser bin Ghaith, who was sentenced to 10 years in prison in 2017 in part for Twitter posts critical of the Egyptian 

government, reported that he was detained in poor conditions and subject to torture while on trial, including 

extended periods in solitary confinement.195 He has gone on several hunger strikes since 2017 and has been denied 

access to medical care (see C3).196

Activist Ahmed Mansour, who was detained in 2017 in connection with his social media use and later sentenced to 

10 years’ imprisonment in May 2018, began a hunger strike in March 2019 to bring attention to his case and 

substandard prison conditions, including torture (see C3).197 As of February 2020, Mansour was reported to have 

been on a five-month liquid only hunger strike.198 He had been harassed for years by the government prior to his 

imprisonment: authorities froze his bank accounts, put him under a travel ban, denied him a passport, and attempted 

to hack into his email accounts. When arresting him, security forces searched Mansour’s house and confiscated all 

electronic devices belonging to him and his family members.199 In February 2021, a United Nations (UN) official 

called on the UAE government to release human rights activists being held in prison, including bin Ghaith and 

Mansour, citing prison conditions that amount to human rights abuses.200

Female activists have been harassed online by government officials in an attempt to silence them. In December 

2020, Ghada Ouiess, a high-profile Lebanese journalist, filed a lawsuit against Crown Prince Mohamed bin Zayed 

alleging that he, among other defendants, shared photos of her online in retaliation for her reporting on the Saudi 

regime. Ouiess is just one of many journalists who were targeted in a “hack-and-leak” attack, where attackers used 

NSO Group spyware to hack mobile phones and spy on dissidents (see C5 and C8).201 Other activists who have 

been allegedly targeted by the UAE include Alaa al-Siddiq, an Emirati activist and the director of human rights 

group, ALQST, and prominent Saudi women’s rights activist, Lina al-Hathloul.

Political dissidents and their families are frequently harassed and intimidated on Twitter. In December 2019, Human 

Rights Watch reported that dissidents and their family members report being targeted and surveilled, constantly 

summoned by authorities and interrogated for their opinions, intimidated, and asked to spy on their communities.202

In October 2019, Amnesty International shared a statement by WhatsApp about NSO spyware which had been sent 

on the app to 100 activists in the UAE, Mexico, and Bahrain (see C5).203

C8 0-3 pts 

Are websites, governmental and private entities, service providers, or individual users subject to 

widespread hacking and other forms of cyberattack?

2 / 

3

The UAE reported a 250 percent increase in cyberattacks during the reporting period.

Mohamed al-Kuwaiti, the head of the Government Cyber Security agency, stated that the UAE had become a target 

of “huge attacks” from “activists” after it established formal ties with Israel in August 2020. Al-Kuwaiti added that 

the financial sector and health sector received the most attacks.204

Activists have faced repeated technical attacks designed to deceive them into downloading spyware. In December 

2020, reports alleged that several prominent journalists and activists were targeted by a “hack-and-leak” campaign, 

perpetrated by authorities in the UAE and Saudi Arabia (see C5 and C8).205 In May 2019, reports emerged that 

NSO Group, whose spyware enabled various countries to surveil journalists and activists, exploited a security flaw 

in WhatsApp to hack into targets’ mobile devices. The flaw may have been used to hack the UAE’s targets (see 

C5).206 In 2016, a report from the New York Times asserted that the UAE government paid the Italian cybersecurity 

firm Hacking Team more than 2,328,000 dirhams ($633,700) to target 1,100 devices with spyware.207 Through a 

forensic investigation by cybersecurity expert Bill Marczak, human rights activist Ahmed Mansour discovered that 

he had been repeatedly targeted with sophisticated spyware from hackers at FinFisher and Hacking Team.

A January 2019 Reuters report documented how former United States intelligence analysts are now working as 

hackers within the UAE as part of a clandestine spy group called Project Raven, which was then moved to the UAE 

cybersecurity firm DarkMatter (see C5). These hackers use state-of-the-art technology to hack into phones and spy 

on enemies of the state, including journalists, activists, and political rivals.208
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In February 2020, a trial in London began in which Farhad Azima, an Iranian-American businessman, alleged that 

the Emirate of Ras Khaima had hacked his emails, as they battled him over a hotel contract. According to his lawyer, 

if the judge rules in Azima’s favor, he would be the first person to successfully sue a foreign government for 

hacking.209 Azima ultimately lost the dispute to Ras al Khaimah in 2020 and was ordered to pay $4.1 million in 

compensation.210

In 2016, an official with DarkMatter said that 5 percent of global cyberattacks targeted victims in the UAE.211 The 

TRA said it had “successfully foiled 1,054 cyberattacks” targeting private companies and government entities that 

year.212 Also in 2016, Dubai police arrested foreign hackers accused of extorting over email five senior officials 

who worked for the president of the United States.213

Footnotes

• 1 “Percentage of individuals using the internet, Percentage of individuals with mobile-cellular subscriptions,”

International Telecommunication Union, 2019, 

https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

• 2 Simon Kemp, “Digital 2021: The United Arab Emirates,” Data Reportal, February 10, 2021, 

https://datareportal.com/reports/digital-2021-united-arab-emirates.

• 3 “Percentage of individuals using the internet, Percentage of individuals with mobile-cellular subscriptions,”

International Telecommunication Union, 2019, 

https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

• 4 World Intellectual Property Organization, “Global Innovation Index 2020,” Accessed July 2021, 

https://www.wipo.int/global_innovation_index/en/2020/.

• 5 “Etisalat 5G service launched in the UAE along with ZTE 5G smartphone,” Tech Radar, May 30, 2019, 

https://www.techradar.com/news/etisalat-launches-5g-service-and-smartph….

• 6 Cleofe Maceda, “Du launches 5G service in UAE, giving away free phones to select customers,” Gulf 

News, June 2, 2019, https://gulfnews.com/business/du-launches-5g-service-in-uae-giving-away….

• 7 Adelle Geronimo, “UAE’s Etisalat doubles broadband speeds for free,” Tahawul Tech, January 28, 2019, 

https://www.tahawultech.com/industry/technology/uaes-etisalat-doubles-b….

• 8 Mary Sophia “Etisalat rolls out 5G for UAE home users as TRA allocates new frequency band,” The 

National, September 15 2020 , https://www.thenationalnews.com/business/technology/etisalat-rolls-out-….

• 9 “Du says may take longer to repair damaged submarine cable,” Emirates 24/7, January 26, 2016, 

http://www.emirates247.com/business/technology/du-says-may-take-longer-…; Mariam M. Al Serkal and 

Cleofe Maceda, “Du network interrupted for several hours,” Gulf News, May 26, 2017, 

http://gulfnews.com/business/sectors/telecoms/du-network-interrupted-fo….

• 10 “Africa-1 subsea cable system coming closer to reality,” CommsMEA, December 27, 2018, 

https://www.commsmea.com/services/18740-africa-1-subsea-cable-system-co….

• 11 Ben Mack, “Will 5G technology actually revolutionse the GCC telecoms landscape?” Gulf Business, 

November 23, 2019, https://gulfbusiness.com/will-5g-technology-actually-revolutionse-gcc-t….

• 12 Zainab Mansoor, "UAE’s TRA to offer free mobile data to help students with no home internet,” Gulf 

Business, March 19, 2020, https://gulfbusiness.com/uaes-tra-to-offer-free-mobile-data-to-help-stu….

• 13 “Dubai to provide free wifi onboard all its 10,800 taxis,” Gulf Business, October 17, 2018, 

https://gulfbusiness.com/dubai-provide-free-wifi-onboard-10800-taxis/.

• 14 “Use free WiFi in the UAE? Here's a warning,” Khaleej Times, September 20, 2018, 

https://www.khaleejtimes.com/technology/use-free-wifi-in-the-uae-heres-….

• 15 “The UAE first to significantly increase indoor wireless network speeds,” Telecom Review, December 28 

2020, https://telecomreview.com/articles/reports-and-coverage/4407-the-uae-fi….

• 16 “Measuring the Information Society Report 2018,” International Telecommunications Union, Accessed 

July 2021, https://www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2018….

• 17 Leyal Khalife, “Internet prices in Dubai are the most expensive in the world,” Stepfeed, May 27, 2019, 

https://stepfeed.com/internet-prices-in-dubai-are-the-most-expensive-in….

• 18 “The Price of Fixed-line Boadband in 211 Countries,” Cable, December 31 2020, 

https://www.cable.co.uk/broadband/pricing/worldwide-comparison/#regions.

• 19 “New Post-Paid Plan,” Etisalat, Accessed July 2021, https://www.etisalat.ae/b2c/eshop/viewProducts?

category=mobilePlans&sub….

• 20 “Pre-Paid Plan,” Etisalat, Accessed July 2021, https://www.etisalat.ae/en/c/mobile/plans/prepaid-plans.jsp.

• 21 “No more mobile bill shocks: UAE bans pay-per-use data,” Khaleej Times, July 5, 2019, 

https://www.khaleejtimes.com/business/telecom/pay-per-use-data-will-hav…-.

• 22 “TRA directs mobile operators in UAE to reduce GCC roaming rates,” Emirates 24/7, April 25, 2017, 

http://www.emirates247.com/news/emirates/tra-directs-mobile-operators-i….

Page 12 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 23 Cleofe Maceda, “Etisalat announces 5% VAT on products, services,” Gulf News, December 21, 2017, 

http://gulfnews.com/business/sectors/telecoms/etisalat-announces-5-vat-….

• 24 Ed Clowes, “TRA announces new rules for UAE phone users: Now closing a phone plan or contract early 

is cheaper,” Gulf News, March 20, 2019, https://gulfnews.com/uae/government/tra-announces-new-rules-for-

uae-pho….

• 25 “Early telecom cancellation charges in UAE reduced,” Gulf News, December 24, 2019, 

https://gulfnews.com/uae/government/early-telecom-cancellation-charges-….

• 26 Dhanusha Gokulan, “UAE classrooms go from chalk board to smart board,” Khaleej Times, February 22, 

2016, http://www.khaleejtimes.com/nation/education/from-chalk-board-to-smart-…; “Now, tablets to replace 

laptops in Dubai public schools,” Khaleej Times, February 15, 2016, 

http://www.khaleejtimes.com/nation/education/10000-devices-to-be-given-…; “Lughati distributes 3,100 

smart tablets to Sharjah students in 54 schools,” Emirates News Agency, February 3, 2018, 

http://wam.ae/en/details/1395302664537.

• 27 “Ministry of Education highlights its accomplishments in 2013,” The National, January 1, 2014, 

https://www.thenational.ae/uae/education/ministry-of-education-highligh….

• 28 Mary Achkhanian, “UAE launches largest e-learning platform in Arab World,” Gulf News, October 

16,2018, https://gulfnews.com/uae/education/uae-launches-largest-e-learning-plat….

• 29 “Distance learning in times of COVID-19,” U.ae, January 10, 2021, https://u.ae/en/information-and-

services/education/distance-learning-in….

• 30 Mariam M. Al Serkal, "UAE: TRA unblocks Skype for Business, Google Hangouts amid COVID-19 

outbreak," Gulf News, March 24, 2020, https://gulfnews.com/uae/uae-tra-unblocks-skype-for-business-

google-han….

• 31 Ismaeel Naar, “Talks on lifting ban on WhatsApp calls, VoIP services still ongoing: UAE cyber chief,” Al 

Arabiya, December 7 2020, https://english.alarabiya.net/News/gulf/2020/12/07/Talks-on-lifting-ban….

• 32 “UAE’s Du unblocks voice chat feature for some games,” Gulf Business, August 2, 2018, 

https://gulfbusiness.com/uaes-du-unblocks-voice-chat-feature-games/.

• 33 Vicky Kapur, “Still can't get free WhatsApp voice calls in UAE? This is why,” Emirates 24/7, March 17, 

2015, https://www.emirates247.com/business/technology/still-can-t-get-free-wh….

• 34 Joseph George, “Facebook Messenger video calls blocked in UAE?” Emirates 24/7, May 21, 2015, 

https://www.emirates247.com/news/emirates/facebook-messenger-video-call….

• 35 Dow Jones, “Viber seeks to circumvent ban in Middle East,” The National, June 10, 2013, 

https://www.thenational.ae/uae/viber-seeks-ways-to-circumvent-ban-in-mi….

• 36 Reporters Without Borders, “Internet Enemies - Countries under surveillance: United Arab Emirates,”

March 12, 2009, https://www.refworld.org/docid/4a38f97ec.html.

• 37 Naser Al Wasmi, “UAE gamers voice anger as Discord chat app blocked by Etisalat,” The National, 

March 29, 2017, http://www.thenational.ae/uae/technology/uae-gamers-voice-anger-as-disc….

• 38 Roger Field, “Etisalat launches internet exchange hub,” CommsMEA, November 19, 2012, 

https://www.commsmea.com/12820-etisalat-launches-internet-exchange-hub#….

• 39 “Etisalat selects TeliaSonera International Carrier as global internet backbone provider,” CommsUpdate, 

March 11, 2015, https://www.commsupdate.com/articles/2015/03/11/etisalat-selects-telias….

• 40 Maher Chmaytelli, “Etisalat Plans to Allow Foreigners ‘Soon,’ Khaleej Says,” Bloomberg Business, July 

29, 2012, http://bloom.bg/1NJ7wdM.

• 41 “Shareholders structure,” Du, 2012, 

https://web.archive.org/web/20120302103945/http://www.du.ae/en/about/co….

• 42 Alexander Cornwell, “Du says royalty payments to federal government unlikely to change,” Gulf News, 

February 9, 2016, http://gulfnews.com/business/economy/du-says-royalty-payments-to-federa….

• 43 Rory Jones, “UAE to Allow Foreign Ownership of Etisalat Shares,” Wall Street Journal, June 23, 2015, 

http://on.wsj.com/1LvnOo0.

• 44 John Everington, “Du owner to bring Virgin Mobile brand to UAE,” The National, January 31, 2017, 

http://www.thenational.ae/business/telecoms/du-owner-to-bring-virgin-mo….

• 45 “UAE's Etisalat forms global cyber security alliance with foreign firms,” Xinhuanet, April 12, 2018, 

http://www.xinhuanet.com/english/2018-04/12/c_137106482.htm.

• 46 “AT&T joins Global Cyber Security Alliance formed by Etisalat, Singtel, Softbank and Telefónica,”

AT&T, March 2019, https://cybersecurity.att.com/who-we-are/press-releases/att-joins-globa….

• 47 “UAE’s Etisalat inks deal to acquire Help AG,” Gulf News, September 18, 2019, 

https://gulfnews.com/business/uaes-etisalat-inks-deal-to-acquire-help-a….

• 48 “ هيخيرات ةذبن [Brief History],” Telecommunications Regulatory Authority, 2015, 

https://web.archive.org/web/20150621013803/http://www.tra.gov.ae:80/bri….

Page 13 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 49 “Mohammad appoints State Security chief in Dubai,” Gulf News, March 3, 2017, 

https://gulfnews.com/uae/government/mohammad-appoints-state-security-ch…; “Board of Directors,”

Telecommunications Regulatory Authority, June 11, 2020, https://www.tra.gov.ae/en/about-tra/board-of-

directors.aspx.

• 50 “Know the Director General,” Telecommunications Regulatory Authority, July 8, 2020, 

https://www.tra.gov.ae/en/about-tra/know-the-dg.aspx.

• 51 Sarah Townsend, “Al Jazeera Live website blocked in UAE,” Arabian Business, May 24, 2017, 

http://www.arabianbusiness.com/al-jazeera-live-website-blocked-in-uae--….

• 52 “Qatar FM: Shutting down Al Jazeera not discussed in GCC talks,” Al Jazeera, January 7, 2021, 

https://www.aljazeera.com/news/2021/1/7/qatar-says-shutting-down-of-al-….

• 53 “Statistics of Prohibited Content,” Telecommunications Regulatory Authority, December, 2020, 

https://www.tra.gov.ae/en/about-tra/information-and-egovernment-sector/….

• 54 Gilian Duncan, “Sound issues blight Clubhouse app but regulator says it is not blocked,” The National 

News, March 14, 2021, https://www.thenationalnews.com/uae/sound-issues-blight-clubhouse-app-b….

• 55 نوــثاراــم @lMarathonl, “In Feb, two weeks after launching, their website (http://alestiklal.net/ar) was 

blocked in March. Clearly so sensitive to a platform on its inception,” May 6, 2019, 

https://twitter.com/lMarathonl/status/1125495711682850817.

• 56 Sania Aziz, @saniaazizr, “@etisalat can you check and let me know if you're actively blocking 

GlobalVoices.org ?,” April 24, 2019, https://twitter.com/saniaazizr/status/1120975737069158400.

• 57 “UAE Escalates its Crackdown on News Portal, Blocks Fars News Agency,” The Arabic Network for 

Human Rights Information, July 11, 2016, http://anhri.net/?p=169056&lang=en.

• 58 “United Arab Emirates blocks The New Arab website,” The New Arab, December 22, 2015, 

http://www.alaraby.co.uk/english/news/2015/12/29/united-arab-emirates-b….

• 59 “ ملاعلا " ”,[UAE authorities block website of Alalam] ةانق عقوم بجحت ةيتاراملاا تاطلسلا Al-Alam, October 26, 

2015, http://www.alalam.ir/news/1753262.

• 60 “United Arab Emirates: GCHR website blocked in UAE,” Gulf Center for Human Rights, January 29, 

2015, https://www.gc4hr.org/news/view/894.

• 61 Outsports @outsports, “Ah sorry about that,” April 24, 2017, 

https://twitter.com/outsports/status/856613726492835840.

• 62 Sarah McKune, “Citizen Lab Open Letter in Advance of the Equal Rights Coalition Global Conference 

(August 5-7, 2018, in Vancouver, British Columbia, Canada),” Citizen Lab, July 31, 2018, 

https://citizenlab.ca/2018/07/citizen-lab-open-letter-equal-rights-coal….

• 63 قداصلا دمحم @mohamedelsadek_, “#blocked_sites_in_uae,” May 30, 2016, https://twitter.com/search?

f=tweets&vertical=default&q=%23blocked_sites….

• 64 “Modern Discussion,” Ahewar, Accessed August 2021, http://www.ahewar.org/; “Help us document 

blocked Internet Sites in UAE,” Emarati Katib, Accessed August 2021, https://perma.cc/XHT2-549F; 

“Modern Discussion,” ladeeni.net, “Ben Kreishan,” and the inactive atheist blog “Arab Atheism,” 

arabel7ad.blogspot.com, are still blocked “ برعلا نيدحلملا ىدتنم عقوم ةنودم  [Blog site Arab Atheists Forum],” 

Arabel7ad Blogspost, Accessed August 2021, http://arabel7ad.blogspot.com.

• 65 “Web Connectivity Test: United Arab Emirates,” OONI Explorer, March 11, 2019, 

https://explorer.ooni.io/measurement/20190311T084842Z_AS197207_tdOy40js….

• 66 “#Blocked_sites_in_UAE,” Twitter, Accessed August 2021, 

https://twitter.com/hashtag/Blocked_sites_in_UAE?src=hash.

• 67 “Web Connectivity Test: United Arab Emirates,” OONI Explorer, April 30, 2019, 

https://explorer.ooni.io/measurement/20190430T230622Z_AS5384_uqtJV1t0NF….

• 68 Salloh @salloh14, “# بوجحم هلكش قاتشهلا ةيرسلا _ تاراملإا _ نوجس _ يف _ يمجعلا _ دلاخ [Blocked social media content 

remains available for users with encrypted https connections unless the company or the owner removes it],” 

May 5, 2015, https://twitter.com/salloh14/status/595589060149645312.

• 69 u/Bigcow200, “Archive.today blocked in UAE (United Arab Emirates),” Reddit, November 21, 2014, 

https://www.reddit.com/r/KotakuInAction/comments/2n102a/archivetoday_bl….

• 70 マヨド | Mayed, @Majedistic, “I think @dutweets blocked @Spotify in the UAE,” December 9, 2019, 

https://twitter.com/Majedistic/status/1203987407835684865.

• 71 Sal @xiuyibos, "LMFAOOOO onlyfans got blocked in the UAE," April 20, 2020, 

https://web.archive.org/web/20200502213322if_/https://twitter.com/xiuyi….

• 72 Noura Ahmed AlNoman, @NouraNoman, “@Etisalat_Care Why is @teamspeak blocked in the UAE?”

January 25, 2020, https://twitter.com/NouraNoman/status/1221110728243011584.

• 73 Basil, @Basil_Mhmd, "@dutweets Hello Du i was thinking to switch to your internet service, but did u 

guys also block @teamspeak and @discordapp? Peace," April 19, 2017, 

https://twitter.com/basil_xboss/status/854617879295217664.

Page 14 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 74 Greg Wiseman et al., “Appendix A: Summary Analysis of Blue Coat ‘Countries of Interest,’” Citizen Lab, 

January 15, 2013, https://web.archive.org/web/20130901122057/https://citizenlab.org/2013/….

• 75 Bennett Haselton, “Smartfilter: Miscategorization and Filtering in Saudi Arabia and UAE,” Citizen Lab, 

November 28, 2013, https://web.archive.org/web/20140208030408/https://citizenlab.org/2013/….

• 76 Jakub Dalek et al., “Planet Netsweeper,” Citizen Lab, April 25, 2018, https://citizenlab.ca/2018/04/planet-

netsweeper/.

• 77 “Restrictions by Product: United Arab Emirates,” Facebook Transparency, Accessed August 2021, 

https://transparency.facebook.com/content-restrictions/country/AE.

• 78 “Restrictions by Product: United Arab Emirates,” Facebook Transparency, Accessed August 2021, 

https://transparency.facebook.com/content-restrictions/country/AE.

• 79 “Government Requests to Remove Content: United Arab Emirates,” Google Transparency Report, 

Accessed August 2021, https://transparencyreport.google.com/government-removals/by-country/AE….

• 80 “Government Requests to Remove Content: United Arab Emirates,” Google Transparency Report, 

Accessed August 2021, https://transparencyreport.google.com/government-removals/by-country/AE….

• 81 “Removal Requests,” Twitter Transparency Report, Accessed August 2021, 

https://transparency.twitter.com/en/reports/countries/ae.html.

• 82 “Twitter Suspends Account of Human Rights Advocate and Critic of UAE,” Sky Line International, July 

22, 2020, https://skylineforhuman.org/en/news/details/326/twitter-suspends-accoun….

• 83 “Censorship of Dubai's biggest critic on Twitter sparks concern,” Detained In Dubai, February 12, 2021, 

https://detained-in-dubai.prowly.com/105818-censorship-of-dubais-bigges….

• 84 "It Seemed Like a Popular Chat App. It’s Secretly a Spy Tool," The New York Times, December 22, 

2019, https://www.nytimes.com/2019/12/22/us/politics/totok-app-uae.html.

• 85 Menna Farouk and Timour Azhari, “Arabs talk sex and taboos on Clubhouse app, but for how long?,”

Reuters, April 7, 2021, https://www.reuters.com/article/us-tech-mideast-rights-trfn/arabs-talk-….

• 86 “Twitter Suspends Account of Human Rights Advocate and Critic of UAE,” Sky Line International, July 

22, 2020, https://skylineforhuman.org/en/news/details/326/twitter-suspends-accoun….

• 87 Haneen Dajani and Anwar Ahmad, “Use of VPN in the UAE still confusing despite recent law change,”

The National, August 9, 2016, http://www.thenational.ae/uae/government/use-of-vpn-in-the-uae-still-co….

• 88 Haneen Dajani and Anwar Ahmad, “Use of VPN in the UAE still confusing despite recent law change,”

The National, August 9, 2016, http://www.thenational.ae/uae/government/use-of-vpn-in-the-uae-still-co….

• 89 “Regulatory Policy, Internet Access Management,” Lighthouse, Accessed August 2021, 

http://lighthouse.du.ae/Annex-1-EN.pdf.

• 90 “Blocking and Unblocking Internet Content,” Etisalat, Accessed August 2021, 

https://web.archive.org/web/20130720003512/https://www.etisalat.ae/en/g….

• 91 “Is it possible to get websites unblocked?,” Du, Accessed August 2021, 

https://www.du.ae/personal/support/articledetail?artid=PROD-15183&lang=…, “Block/unblock websites,”

Du, Accessed August 2021, https://www.du.ae/surfsafely.

• 92 EtisalatCare, Etisalat_Care, “@nyctxphilic Hello dear, you can ask to unblock the website here: 

http://bit.ly/1ajF4Lo,” December 30, 2013, https://twitter.com/Etisalat_Care/status/417654518768074753.

• 93 Sania Aziz, @saniaazizr, “@etisalat can you check and let me know if you're actively blocking 

http://GlobalVoices.org?,” April 24, 2019, https://twitter.com/saniaazizr/status/1120975737069158400.

• 94 “Federal Decree-Law no. (5) of 2012 on Combating Cybercrimes,” UAE Ministry of Justice, August 13, 

2012, http://ejustice.gov.ae/downloads/latest_laws/cybercrimes_5_2012_en.pdf.

• 95 Awad Mustafa, “Cyber-crime law to fight internet abuse and protect privacy in the UAE,” The National, 

November 13, 2012, https://www.thenational.ae/uae/cyber-crime-law-to-fight-internet-abuse-….

• 96 “UAE unveils new regulations for online, social media advertisements,” Arabian Business, October 30, 

2018, https://www.arabianbusiness.com/media/407073-uae-unveils-new-regulation….

• 97 Amnesty International, “United Arab Emirates,” Accessed August 2021, 

https://www.amnesty.org/en/countries/middle-east-and-north-africa/unite…; “'Tolerant' UAE recognises non-

Muslim places of worship despite ongoing crackdown on dissent,” The New Arab, June 23, 2019, 

https://www.alaraby.co.uk/english/news/2019/6/23/tolerant-uae-finally-r….

• 98 “Egyptian journalist freed from UAE detention,” Al Jazeera, August 4, 2013, 

https://www.aljazeera.com/news/middleeast/2013/08/2013846293057501.html; “Palestinian journalist 

detained at a secret prison in the UAE,” Middle East Monitor, December 4, 2013, 

https://web.archive.org/web/20140127173740/https://www.middleeastmonito…; Hrag Vartanian, “Artist 

Walid Raad Denied Entry into UAE, Becoming Third Gulf Labor Member Turned Away,” Hyperallergic, 

May 14, 2015, https://hyperallergic.com/207176/artist-walid-raad-denied-entry-into-ua…; “UAE Censors 

Author of Book Criticizing Migrant, Race Issues,” Migrant-Rights, June 17, 2014, https://www.migrant-

rights.org/2014/06/uae-censors-author-of-book-criti….

Page 15 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 99 Akbar Shahid Ahmed, “How Wealthy Arab Gulf States Shape The Washington Influence Game,”

Huffington Post, February 9, 2015, http://www.huffingtonpost.com/entry/arab-gulf-states-

washington_us_55e6….

• 100 Andreas Krieg, “Al-Aqsa attacks: UAE social media influencers jump on Israel's hasbara bandwagon,”

Middle East Eye, May 12, 2021, https://www.middleeasteye.net/opinion/israel-palestine-aqsa-attacks-uae….

• 101 Shuchita Gautam, “UAE police warn social media users over sharing offensive content,” The National, 

April 4, 2021, https://www.thenationalnews.com/uae/government/uae-police-warn-social-m… .

• 102 Marc Owen Jones, “Saudi, UAE Twitter takedowns won’t curb rampant disinformation on Arab Twitter,”

The Washington Post, September 25, 2019, https://www.washingtonpost.com/politics/2019/09/25/saudi-uae-

twitter-ta….

• 103 Jane Lytvynenko, "Twitter Just Took Down 9,000 Accounts Pushing Coronavirus Propaganda Praising 

The Government Of The United Arab Emirates," Buzzfeed, April 2, 2020, 

https://www.buzzfeednews.com/article/janelytvynenko/coronavirus-uae-acc….

• 104 Yarno Ritzen, “The fake Twitter accounts influencing the Gulf crisis,” Al Jazeera, July 21, 2019, 

https://www.aljazeera.com/news/2019/07/fake-twitter-accounts-influencin….

• 105 “UAE Continues its Serious Violations Against the Freedom of Opinion and Expression due to Blocking 

‘Watan’ Website,” Arabic Network for Human Rights Information, September 24, 2012, http://anhri.net/?

p=103908&lang=en.

• 106 “General framework of the UAE Media Strategy,” U.AE, Accessed August 2021, 

https://u.ae/en/media/media-in-the-uae/media-regulation.

• 107 “National Media Council Unveils New Regulations for Electronic Media,” National Media Council, June 

3, 2018, https://nmc.gov.ae/en-us/Media-Center/news/Pages/National-Media-Council….

• 108 Samir Salama, “Council unveils new regulations for electronic media,” Gulf News, March 6, 2018, 

http://gulfnews.com/news/uae/media/council-unveils-new-regulations-for-….

• 109 “Electronic Media Regulations to go into effect from June 2018,” Emirates 24/7, May 16, 2018, 

https://www.emirates247.com/news/emirates/electronic-media-regulations-….

• 110 Anam Rizvi, “Nearly two thousand people granted social media influencer licenses in UAE," The 

National, June 26, 2019, https://www.thenational.ae/uae/nearly-two-thousand-people-granted-socia….

• 111 Sarwat Nasir, “Get license or pay Dh5,000 fine, UAE influencers warned," Khaleej Times, June 26, 

2019, https://www.khaleejtimes.com/news/general/uae-authority-issues-warning-….

• 112 “UAE unveils new regulations for online, social media advertisements,” Arabian Business, October 30, 

2018, https://www.arabianbusiness.com/media/407073-uae-unveils-new-regulation….

• 113 Everette E Dennis, Justin D. Martin, and Fouad Hassan, “Media Use in the Middle East, 2018: A Seven-

Nation Survey,” Northwestern University in Qatar, 2018, www.mideastmedia.org/survey/2018.

• 114 “Media in the UAE,” Fanack, August 2, 2012, https://fanack.com/united-arab-emirates/media-in-uae/.

• 115 “General framework of the UAE Media Strategy,” U.AE, Accessed August 2021, 

https://u.ae/en/media/media-in-the-uae/media-regulation.

• 116 Sallyann Nicholls, “UAE angers residents by blocking Skype—then blocks petition against ban,”

Euronews, January 16, 2018, http://www.euronews.com/2018/01/16/uae-angers-residents-by-blocking-sky….

• 117 “Everything you need to know about UAE's charity laws — and the dangers of donating to rogue sites,”

The National, July 3, 2018, https://www.thenational.ae/uae/government/everything-you-need-to-know-a….

• 118 “United Arab Emirates: Constitution,” Refworld, December 2, 1971, 

https://www.refworld.org/docid/48eca8132.html.

• 119 Reporters Without Borders, “No independent media, dissidents persecuted,” Accessed August 2021,, 

https://rsf.org/en/united-arab-emirates.

• 120 “Report of the Special Rapporteur on the independence of judges and lawyers, Gabriela Knaul,” United 

Nations General Assembly, Accessed August 2021, 

http://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session29/Document….

• 121 IFEX, “United Arab Emirates: Human rights lawyer Mohammed Al-Roken must be released," November 

21, 2019. https://ifex.org/united-arab-emirates-human-rights-lawyer-mohammed-al-r….

• 122 “UAE announces $5,500 fine for coronavirus fake news,” Al Jazeera, April 18, 2020, 

https://www.aljazeera.com/news/2020/04/uae-announces-5500-fine-coronavi….

• 123 Human Rights Watch, “GCC/US: Obama Should Press Gulf Rulers,” May 12, 2015, 

https://www.hrw.org/news/2015/05/12/gcc/us-obama-should-press-gulf-rule….

• 124 “Federal Decree-Law no. (5) of 2012 on Combating Cybercrimes,” UAE Ministry of Justice, August 13, 

2012, http://ejustice.gov.ae/downloads/latest_laws/cybercrimes_5_2012_en.pdf.

• 125 “New UAE cyber crime laws: Jail for indecent posts," Emirates 24/7, November 14, 2012, 

https://www.emirates247.com/news/government/new-uae-cyber-crime-laws-ja….

Page 16 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 126 Karen DeYoung, “Bahrain and UAE criminalize ‘sympathy’ for Qatar,” The Washington Post, June 8, 

2017, https://www.washingtonpost.com/world/national-security/bahrain-and-uae-….

• 127 “Khalifa issues amendments to UAE Cybercrimes Law,” Gulf News, August 13 2018, 

https://gulfnews.com/uae/government/khalifa-issues-amendments-to-uae-cy….

• 128 Mazhar Farooqui, “UAE to roll out new laws to combat cybercrimes,” Gulf News, June 24, 2019, 

https://gulfnews.com/uae/uae-to-roll-out-new-laws-to-combat-cybercrimes….

• 129 Mariam Al Serkal, “Dh500,000 fine: UAE issues fresh warning against insulting social media posts,”

Gulf News, October 14, 2020, https://gulfnews.com/uae/crime/dh500000-fine-uae-issues-fresh-warning-a….

• 130 Ahmed Abed, “10 نجسلا ىلإ يدؤت يعامتجلاا لصاوتلا » »  violations on social media that lead to 10] ىلع تافلاخم

prison],” Emarat Al Youm, January 11, 2019, https://www.emaratalyoum.com/local-section/accidents/2019-

01-11-1.11715….

• 131 “UAE Anti-discriminatory Law bans hate speech, promotion of violence,” Emirates 24/7, July 22, 2015, 

http://www.emirates247.com/news/government/uae-anti-discriminatory-law-….

• 132 Human Rights Watch, “World Report 2016: United Arab Emirates,” Accessed August 2021, 

https://www.hrw.org/world-report/2016/country-chapters/united-arab-emir…; Amnesty International, 

“Amnesty International Report 2015/2016,” Accessed August 2021, 

https://www.amnesty.org/download/Documents/POL1025522016ENGLISH.PDF.

• 133 “UAE toughens anti-terrorism laws,” Al Arabiya, August 21 2014, 

http://english.alarabiya.net/en/News/2014/08/21/UAE-toughen-anti-terror….

• 134 Human Rights Watch, “UAE: Terrorism Law Threatens Lives, Liberty,” December 3, 2014, 

https://www.hrw.org/news/2014/12/03/uae-terrorism-law-threatens-lives-l….

• 135 Human Rights Watch, “UAE: Free Speech Under Attack,” January 25, 2012, 

https://www.hrw.org/news/2012/01/25/uae-free-speech-under-attack.

• 136 “United Arab Emirates Federal Law No. 15 of 1980 Governing Publications and Publishing,”

International Labour Organization, Accessed August 2021, 

https://www.ilo.org/dyn/natlex/docs/WEBTEXT/62110/65257/E80ARE01.htm.

• 137 “ مهتقفاوم نود نيرخلآا روص رشنل نجسلاو ةمارغلا تاراملإا يف ... ! [Fines and jail for posting pictures of others 

without permission],” Al Bawaba, February 25, 2016, https://perma.cc/FJ2Y-UZE3.

• 138 Human Rights Watch, “UAE: Jordanian Convicted for Criticizing Jordan on Facebook,” February 11 

2021, https://www.hrw.org/news/2021/02/11/uae-jordanian-convicted-criticizing….

• 139 Aziz El Yaakoubi, “UAE court upholds 10-year jail sentence of rights activist Mansoor,” Reuters, 

December 31, 2018, https://www.reuters.com/article/us-emirates-security/uae-court-upholds-….

• 140 Amnesty International, “UAE: Activist Ahmed Mansoor sentenced to 10 years in prison for social media 

posts,” May 31, 2018, https://www.amnesty.org/en/latest/news/2018/05/uae-activist-ahmed-manso….

• 141 “Amnesty renews demand for release of UAE activist Mansour,” Middle East Monitor, May 12, 2017, 

https://www.middleeastmonitor.com/20170512-amnesty-renews-demand-for-re….

• 142 “United Arab Emirates: Ahmed Mansoor taken to court after a year in arbitrary detention; while Dr. 

Nasser Bin Ghaith denied visits,” Gulf Center for Human Rights, April 12, 2018, 

http://www.gc4hr.org/news/view/1829.

• 143 “Amnesty renews demand for release of UAE activist Mansour,” Middle East Monitor, May 12, 2017, 

https://www.middleeastmonitor.com/20170512-amnesty-renews-demand-for-re….

• 144 “UAE: Activist Ahmed Mansoor sentenced to 10 years in prison for social media posts,” Amnesty 

International, May 31, 2018, https://www.amnesty.org/en/latest/news/2018/05/uae-activist-ahmed-manso….

• 145 Naser Al Remeithi, “Former university lecturer appears in court accused of inciting hatred in UAE,” The 

National, May 2, 2016, http://www.thenational.ae/uae/courts/former-university-lecturer-appears….

• 146 Ismail Subugwaawo, “UAE: Woman told to pay Dh20,000 for flouting cybercrime law,” Khaleej Times, 

February 22, 2021, https://www.khaleejtimes.com/news/uae-woman-told-to-pay-dh20000-for-flo….

• 147 “Dubai deports group over nude balcony shoot,” BBC, April 7, 2021, https://www.bbc.com/news/world-

middle-east-56659761.

• 148 “Coronavirus: Three arrested for mocking Dubai’s disinfection drive,” Gulf News, April 10, 2020, 

https://gulfnews.com/uae/coronavirus-three-arrested-for-mocking-dubais-….

• 149 “It is official: Dubai Police Will Name And Shame Violators,” MSN, April 10, 2020, 

https://www.msn.com/en-ae/news/coronavirus/it-is-official-dubai-police-….

• 150 “Emirati media person arrested for making ‘racist comments’ in online video," Gulf Business, April 16, 

2020, https://gulfbusiness.com/emirati-media-person-arrested-for-making-racis….

• 151 "UAE Drops Cybercrime Charges Against American Who Insulted Vengeful Ex by Email," Info 

Security, March 20, 2020, https://www.infosecurity-magazine.com/news/cybercrime-charges-dropped-a….

Page 17 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 152 Mariam Al Serkal, “Dubai Police detains man for filming viral video,” Gulf News, May 1, 2019, 

https://gulfnews.com/uae/crime/dubai-police-detains-man-for-filming-vir….

• 153 “Man Arrested for insulting UAE culture in viral video,” The New Arab, April 1, 2019, 

https://www.alaraby.co.uk/english/news/2019/4/1/man-arrested-for-insult….

• 154 Salam Al Amir, “Man arrested in Dubai after sharing video mocking Arabs,” The National, March 29, 

2019, https://www.thenational.ae/uae/man-arrested-in-dubai-after-sharing-vide….

• 155 Marie Nammour, “Man in Dubai fined Dh10,000 for posting edited photo on Instagram," Khaleej Times, 

January 16, 2020, https://www.khaleejtimes.com/news/crime-and-courts/man-in-dubai-fined-d….

• 156 Haneen Dajani, “Abu Dhabi orders arrest of three influencers for taking part in 'In my feelings' 

challenge,” The National, July 23, 2018, https://www.thenational.ae/uae/transport/abu-dhabi-orders-arrest-of-

thr….

• 157 “British woman faces Dubai jail over Facebook 'horse' insult,” BBC News, April 8, 2019, 

https://www.bbc.com/news/uk-47847740.

• 158 Emirates Center for Human Rights, “Osama Al-Najjar ...Two years in arbitrary detention,” March 19, 

2019, http://echr.org.uk/news/osama-al-najjar-two-years-arbitrary-detention.

• 159 Gulf Center for Human Rights, “UAE: Authorities must release human rights defender Osama-Al-Najjar 

who remains in arbitrary detention despite serving his sentence,” May 11, 2017, 

http://www.gc4hr.org/news/view/1588.

• 160 "UAE releases activists on Eid amnesty: rights groups," Reuters, August 8, 2019, 

https://www.reuters.com/article/us-emirates-rights/uae-releases-activis….

• 161 Gulf Center for Human Rights, “Hear their Voices: Alarming Times for Human Rights Defenders in the 

Gulf Region & Neighboring Countries,” February 9, 2015, https://www.gc4hr.org/report/view/30.

• 162 Gulf Center for Human Rights, “Torture and Abuse in Prisons in the United Arab Emirates,” March 5, 

2015, https://www.gc4hr.org/report/view/33; Human Rights Watch, “UAE: Terrorism Law Threatens Lives, 

Liberty,” December 3, 2014, https://www.hrw.org/news/2014/12/03/uae-terrorism-law-threatens-lives-l….

• 163 Afef Abrougui, “UAE frees activist Osama al-Najjar after 5 years in detention,” Global Voices Advox, 

August 9, 2019, https://advox.globalvoices.org/2019/08/09/uae-frees-activist-osama-al-n….

• 164 “Dh500,000 fine if you use fraud IP in UAE,” Emirates 24/7, July 22, 2016, 

http://www.emirates247.com/news/emirates/dh500-000-fine-if-you-use-frau….

• 165 Mohammed Othman, “ ةيانج ىلإ ةحنج نم تنرتنلإا مئارج ددّشي يعيرشت ليدعت [A legislative amendment that 

increases cybercrimes from misdemeanour to felony],” Emarat Al Youm, January 17, 2016, 

http://www.emaratalyoum.com/local-section/other/2016-01-17-1.860078.

• 166 Cleofe Maceda, “Using VPNs: What UAE residents need to know,” Gulf News, August 2, 2016, 

http://gulfnews.com/news/uae/crime/using-vpns-what-uae-residents-need-t….

• 167 Andy Greenberg, “Encryption App ‘Signal’ Fights Censorship with a Clever Workaround,” Wired, 

December 21, 2016, https://www.wired.com/2016/12/encryption-app-signal-fights-censorship-c….

• 168 “Ultra-secure messaging app now available to protect UAE businesses and government,” Digital 14, 

February 23, 2021, https://www.digital14.com/Ultra-secure-katim-messenger.html.

• 169 Bill Marczak, “A Breej Too Far: How Abu Dhabi’s Spy Sheikh hid his Chat App in Plain Sight,”

Medium, January 2 2020, https://medium.com/@billmarczak/how-tahnoon-bin-zayed-hid-totok-in-plai….

• 170 Caline Malek, “UAE ministry to link ID cards with the internet to crack down on child abusers,” The 

National, April 5, 2014, https://www.thenational.ae/business/technology/uae-ministry-to-link-id-….

• 171 The TRA’s statement reads: “Your mobile phone number is an extension of your identity. Sharing or 

giving away your SIM-Card to others can cause unwanted consequences, including being held accountable 

for any improper conduct or misuse associated with the mobile phone subscription by the authorities as well 

as being liable for all charges by the licensees, see, Nadeem Hanif, “Etisalat extends deadline to re-register 

SIM cards,” The National, October 14, 2012, https://www.thenational.ae/uae/etisalat-extends-deadline-to-re-

register…; Nadeem Hanif, “Every mobile phone user in the UAE must re-register SIM card,” The National, 

June 28, 2012, https://www.thenational.ae/uae/every-mobile-phone-user-in-the-uae-must-….

• 172 Morgan Marquis-Boire et al., “Planet Blue Coat: Mapping Global Censorship and Surveillance Tools,”

Citizen Lab, January 15, 2013, https://citizenlab.ca/2013/01/planet-blue-coat-mapping-global-censorshi….

• 173 Nicole Perloth. “How the United States Lost to Hackers,” The New York Times, February 11, 2021, 

https://www.nytimes.com/2021/02/06/technology/cyber-hackers-usa.html.

• 174 Showkat Shafi “Al Jazeera journalists hacked using Israeli firm’s spyware,” Al Jazeera, December 21, 

2020, https://www.aljazeera.com/news/2020/12/21/al-jazeera-journalists-hacked….

• 175 Bill Marczak, John Scott-Railton, Sarah McKune, Bahr Abdul Razzak, and Ron Deibert, “Hide And 

Seek: Tracking NSO Group’s Pegasus Spyware To Operations In 45 Countries,” Citizen Lab, September 18, 

2018, https://citizenlab.ca/2018/09/HIDE-AND-SEEK-TRACKING-NSO-GROUPS-PEGASUS….

Page 18 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 176 David D. Kirkpatrick and Azam Ahmed, “Hacking a Prince, an Emir and a Journalist to Impress a 

Client,” The New York Times, August 31, 2018, 

https://www.nytimes.com/2018/08/31/world/middleeast/hacking-united-arab….

• 177 Stephanie Kirchgaessner, et al., “Revealed: leak uncovers global abuse of cyber-surveillance weapon,”

The Guardian, July 18, 2021, https://www.theguardian.com/world/2021/jul/18/revealed-leak-uncovers-gl….

• 178 “It Seemed Like a Popular Chat App. It’s Secretly a Spy Tool,” The New York Times, December 22, 

2019, https://www.nytimes.com/2019/12/22/us/politics/totok-app-uae.html.

• 179 “A note from the ToTok cofounders,” Gulf News, Accessed September 2021, 

https://gulfnews.com/photos/news/totok-internet-calling-apps-in-uae-wha….

• 180 Bill Marczak, “A Breej Too Far: How Abu Dhabi’s Spy Sheikh hid his Chat App in Plain Sight,”

Medium, January 2 2020, https://medium.com/@billmarczak/how-tahnoon-bin-zayed-hid-totok-in-plai…

• 181 Christopher Bing and Joel Schectman, “Inside the UAE’s Secret Hacking Team of American 

Mercenaries,” Reuters, January 30, 2019, https://www.reuters.com/investigates/special-report/usa-spying-

raven/.

• 182 Christopher Bing and Joel Schectman, “UAE Used Cyber Super-Weapon to Spy on iPhones of Foes,”

Reuters, January 30, 2019, https://www.reuters.com/investigates/special-report/usa-spying-karma/.

• 183 Christopher Bing and Joel Schectman, “Special Report: Inside the UAE’s secret hacking team of U.S. 

mercenaries,” Reuters, January 30, 2019, https://www.reuters.com/article/us-usa-spying-raven-

specialreport/speci….

• 184 Joel Schectman and Christopher Bing, “Google blocks websites certified by DarkMatter, after Reuters 

reports," Reuters, August 1, 2019, https://www.reuters.com/article/us-usa-cyber-alphabet-google/google-

blo….

• 185 "The Cybersecurity 202: Here's an overlooked election cybersecurity danger: outdated software," The 

Washington Post, July 15, 2019, https://www.washingtonpost.com/news/powerpost/paloma/the-

cybersecurity-….

• 186 Jon Gambrell, “U.A.E. Cyber Firm DarkMatter Slowly Steps Out of the Shadows,” The Washington 

Times, February 1, 2018, https://www.washingtontimes.com/news/2018/feb/1/uae-cyber-firm-darkmatt….

• 187 “Founder of UAE cyber security firm planning to sell up,” Arabian Business, October 24, 2019, 

https://www.arabianbusiness.com/technology/431425-founder-of-uae-cyber-….

• 188 David Bintliff et al., “The Technology, Media and Telecommunications Review: United Arab Emirates,”

The Law Reviews, December 2019, https://thelawreviews.co.uk/edition/the-technology-media-and-

telecommun….

• 189 Grant Baker, “Will Syria Follow in the UAE’s Footsteps by Censoring VoIP Services?,” SMEX, October 

19, 2018, https://smex.org/syria-voip-censorship/.

• 190 Dania Yassin, “Data protection measures evolve in the UAE,” IFLR, 

https://www.iflr.com/article/b1rpvyl0gybjkd/data-protection-measures-ev….

• 191 “Sheikh Mohammed enacts new DIFC Data Protection Law,” Khaleej Times, June 1, 2020, 

https://www.khaleejtimes.com/news/government/sheikh-mohammed-enacts-new….

• 192 “Regulatory Policy Internet of Things,” TDRA, March 22, 2018, 

https://www.tdra.gov.ae/userfiles/assets/gRSpS8WHHaS.pdf,

• 193 “United Arab Emirates,” Twitter Transparency Report, Accessed August 2021, 

https://transparency.twitter.com/en/countries/ae.html; “Requests for User Information,” Google Transparency 

Report, Accessed August 2021, https://transparencyreport.google.com/user-data/overview?

hl=en&user_req….

• 194 Human Rights Watch, “World Report 2016: United Arab Emirates,” 2016, https://www.hrw.org/world-

report/2016/country-chapters/united-arab-emir….

• 195 “UAE Sentences Dr. Nasser bin Ghaith to 10 Years in Prison,” Americans for Democracy and Human 

Rights in Bahrain, March 29, 2017, http://www.adhrb.org/2017/03/uae-sentences-dr-nasser-bin-ghaith-10-

year….

• 196 Gulf Center for Human Rights, “United Arab Emirates: Health of Dr. Nasser Bin Ghaith failing 

following prolonged hunger strike,” January 9, 2019, https://www.gc4hr.org/news/view/2031.

• 197 Afef Abrougui, “Jailed UAE activist Ahmed Mansoor continues hunger strike,” Global Voices Advox, 

April 15, 2019, https://advox.globalvoices.org/2019/04/15/jailed-uae-activist-ahmed-man….

• 198 Gulf Center for Human Rights, “United Arab Emirates: Call for independent experts to visit Ahmed 

Mansoor, on liquids only hunger strike since September," February 8, 2020, 

https://www.gc4hr.org/news/view/2319.

• 199 Amnesty International, “UAE: Surprise overnight raid leads to arrest of prominent human rights 

defender,” March 20, 2017, https://www.amnesty.org/en/latest/news/2017/03/uae-surprise-overnight-r… ads-

to-arrest-of-prominent-human-rights-defender/.

Page 19 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



• 200 “UN rights expert urges UAE to free jailed activists,” Reuters, February 10, 2021, 

https://www.reuters.com/article/emirates-rights-int/un-rights-expert-ur….

• 201 Olivia Solon, “'I will not be silenced': Women targeted in hack-and-leak attacks speak out about 

spyware,” NBC News, August 1, 2020, https://www.nbcnews.com/tech/social-media/i-will-not-be-silenced-

women-….

• 202 Human Rights Watch, “UAE: Unrelenting Harassment of Dissidents’ Families,” December 22, 2019, 

https://www.hrw.org/news/2019/12/22/uae-unrelenting-harassment-dissiden….

• 203 Amnesty International, “WhatsApp: Scores of activists targeted with NSO spyware,” October 29, 2019, 

https://www.amnesty.org/en/latest/news/2019/10/whatsapp-scores-of-activ….

• 204 Dan Murphy, “Middle East facing ‘cyber pandemic’ as Covid exposes security vulnerabilities, cyber 

chief says,” CNBC, December 6, 2020, https://www.cnbc.com/2020/12/06/middle-east-facing-cyber-

pandemic-amid-….

• 205 Olivia Solon, “'I will not be silenced': Women targeted in hack-and-leak attacks speak out about 

spyware,” NBC News, August 1, 2020, https://www.nbcnews.com/tech/social-media/i-will-not-be-silenced-

women-….

• 206 Nicole Perlroth and Ronen Bergman, “WhatsApp Rushes to Fix Security Flaw Exposed in Hacking of 

Lawyer’s Phone,” The New York Times, May 13, 2019, 

https://www.nytimes.com/2019/05/13/technology/nso-group-whatsapp-spying…; “Israeli spyware company 

that sold snooping software to Saudi Arabia, UAE linked to WhatsApp hack,” The New Arab, May 14, 2019, 

https://www.alaraby.co.uk/english/news/2019/5/14/israeli-spyware-compan….

• 207 Nicole Perlroth, Christopher Bing and Joel Schectman, “Governments Turn to Commercial Spyware to 

Intimidate Dissidents,” The New York Times, May 29, 2016, 

http://www.nytimes.com/2016/05/30/technology/governments-turn-to-commer….

• 208 Christopher Bing and Joel Schectman, “Special Report: Inside the UAE’s secret hacking team of U.S. 

mercenaries,” Reuters, January 20, 2019, https://www.reuters.com/article/us-usa-spying-raven-

specialreport/speci….

• 209 “Spying and Hacking: Businessman Battles Emirate at Trial,” Bloomberg, February 27, 2020, 

https://www.bloomberg.com/news/articles/2020-02-27/arab-royal-feud-expo….

• 210 “Lawsuit accuses Indian hackers of leaking businessman's emails,” Reuters, October 19, 2020, 

https://www.reuters.com/article/cyber-lawsuit-belltrox/lawsuit-accuses-….

• 211 Nada Altaher, “UAE a target of 5 per cent of global cyber attacks,” Gulf News, May 12, 2016, 

http://gulfnews.com/news/uae/crime/uae-a-target-of-5-per-cent-of-global….

• 212 “TRA foiled more than 1000 cyber attacks last year,” Emirates 24/7, March 16, 2017, 

http://www.emirates247.com/crime/local/tra-foiled-more-than-1000-cyber-….

• 213 Jon Gambrell, “Dubai cops arrest hackers targeting White House staff,” The Detroit News, April 3, 2017, 

http://www.detroitnews.com/story/news/world/2017/04/03/dubai-us-hackers….

ecoi.net summary:

Report on digital media and 

internet freedom (reporting period 

June 2020 - May 2021)

Country:

United Arab Emirates

Source:

Freedom House

Original link:

https://freedomhouse.org/country/united-

arab-emirates/freedom-net/2021

Document type:

Periodical Report

Language:

English

Published:

21 September 2021

Document ID:

Page 20 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html



ecoi.net is run by the Austrian Red Cross (department ACCORD) in cooperation with Informationsverbund Asyl & Migration. ecoi.net is funded by the Asylum, Migration and Integration Fund, the Austrian Ministry of the Interior and Caritas 

Austria. ecoi.net is supported by ECRE & UNHCR.

2060945

Austrian Red Cross

Austrian Centre for Country of Origin and Asylum 

Research and Documentation (ACCORD)

Wiedner Hauptstraße 32, 1041 Wien

T (Telefon) +43 1 589 00 583

F (Fax) +43 1 589 00 589

info@ecoi.net

Contact

Imprint & Disclaimer

F.A.Q.

Data Protection Notice

Page 21 of 21Freedom House: “Freedom on the Net 2021 - United Arab Emirates”, Document #2...

23-11-2021https://www.ecoi.net/en/document/2060945.html


