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Status: Partly Free

Total Score: 41/100 (0 = Best, 100 = Worst)

Population: 42,862,958

Internet Penetration: 21.9%

Social Media/ICT Apps Blocked: Yes

Political/Social Content Blocked: No

Bloggers/ICT Users Arrested: Yes

Freedom in the World Status: Partly Free

Key Developments, June 1, 2017 – May 31, 2018

• The telecoms regulator instituted new licensing and registration requirements for online 

publishers in March 2018 and threatened to block sites that failed to comply (see Blocking 

and Filtering). The requirements compromise the anonymity of content producers, leading 

to growing self-censorship (see Diversity, Media, and Content Manipulation).

• In September 2017, the communications regulator banned media outlets from broadcasting 

live parliamentary proceedings and debates on a constitutional amendment bill, which 

sought to lift the presidential age limit. Some outlets bypassed the ban by live streaming the 

proceedings on Twitter's Periscope (see Diversity, Media, and Content Manipulation).

• Journalists for the Red Pepper news tabloid were arrested for "offensive communication" 

under the Computer Misuse Act in November 2017 but were later pardoned by the president 

(see Prosecutions and Arrests for Online Activities).

• The government announced in June 2017 plans for a social media monitoring center and 

reportedly sought technical assistance from the Chinese government on "preventing social 

media abuse" (see Surveillance, Privacy, and Anonymity).

Introduction:

Internet freedom in Uganda remained middling during the coverage period, with improvements in 

internet access offset by new registration requirements for online publishers, which strips the 

anonymity of content producers and has led to increasing online self-censorship.
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In general, the Ugandan government under President Yoweri Museveni has incrementally cracked 
down on political rights, civil liberties, and internet freedom over the past few years, sliding 
further into authoritarianism. In December 2017, Parliament passed and the president signed an 
amendment that removed the presidential age limit of 75 from the Ugandan constitution, 

effectively allowing Museveni, 73, to run for a sixth term in 2021.[1] Critics view the amendment 
as a path for Museveni, who has been in power since 1986, to be president for life. Term limits 
were previously removed in 2005, and during the last elections in 2016, the government blocked 
access to popular social media and communications platforms to prevent the spread of "lies."

While similar blocks on social media have not occurred since, the government has employed other 
tactics to control critical online commentary. During parliamentary proceedings of the constitution 
amendment bill debate in September 2017, the communications regulator banned media outlets 
from live broadcasting the proceedings, though no platforms were blocked during the ban and 
some outlets still used live streaming services on Twitter's Periscope.

Later in June 2018 (after this report's coverage period), the government passed the so-called 
"social media tax," which imposes a tax of UGX 200 (about USD $0.05) a day on the use of 
popular social media and communications apps, including Facebook, Instagram, Twitter, and 
WhatsApp. The apps are blocked until the daily tax is paid. The president justified the law as a 

measure to curb "gossip" online and improve the country's tax base.[2] Many Ugandans turned to 

virtual private networks (VPNs) to bypass the blocks and avoid paying the tax,[3] leading to one 

confirmed block of a VPN on MTN-Uganda networks.[4] Activists have widely protested the 

social media tax and sued the government for stifling citizens' online rights.[5]

The government also cracked down on local content producers over the past year, issuing a 
directive in March 2018 that requires online publishers – including news platforms and blogs – to 

obtain a license from the communications regulator to operate.[6] The regulator subsequently 
ordered ISPs to block unregistered sites, though there have been no reports of sites getting blocked 
for failing to comply with the new requirements. Observers noted that the directive strengthened 
the regulator's powers to limit online speech, the effects of which remain to be seen.

Obstacles to Access:

A new social media tax instituted in July 2018 (after this report's coverage period) increased the 

cost of access for Ugandans and disproportionately affected poorer citizens.

Availability and Ease of Access

Internet access increased incrementally in the past year, up from 22 percent in 2016 to an 

estimated 44 percent in 2017,[7] while mobile phone penetration rose to 58 percent, according to 
the latest data from the International Telecommunication Union (ITU). The most recent 
government data from the Uganda Communications Commission (UCC), the communications 
regulatory body, estimated an internet penetration rate of approximately 48.2 internet users per 
100 inhabitants as of September 2017, which included mobile data alongside fixed-line internet 

subscriptions.[8] The steady growth in internet users can be attributed to the increasing use of 
mobile broadband for browsing as a result of growing 4G and 3G coverage, which has decreased 

bandwidth, smartphone, and modem prices.[9] All major telecoms have now expanded their 4G 
services to cover upcountry areas. Nevertheless, internet speeds are still very slow, averaging 2.4 
Mbps (compared to a global average of 7.0 Mbps), according to the latest data from Akamai's 
"State of the Internet" 2017 report.
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While internet access has become more affordable, particularly on mobile phones, costs are still 
expensive for many Ugandans. The introduction of a daily UGX 200 (USD $0.05) tax on social 
media use in July 2018 (see "Blocking and Filtering") exacerbates the expense of access and may 
effectively "push basic connectivity out of reach for millions," according to the Alliance for 

Affordable Internet.[10] The organization also reported that the new social media tax has been 
disproportionately affecting the poor, increasing the cost to connect for this group by 10 percent.
[11]

Limited access to electricity is mostly concentrated in urban areas and further impedes access to 

ICTs. Meanwhile, only 18 percent of Ugandans live in urban areas,[12] resulting in a significant 

urban-rural divide in access.[13]

New investments in Uganda's ICT infrastructure aim to close the digital divide, with some 
assistance coming from global technology companies. In February 2017, Facebook partnered with 
Airtel Uganda and Bandwidth & Cloud Service (BCS) to announce a plan to build a 770km fiber 

backhaul network in the northwestern part of Uganda as part of its Telecom Infra Project.[14]

Google launched its first Wi-Fi network in Kampala as part of "Project Link" in December 2015.
[15]

Additionally, Uganda's ICT ministry through the National Information Technology Authority – 
Uganda (NITA-U) has been developing the National Data Transmission Backbone Infrastructure 
since 2007, which aims to ensure the availability of high bandwidth data connections in all major 

towns at reasonable prices.[16] In October 2016, the government began offering a free trial of 

wireless internet access in Kampala Central Business District and parts of Entebbe.[17]

Restrictions on Connectivity

There were no reports of deliberate government interference with mobile phone or internet 
networks during the coverage period, though the government has placed restrictions on 
connectivity in the past. The last known incident occurred on February 17, 2016 – the eve of the 
2016 elections – when the government ordered the shutdown of Facebook, Twitter, WhatsApp, 
and mobile money services for four days. Platforms were blocked again in the lead-up to 
incumbent President Museveni's inauguration on May 11, 2016 (see "Blocking and Filtering").

ICT Market

Uganda's backbone connection to the international internet is privately owned in a competitive 

market.[18] The country's national fiber backbone is connected to the EASSy international 

submarine fiber-optic cable system that runs along the eastern and southern coasts of Africa.[19]

Telecommunications providers are also hooked to TEAMS (The East African Marine System) and 
SEACOM marine fibers through Kenya. As of May 2018, 28 ISPs are connected to the Uganda 

Internet Exchange Point (UIXP).[20]

The number of industry players has grown over the years, and many now offer comparable prices 
and technologies. There are no known obstacles or licensing restrictions placed by the government 
on entry into the ICT sector, and new players have entered the market with ease in recent years.

Currently, there are 26 telecommunications service providers that offer both voice and data 
services, including MTN Uganda, Airtel Uganda, Uganda Telecom Limited (UTL), Africell 

Uganda (formerly Orange Uganda), Vodafone, Smart Telecom, and Afrimax, among others,[21]

which all offer 4G LTE network speeds. All service providers are privately owned except for 
state-owned Uganda Electricity Transmission Company Limited, which is a licensed public 
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infrastructure provider, and UTL, which the government took full ownership over in March 2017 

following other shareholders' withdrawal of 69 percent of the shares in the company.[22]

Regulatory Bodies

Uganda's telecommunications sector is regulated by the Uganda Communications Commission 
(UCC), which is mandated to independently coordinate, facilitate, and promote the sustainable 
growth and development of ICTs in the country. The UCC also provides information about the 
regulatory process and quality of service, and issues licenses for ICT infrastructure and service 

providers.[23] The commission's funds come mainly from operator license fees and a two percent 

annual levy on operator profits.[24]

There is a general perception, however, that comprehensive and coherent information about the 
commission's operations is not always accessible, and that the body is not entirely independent 

from the executive branch of the government.[25] For example, the ICT minister has the authority 
to approve the regulator's budget and appoint members of its board with approval from the 
cabinet. There are no independent mechanisms in place to hold the regulator accountable to the 
public.

In April 2017, Parliament passed the much-criticized Uganda Communications (Amendment) Bill, 

2016,[26] which amended Section 93(1) of the Uganda Communications Act, 2013 to eliminate the 

system of checks and balances on the minister's supervision of the communications sector.[27] The 
strengthened power of the minister was observed when he ignored Parliament's motion to extend 
SIM card reregistration and instead directed the UCC to switch off all unverified cards in May 

2017.[28]

Limits on Content:

The regulator instituted new licensing and registration requirements for online publishers in 

March 2018 and threatened to block sites that failed to comply. The requirements risk 

compromising the anonymity of content producers and may lead to growing self-censorship. The 

government also threatened to block VPNs to mitigate users trying to bypass the new tax on social 

media platforms implemented in July 2018 (after this report's coverage period); one VPN was 

confirmed blocked. In September 2017, the communications regulator banned media outlets from 

live broadcasting parliamentary proceedings and debates on the constitutional amendment bill, 

which sought to lift the age limit of the president. Some outlets bypassed the ban by live streaming 

the proceedings on Twitter's Periscope.

Blocking and Filtering

Websites are not systematically filtered or blocked in Uganda, though the government has made 
aggressive moves in recent years to curtail freedom of expression online and censor web content.

In March 2018, the Uganda Communications Commission (UCC) issued a directive requiring "all 
online data communication service providers, including online publishers, online news platforms, 

online radio and television operators" to obtain the UCC's authorization to operate.[29] As part of 

the registration requirements, online publishers are required to pay $20 per annum.[30] Observers 
noted that the directive strengthened the regulator's powers to limit online speech, though it 
remains unclear how the registration requirements will apply to content hosted outside Uganda. 
Communications service providers were given the deadline of April 2nd to register or face 
blocking. Only 14 local blogs and news sites had registered by the deadline, prompting the UCC 

to issue another directive on April 19th, ordering ISPs to block access to unregistered sites.[31]
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There were no updates on the number of websites registered or the number blocked for failing to 
register under the new directive as of mid-2018.

In June 2018 (after this report's coverage period), the government passed the Excise Amendment 
Duty (2018) – known colloquially as the "social media tax" – which imposes a tax of UGX 200 
(about USD $0.05) a day on the use of popular social media and communications apps, including 
Facebook, Instagram, Twitter, and WhatsApp. The law came into effect on July 1st, denying users 

access to a list of 58 apps and platforms if they do not pay the daily tax.[32] The president justified 

the tax as a measure to curb "gossip" online and improve the country's tax base.[33] Following 
public uproar, many Ugandans turned to the use of VPNs to bypass the blocks and avoid paying 

the tax.[34] In response, the UCC executive director instructed ISPs to either tax or block access to 

the use of VPNs.[35] As of July 2018, the telecom MTN – Uganda has reportedly blocked the 

Opera web browser VPN.[36] Activists have widely protested the social media tax and sued the 

government for stifling citizen's online rights.[37]

The government has a history of blocking access to social media and communications platforms 
altogether during politically sensitive times. During the last elections in February 2016, Facebook, 

Twitter, WhatsApp, Instagram, and mobile money services were ordered blocked.[38] President 
Museveni, the incumbent candidate in the elections, declared the blocks a necessary measure to 

stop people from using the platforms to "tell lies."[39] Access to the platforms was restored on 
February 21, 2016, four days after the block, but was obstructed again for a day on May 11, 2016, 
the day before Museveni's inauguration to another contested five-year term in office, for security 

reasons.[40]

In March 2017, the digital rights and free expression groups Unwanted Witness Uganda and 
Article 19 sued the Ugandan government and service providers for the social media blocks during 

the 2016 elections period, contending that the blocks violated citizens' fundamental rights.[41] The 

case was still outstanding as of May 2018.[42]

Pornography is illegal in Uganda and is a regular target for online censorship. The 2014 Anti-
Pornography Law threatens to hold service providers criminally liable for uploading or 

downloading vaguely defined pornographic material on their systems,[43] with penalties of up to 
five years in prison and fines of US$4,000. In August 2017, the government created a 
Pornography Control Committee and reportedly allocated UGX two billion toward new 

technologies that could reportedly monitor and intercept pornographic material.[44] There have 
been no updates on the status of the new technology as of mid-2018. In July 2018, the 
communications regulator directed ISPs to block a list of 27 websites for "streaming pornographic 

content" in the country; the list reportedly came from the new Pornography Control Committee.[45]

Content Removal

While content removals are not systematic in Uganda, users are sometimes compelled to remove 
content from their social media pages, though the practice is likely underreported. One local 
blogger shared during an anonymous interview in May 2018 that he had been approached by 
security operatives and offered a bribe to remove certain content from his blog that was deemed 

"defamatory" to the government.[46] Although he did not take the bribe or remove the said content, 
he expressed fear for his life, forcing him to stop writing about allegedly sensitive topics.

Other known cases include that of journalist Joy Doreen Biira, who was reportedly forced to 
delete certain social media posts by security officers after she was arrested on trumped-up 

terrorism charges in November 2016.[47] TV news anchor Gertrude Uwitware was also made to 
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delete critical Twitter and Facebook posts when she was abducted by unknown assailants in April 

2017 (see "Intimidation and Violence").

Media, Diversity, and Content Manipulation

The Ugandan government continued curtailing press and online freedoms over the past year, 

resulting in increasing self-censorship among both online journalists and ordinary users.

Viewing social media as an increasing threat, the Ugandan Communications Commission (UCC) 

published a public notice in September 2017 advising the "general public against irresponsible 

and/or illegal use of all communication platforms." The notice also called for users, 

administrators, and account managers to restrain themselves "against authoring, posting, receiving 

and sharing or forwarding any forms of communication containing and or referring to illegal 

and/or offensive content to avoid the risk of being investigated and/or prosecuted for aiding and 

abetting the commission of any resultant offences."[48]

Also in September 2017, the communications regulator banned media outlets from live 

broadcasting parliamentary proceedings and debates on the constitutional amendment bill, which 

sought to lift the age limit on the presidency. The regulator claimed that the broadcasts were likely 

to incite violence.[49] However, some media houses bypassed the ban and live broadcast the 

proceedings via Twitter's Periscope. The ban was later lifted in October 2017, but with the 

condition that media houses have "live broadcasting pre-editing software."[50]

The March 2018 UCC directive mandating the registration of all online publishers, online news 

platforms, and online radio and television operators compromises user anonymity and may lead to 

growing self-censorship (see also: "Blocking and Filtering").[51]

The government is known to bar media outlets from reporting on opposition activities and harass 

journalists believed to be reporting for the opposition.[52] The government has also been accused 

of "fostering a climate of fear and paranoia" among media houses for failing to investigate a series 

of media office break-ins that resulted in the theft of journalists' computers in 2017.[53] According 

to 2016 research by the Africa Media Barometer, Ugandans "practice their freedom of expression, 

but not without fear."

Social media users are increasingly setting up pseudonymous accounts to protect their anonymity 

and avoid harassment.[54] Taboo topics include the military, the president's family, the oil sector, 

land grabs, and presidential term limits. Nonetheless, blogging continues to be popular among 

young Ugandans and journalists who have boldly taken to the internet to push the boundaries on 

controversial issues such as good governance and corruption.[55]

Online manipulation is a growing issue in Uganda, though its influence has not been as pervasive 

as in other countries, such as Kenya. Research on social media trends during the 2016 elections 

found that auto-generated Twitter bots mimicking human users worked to manipulate online 

conversations by skewing discussions in favor of incumbent candidate President Museveni, 

leading to suspicions of paid progovernment trolling.[56]

Content available online in Uganda is somewhat diverse, though news websites provided by the 

Vision Group, a media company that is partly owned by the government, are only available in four 

local languages (out of 40 languages and 56 native dialects). Newspapers such as Bukedde, Etop, 

Rupiny, and Orumuri have created online platforms. Other news sites of major privately owned 

newspapers are only accessible in English, which is not widely spoken across Uganda. The 

Google Uganda domain is available in five local languages,[57] while the Firefox web browser can 
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be accessed in two languages, Luganda and Acholi.[58] As of early 2018, Wikipedia can be 

accessed in Luganda, with about 1,000 articles translated.[59]

Digital Activism

Vibrant digital activism continued to help raise awareness and mobilize citizens around 

cybercrimes, social injustices, and internet freedom violations in the past year.

In March 2018, the Nation Media Group – Uganda launched the online campaign 

#StayinYourLane, which published photographs and videos of errant drivers as a way of curbing 

indiscipline on the roads.[60] The campaign has so far seen the arrest of a police officer for 

violating traffic laws.[61]

In July 2018, following the introduction of a UGX 200 daily tax on social media and 

communications platforms such as Facebook and WhatsApp, Ugandans took to social media using 

the hashtag #SocialMediaTax, #MobileMoneyTax, and #ThisTaxMustGo to urge the government 

to abolish the tax. The social media tax also attracted international attention, mobilizing internet 

stakeholders around the #NoToSocialMediaTax campaign to place further pressure on the 

government. Despite significant activism, the tax remained in effect as of August 2018.62

Violations of User Rights:

Journalists for the Red Pepper news tabloid were arrested for "offensive communication" under 

the Computer Misuse Act in November 2017 but were later pardoned by the president. Meanwhile, 

the government announced plans for a social media monitoring center and reportedly sought 

technical assistance from the Chinese government on "preventing social media abuse."

Legal Environment

The Ugandan constitution provides for freedom of expression and speech, in addition to the right 

to access information. However, several laws – including the Press and Journalist Act, 2000, 

sections of the Penal Code Act, 1950, and the Anti-Terrorism Act, 2002 – appear to negate these 

constitutional guarantees for freedom of expression. For example, the Press and Journalist Act 

requires journalists to register with the statutory Media Council, whose independence is believed 

to be compromised by the government's influence over its composition. The penal code contains 

provisions on criminal libel and the promotion of sectarianism, imposing penalties that entail 

lengthy jail terms. While none of these laws contain specific provisions on online expression, they 

could arguably be invoked for digital communications and generally create a chilling effect on 

freedom of expression both online and offline.

The 2011 Computer Misuse Act includes provisions that can specifically limit freedom of 

expression online. Under Section 25 of the law, the dissemination of "offensive communication" is 

prohibited alongside child pornography and cyber harassment, and is vaguely defined as the use of 

"electronic communication to disturb or attempts to disturb the peace, quiet or right of privacy of 

any person." Offenses under this provision of the act are considered misdemeanors and subject to 

fines, imprisonment of up to one year, or both.[63]

In April 2017, Unwanted Witness Uganda and Uganda Human Rights Enforcement Foundation 

petitioned the Constitutional Court to challenge the constitutionality of Section 25 and "its failure 

to meet regional and international human rights norms and standards."[64] As of July 2018, the 

case was still ongoing.[65]
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Meanwhile, the 2002 Anti-Terrorism Act criminalizes the publication and dissemination of 

content that promotes terrorism, which is vaguely defined, and convictions can carry the death 

sentence.[66] Amendments to the act enacted in June 2015 may impact internet freedom in its 

broad criminalization of the "indirect" involvement in terrorist activists and the "unlawful 

possession of materials for promoting terrorism, such as audio or video tapes or written or 

electronic literature."[67]

The independence of the Ugandan judiciary has become more tenuous in recent years.[68] As part 

of his efforts to consolidate power in the lead-up to the 2016 elections, the president promoted 

new judges to both the Constitutional and Supreme Courts in September 2015. The process was 

criticized for lacking transparency and undermining judicial independence, while other critics 

called for more public scrutiny in the appointment of new judges.[69]

Prosecutions and Detentions for Online Activities

During the coverage period, the government continued to curtail free speech online by prosecuting 

voices of dissent. In November 2017, eight journalists for the print and online daily tabloid, Red 

Pepper, were arrested for a news story about an alleged plot by President Museveni and two of his 

security officials to overthrow the president of neighboring Rwanda, Paul Kagame.[70] The 

journalists were initially charged with treason under the penal code.[71] The treason charges were 

subsequently dropped and replaced with charges under Section 25 of the Computer Misuse Act, 

2011, which penalizes misuse of an electronic system to publish information prejudicial to 

security, libel, and offensive communication. The charges also include disturbing the peace of the 

president and two security officers, his brother General Salim Saleh, and the former Security 

Minister Henry Tumukunde.[72] Police also reportedly confiscated the journalists' electronic 

devices and forced them to reveal their passwords during a raid of their offices. The journalists 

were released on bail a month after their arrest,[73] and their case was withdrawn in March 2018 

after the journalists met with the president in January, during which time the president had 

pardoned and warned them against "reckless reporting."[74]

This case follows similar cases from the previous coverage period when citizens were arrested for 

online speech under the 2011 Computer Misuse Act:

• In May 2017, two WhatsApp users were arrested and charged with cyber harassment and 

offensive communication based on allegedly provocative messages sent in a group message 

chain about the Uganda Film Producers Association.[75]

• In April 2017, security officers arrested and charged Stella Nyanzi, a Makerere University 

research fellow and activist, with two counts of cyber harassment for comments she made 

on her Facebook page, in which she referred to the president as "a pair of buttocks" and his 

wife as "empty-brained" for their apparent failure to fulfill basic governing promises.[76]

Nyanzi was held in detention for over four weeks and eventually released on bail; her case 

was still ongoing as of June 2018.[77]

The government also uses anti-terrorism legislation to target legitimate speech. In November 

2016, security agents arrested journalist Joy Doreen Biira on charges of "illegal filming of military 

raid" on a regional king's palace, which resulted in civilian deaths.[78] Police accused Biira of 

circulating graphic photos of the aftermath of a battle between security forces and the regional 

king's royal guard to a widely subscribed WhatsApp group. She also posted an Instagram video of 

the king's palace burning and wrote about the event on Facebook.[79] Although released on bail the 

following day, she was charged with abetting terrorism, which, if convicted, is punishable by 
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death under the Anti-Terrorism Act.[80] Her digital devices were also confiscated, and she was 
forced to delete her social media posts. The arrest sparked widespread online condemnation and 
activism through hashtags such as #FreeJoyDoreen and #JournalismIsNotaCrime. She was 
released on bail the following day, and there have been no updates on her case as of mid-2018.

Users are also penalized for pornographic content, which is illegal in Uganda. In July 2018, a 23-
year-old student was charged and remanded to prison on 10 counts of broadcasting pornographic 

material.[81]

Surveillance, Privacy, and Anonymity

There were no documented incidents of abusive government surveillance of citizens' online 
activities during this report's coverage period. Nonetheless, there is a strong sense that surveillance 
has expanded in recent years considering the government's increasing hostility toward political 
opposition and online criticism and its massive data collection efforts in the name of fighting 

cybercrime.[82]

In June 2017, the Uganda Media Centre, the government-appointed media regulatory body, 
publicly announced it had implemented a new social media monitoring unit that scans the profiles 

of social media users to find critical posts.[83] Later in July 2017, the Daily Monitor reported on a 
new deal with the Chinese government for assistance on a comprehensive cybersecurity strategy, 

which would include the "technical capacity to monitor and prevent social media abuse."[84] No 
further information about the technology and its potential implementation has surfaced to date. 
Separately, Chinese telecom companies with potential ties to the Chinese government have played 
a large role in developing Uganda's telecommunications infrastructure over the years. Most 
recently in September 2016, ZTE signed a $2.5 million contract with the Ugandan government to 

build the country's national fiber backbone.[85]

The government has been known to surveil critics and opponents in the past, according to research 
by Privacy International (PI). In an October 2015 report, PI detailed the government's secret 
operation codenamed Fungua Macho ("open your eyes" in Swahili), which implanted FinFisher 
intrusion malware on the Wi-Fi of several hotels in Kampala, Entebbe, and Masaka to illegally 

spy on targeted activists, opposition politicians, and journalists between 2011 and 2013.[86] It is 
unclear whether FinFisher was still being deployed during this report's coverage period.

The government's surveillance powers are governed by the 2010 Regulation of Interception of 
Communication (RIC) Act, which was hurriedly passed following the July 2010 Al-Shabaab 
terrorist attack in Kampala. Under the RIC Act, telecommunications companies are required to 
install equipment that enables real-time electronic surveillance of suspected terrorists. The RIC 
Act also gives the government permission to tap into personal communications for national 

security concerns,[87] which can be requested by the security minister and granted after an order by 

a High Court judge.[88] Service providers are further required to retain metadata for an unspecified 

amount of time,[89] as well as disclose the personal information of individuals suspected of 
terrorism to the authorities upon issuance of a court warrant or notice from the security minister on 

matters related to national security, national economic interests, and public safety.[90] Failure to 
comply with the provisions in the RIC Act can entail penalties of up to five years in prison for 

intermediaries, in addition to license revocations.[91] It is unclear to what extent these provisions in 
the 2010 RIC Act have been implemented or operationalized.

In addition to the RIC Act, clauses in the 2002 Anti-Terrorism Act give security officers, 
appointed by the interior minister, the power to intercept communications of individuals suspected 

of terrorism and to keep them under surveillance, without judicial oversight.[92]
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Anonymous communication is compromised by mandatory registration for SIM cards and mobile 
internet subscriptions. The Registration of Persons Act, 2015 requires all citizens to acquire 
national IDs for any registration purpose, including SIM card registration. On March 8, 2018, the 
communications regulator issued a new directive to telecom companies to cease the sale of SIM 
cards until they could get direct access to the National Identification and Registration Authority 

(NIRA) database.[93] This directive is aimed at curbing alleged crime being perpetrated through 
the use of unregistered SIM cards. The ban was lifted on May 8, 2018 with much stricter 
guidelines for registering, upgrading, or replacing a SIM card. Applicants are now required to 
physically present an original national ID card or, for non-Ugandans, a passport to an operator's 

designated customer care agent.[94] The operator is then required to verify the authenticity of the 
national ID card using an Electronic Biometric Card Reader, match the applicant's live biometrics 
with the biometrics on the card, and obtain real-time verification with the NIRA database. 
Additionally, if operators fail to conduct online real-time verification, they are required to deny 

the issuance, upgrade, or replacement of SIM cards.[95]

The government's renewed efforts to maintain a national database has heightened concerns over 
the security of data collected in the absence of data protection legislation. Civil society succeeded 
in pushing for the drafting of the Data Protection and Privacy Bill, 2016, but the draft was 
criticized for being open to misinterpretation due to the broad and vague conditions in which 

personal data may be collected, such as for "national security" reasons.[96] The bill was being 
debated in Parliament as of mid-2018.

Intimidation and Violence

There were no known cases of retribution against bloggers or ICT users for their online activities 
during the coverage period. However, media freedom continued to decline as a result of 
government harassment and intimidation of journalists.

The last reported instance of violence for online activities occurred in April 2017, when NTV 
Uganda news anchor, Gertrude Uwitware, was abducted by unknown assailants and badly beaten 
following posts she made on her blog defending academic Stella Nyanzi's criticisms of the current 

regime (see "Prosecutions and Detentions for Online Activities").[97]

Technical Attacks

The government has been known to target critics and opponents with surveillance malware, 
according to October 2015 research by Privacy International, which detailed a secret government 
operation that implanted FinFisher intrusion malware on the Wi-Fi of several hotels to illegally 
spy on activists, opposition politicians, and journalists between 2011 and 2013 (see Surveillance, 

Privacy, and Anonymity).[98] It is unclear whether these technical attacks were still being deployed 
during this report's coverage period.

Vulnerable populations and marginalized communities, particularly the LGBTI community, have 
also been the target of regular technical attacks over the past few years. In 2016, a social worker at 

the Most at Risk Populations Initiative had their email and Facebook accounts hijacked.[99]

Activists believe the attack may have been perpetrated by the government given the sheer amount 
of information the social worker possessed about the LGBTI community through their work and 
private communications. Hacking attacks against gay individuals for the purpose of blackmail 
have also been reported. In one incident, after the Facebook account of a closeted gay celebrity 
was hacked, screenshots of private messages pointing to his sexual orientation were used to 

blackmail him.[100]

Side 10 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c



Notes:

1 https://www.aljazeera.com/news/2018/01/uganda-enacts-law-presidential-age-limits-

180102182656189.html

2 Yasiin Mugerwa & Tom Malaba, "Museveni slaps taxes on social media users," The Daily 

Monitor, Uganda, April 01, 2018, https://bit.ly/2mbnl3n

3 Serestino Tusingwire & Job Bwire, "Uproar as Uganda telecom companies implement mobile 

money, social media taxes," The Daily Monitor, July 01, 2018, https://bit.ly/2mbTQys

4 John Ivan Kisekka, "MTN blocks Opera Browsers. Here are the best alternative browsers to 

Opera," July 10, 2018, https://bit.ly/2mbXats

5 Stephanie Busari, "Uganda government sued over social media tax, CNN, July 2, 2018, 

https://edition.cnn.com/2018/06/01/africa/uganda-social-media-tax/index.html

6 UCC, Registration of Online Data Communication and Broadcast Service Providers, Public 

Notice, https://bit.ly/2HXYUz4; https://www.ucc.co.ug/registration-of-online-data-

communication-and-broadcast-service-providers/ ; http://digestafrica.com/ucc-bloggers-digital-

publishers/

7 Hoot Suite, "Digital in 2018," https://hootsuite.com/pages/digital-in-2018

8 Uganda Communications Commission, "Q3 Market Report for July-September 2017," 

http://www.ucc.co.ug/wp-content/uploads/2018/02/Market-Industry-Quarterly-Report-for-the-

Quarter-ending-September-2017-Final.pdf

9 Justus Lyatuu, "Airtel lowers data prices in new promo," The Observer, January 25, 2018, 

http://observer.ug/business/56725-airtel-lowers-data-prices-in-new-promo.html, "NITA-U reduces 

cost of Internet Bandwidth further for Government Institutions," 

https://www.nita.go.ug/media/nita-u-reduces-cost-internet-bandwidth-further-government-

institutions

10 A4AI, "Uganda: New social media tax will push basic connectivity further out of reach for 

millions," http://a4ai.org/uganda-social-media-tax/

11 Thalia Holmes, "Online tax hurts the poor," https://mg.co.za/article/2018-08-17-00-online-tax-

hurts-the-poor

12 Uganda Bureau of Statistics, "2015 Statistical Abstract," June 2015, http://bit.ly/1ZHSG8g

13 Uganda's national literacy rate stands at 71 percent among persons aged 10 years and above. 

See: Uganda Bureau of Statistics, "2015 Statistical Abstract," June 2015.

14 Ibrahim Ba, 2017, "Airtel and BCS, with support from Facebook, to build shared fiber 

backhaul connectivity in Uganda," http://bit.ly/2raxf78

15 Google, "Bringing Better Wi-Fi to Kampala with Project Link," December 3, 2015, 

http://bit.ly/1OyL7dq

16 Ministry of Information and Communications Technology, "National Data Transmission 

Backbone and e-Government Infrastructure Project," Republic of Uganda, http://bit.ly/1OEBpMj

17 NITA-U, Free Public Internet Access (WIFI), https://www.nita.go.ug/service/myug-free-wifi

Side 11 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c



18 Econ One Research, "A Case Study in the Private Provision of Rural Infrastructure," July 30, 
2002, http://bit.ly/1jxsMXc

19 Eassy maps, accessed August 28, 2016, http://www.eassy.org/map.html#

20 The Uganda Internet Exchange Point, "Connected Networks," 
https://www.uixp.co.ug/networks

21 UCC, "Annual Report 2015/2016," Pg.17

22 Uganda Telecom, Statement On Gov't Takeover Of UTL, http://bit.ly/2r4tVfw, accessed May 
26, 2017

23 UCC, "Communications Licensing Application Guidelines" Pursuant to the 
telecommunications (licensing) regulations 2005, UCC issues two types of licenses: Public 
Service Provider (PSP) and Public Infrastructure Provider (PIP). The application fee for both 
license types is $2,500 dollars (a PIP license requires a one-off initial fee of $100,000), and annual 
fees range from $3,000-$10,000. These licenses allow holders to either set up telecommunications 
infrastructure or provide telecommunications services. The UCC levies a 1 percent charge on 
providers' annual revenue, http://bit.ly/1Qi87iX

24 UCC, The Uganda Communications Act, 2013, New License Framework, Fees and Fines, 
http://ucc.co.ug/files/downloads/Gazette_No62_of_2017.pdf

25 Ronald Musoke, Uganda: Is UCC Going Rogue?, 
https://allafrica.com/stories/201712050069.html

26 "Parliament Passes Uganda Communications Amendment Bill, Gives More Powers to ICT 
Minister," Uganda Today, April 7, 2017, https://bit.ly/2EA2jHD

27 Robert Sempala, "Parliament should disregard UCC Bill of 2016," The Observer, March 25, 
2016, http://bit.ly/2aAMOQz

28 "CONFIRMED: SIM-card registration deadline stays," The Independent Uganda, May 19, 
2017, http://bit.ly/2rMvBeY

29 UCC, Registration of Online Data Communication and Broadcast Service Providers, Public 
Notice, https://bit.ly/2HXYUz4; https://bit.ly/2pZU11B; http://digestafrica.com/ucc-bloggers-
digital-publishers/

30 http://www.ucc.co.ug/files/downloads/Gazette_No62_of_2017.pdf

31 "UCC directs Internet Service Providers to block access to unauthorised blogs & forums," 
https://bit.ly/2KNwQ7I https://www.iafrikan.com/2018/05/15/uganda-orders-isps-to-block-
unauthorized-news-websites/

32 Lydia Namubiru, "How Uganda is implementing its controversial social media tax," 
https://qz.com/africa/1319826/how-ugandas-social-media-tax-works-with-whatsapp-facebook-
twitter-blocked/

33 Yasiin Mugerwa & Tom Malaba, "Museveni slaps taxes on social media users," The Daily 
Monitor, Uganda, April 01, 2018, https://bit.ly/2mbnl3n

34 Serestino Tusingwire & Job Bwire, "Uproar as Uganda telecom companies implement mobile 
money, social media taxes," The Daily Monitor, July 01, 2018, https://bit.ly/2mbTQys

Side 12 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c



35 David Lumu, "Social media: Switch off VPN or tax it – UCC boss," The New Vision, July 03, 

2018, https://bit.ly/2JdmQyX

36 John Ivan Kisekka, "MTN blocks Opera Browsers. Here are the best alternative browsers to 

Opera," July 10, 2018, https://bit.ly/2mbXats

37 Stephanie Busari, "Uganda government sued over social media tax, CNN, July 2, 2018, 

https://edition.cnn.com/2018/06/01/africa/uganda-social-media-tax/index.html

38 "Uganda election: Facebook and WhatsApp blocked," BBC, February 18, 2016, 

http://www.bbc.com/news/world-africa-35601220; Morgan Winsor, "Uganda elections 2016 

social media: Facebook, Twitter, Instagram, WhatsApp blocked during voting," International 

Business Times, February 18, 2016, https://www.ibtimes.com/uganda-elections-2016-social-

media-facebook-twitter-instagram-whatsapp-blocked-during-2312671

39 Tabu Butagira, "Museveni explains social media, mobile money shutdown," 

http://bit.ly/1PTKux9

40 James Propa, "Social Media Blocked in Uganda Ahead of President Museveni's Inauguration," 

Global Voices (blog), May 11, 2016, http://bit.ly/2aCLJFd

41 Unwanted Witness, "Court Adjourns social media shutdown lawsuit," May 2017, 

https://unwantedwitness.or.ug/court-adjourns-social-media-shutdown-lawsuit/

42 Interview with Unwanted Witness executive director, May 2018

43 "Pornography" defined in the law as "any representation through publication, exhibition, 

cinematography, indecent show, information technology or by whatever means, of a person 

engaged in real or stimulated explicit sexual activities or any representation of the sexual parts of a 

person for primarily sexual excitement." The Anti-Homosexuality Act, 2014, http://bit.ly/PeaDyk.

44 "Lokodo appoints committee to fight pornography," Daily Monitor, August 29, 2017, 

http://www.monitor.co.ug/News/National/Lokodo-appoints-committee-to-fight-

pornography/688334-4074914-m7iysl/index.html

45 "Uganda is making ISPs block pornography from its citizens," 

https://qz.com/africa/1340505/uganda-is-making-isps-block-pornography-from-its-citizens/

46 Interview with Freedom House consultant, May 2018.

47 Elsa Buchanan, "Arrest of KTN journalist Joy Doreen Biira in Uganda's Rwenzururu kingdom 

sparks outrage," International Business Times, November 28, 2016, 

http://www.ibtimes.co.uk/arrest-ktn-journalist-joy-doreen-biira-ugandas-rwenzururu-kingdom-

sparks-outrage-1593765

48 UCC, "Warning Against Irresponsible Use of Social and Electronic Communication 

Platforms," https://bit.ly/2ucJd54; Also see, https://bit.ly/2FXuCjz

49 Janet Napio, "Regulator stops live media broadcasts as Uganda MPs fight," September 28, 

2017, https://bit.ly/2ILqJfp

50 Janet Napio, "Live TV coverage ban lifted, but conditions don't satisfy Uganda broadcasters," 

October 6, 2017, https://bit.ly/2GkDor6

Side 13 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c



51 UCC, Registration of Online Data Communication and Broadcast Service Providers, Public 

Notice, https://bit.ly/2HXYUz4; https://www.ucc.co.ug/registration-of-online-data-

communication-and-broadcast-service-providers/ ; http://digestafrica.com/ucc-bloggers-digital-

publishers/; https://www.techjaja.com/ugandan-blogs-youtube-channels-facebook-live-bloggers-

yet-regulated-ucc/; Janet Napio, Government pushing Ugandan media into self-censorship – Prof. 

Barya, December 1, 2017, https://bit.ly/2GhnzS5

52 Reporters without Borders, "News blackout on opposition," October 06, 2016, 

http://bit.ly/2qDlc00

53 Reporters without Borders, "Second break-in in six months at Ugandan newspaper," April 04, 

2017, http://bit.ly/2nAdToA

54 African Media Barometer, Uganda 2016, http://www.fesmedia-

africa.org/uploads/media/Uganda_AMB_Online_2016.pdf

55 Joseph Elunya, "Controversial Ugandan Blogger Won't Budge," All Africa, August 26, 2012, 

http://bit.ly/1W2t7Cb. Ugo News. "Top 10 Ugandan Facebook Pages With Content That Will 

Change Your Life Forever," http://bit.ly/21vfz1s; Uganda Blog Community, 

http://ugbloc.com/about/

56 CIPESA, "Analysis of Twitter Activity During the 2016 Presidential Debates in Uganda," 

February 2016, http://www.cipesa.org/?wpfb_dl=210

57 Tabitha Wambui, "Google Uganda Launches Two New Local Language Domains," The Daily 

Monitor, August 4, 2010, http://bit.ly/1QMW3Yk

58 Mozilla, "Interview: Mozilla Uganda translates Firefox into Acholi," February 16, 2013, 

http://mozilla-uganda.org/?p=173

59 Wikipedia, "Olupapula Olusooka," accessed February 1, 2016, 

https://lg.wikipedia.org/wiki/Olupapula_Olusooka

60 "Monitor exposes more errant drivers #StayInYourLane," The Daily Monitor, March 21 2018, 

https://bit.ly/2L8QqqW

61 "Police officer in trouble over Monitor #StayInYourLane campaign," The Daily Monitor, 

March 15, 2018, https://bit.ly/2NLAJrj; 

https://shillingscents.blogspot.com/2018/04/stayinyourlane-test-of-people-power.html

62 "Government plans to ease social media tax payment with annual charge," 

https://bit.ly/2R1Ac5n

63 Computer Misuse Act, 2011, https://www.ulii.org/ug/legislation/act/2015/2-6

64 Unwanted Witness Uganda Petition, April 20, 2017, http://bit.ly/2vejtCs

65 Unwanted Witness Uganda, 2017, "Court Stays offensive Communication trial for online 

activist pending a constitutional petition," http://bit.ly/2vHqjTN

66 Art.9 (b), The Anti-Terrorism Act, 2002, http://bit.ly/1ZRELPH

67 The Anti-Terrorism (Amendment) Act, 2015, http://bit.ly/1LNgFg1

Side 14 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c



68 Uganda law society petitions constitutional court over Judicial independence, NTV Uganda, 

https://bit.ly/2Gi2l6t

69 Sulaiman Kakaire & Derrick Kiyonga, "Museveni's choice of judges for promotion raises 

questions," The Observer, September 16, 2015, http://bit.ly/2aCxZNR

70 "Ugandan police arrest eight directors and editors of tabloid newspaper," 

https://rsf.org/en/news/ugandan-police-arrest-eight-directors-and-editors-tabloid-newspaper

71 Section 37 (1) of the Penal Code Act (Cap.120): a person who publishes or causes to be 

published in a book, newspaper, magazine, article or any other printed matter, information 

regarding military operations, strategies, troop location or movement, location of military supplies 

or equipment of the armed forces or of the enemy, which publication is likely to – (a) endanger the 

safety of any military installations, equipment or supplies or of the members of the armed forces 

of Uganda; (b) assist the enemy in its operations; or (c) disrupt public order and security, commits 

an offence and is liable on conviction to imprisonment for a term not exceeding seven years.

72 Betty Ndagire, "Red Pepper journalists released on bail," The Daily Monitor, December 19, 

2017, https://bit.ly/2pBGQmT; https://cpj.org/blog/2017/12/in-defense-of-ugandas-red-pepper.php

73 "Red Pepper journalists released on bail," https://www.nation.co.ke/news/africa/Red-Pepper-

journalists-released-bail/1066-4235488-sevn0r/index.html

74 "DPP withdraws case against Red Pepper editors," https://observer.ug/news/headlines/57319-

dpp-withdraws-case-against-red-pepper-editors.html

75 Isaac Ssejjombwe, "VJ Junior to be charged over WhatsApp post," The Daily Monitor Uganda, 

May 25, 2017 http://bit.ly/2z6X3H9, https://bit.ly/2Ibb6Oa

76 Joseph Kato & Derrick Wandera, "Dr Nyanzi Arrested Over Offensive Communication," The 

Daily Monitor, April 08, 2017, Http://Bit.Ly/2rmw54p; See Stella Nyanzi Facebook post, March 

28, 2017, https://www.facebook.com/stella.nyanzi/posts/10155061624480053; Stella Nyanzi's 

Facebook post, January 28, 

2017,https://www.facebook.com/stella.nyanzi/posts/10154878225000053

77 Godfrey Nyanzi, "Dr Stella Nyanzi bail extended to June 7," The Independent Uganda, May 

25, 2017, http://bit.ly/2qK2Omg http://edge.ug/2018/03/07/magistrate-refuses-to-dismiss-stella-

nyanzi-buttocks-case/

78 Elsa Buchanan, "Arrest of KTN journalist Joy Doreen Biira in Uganda's Rwenzururu kingdom 

sparks outrage," November 28, 2016, http://bit.ly/2rjlmf4

79 Photo on @joydoreenbiira's Instagram profile: 

https://www.instagram.com/p/BNUHoYBApVd/?taken-by=joydoreenbiira; "Arrest of KTN 

journalist Joy Doreen Biira in Uganda's Rwenzururu kingdom sparks outrage," International 

Business Times, November 28, 2016, http://www.ibtimes.co.uk/arrest-ktn-journalist-joy-doreen-

biira-ugandas-rwenzururu-kingdom-sparks-outrage-1593765

80 "Moris Mumbere, "Kasese clashes: KTN journalist charged with abetting terrorism," The Daily 

Monitor, November 28, 2016, http://bit.ly/2rapb84

81 Juliet Kigongo, "UCU student convicted for sharing video of herself masturbating on social 

media" The Daily Monitor, July 09, 2018, https://bit.ly/2meupfp

Side 15 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c



82 Charles M. Mpagi, "Privacy at stake as Uganda targets telecom users in bid to stop crime," The 

East African, April, 09, 2018, https://bit.ly/2L8AyYD

83 "Uganda creates unit to spy on social networks," Reporters Without Borders, June 30, 2017, 

https://rsf.org/en/news/uganda-creates-unit-spy-social-networks

84 "China to help Uganda fight Internet abuse," Daily Monitor, July 26, 2017, 

http://www.monitor.co.ug/News/National/China-Uganda-Internet-Evelyn-Anite-Africa-Internet-

Users/688334-4032626-u1l61r/index.html

85 ZTE to build national fibre backbone for Uganda, https://bit.ly/2EAo1v7, ZTE Uganda fires all 

workers following US ban, https://bit.ly/2yNEq9f

86 Privacy International, "For God and My President: State Surveillance In Uganda," October 

2015, http://bit.ly/2aEfs3C

87 Amnesty International, "Uganda: Amnesty International Memorandum on the Regulation of 

Interception of Communications Act, 2010," December 14, 2010, http://bit.ly/1MPUDx8

88 Lawful interception is granted after issuance of a warrant by a judge if "there is an actual threat 

to national security or to any national economic interest, a potential threat to public safety, 

national security or any national economic interest, or if there is a threat to the national interest 

involving the State's international relations or obligations." See, Regulation of Interception of 

Communications Act, 2010 Section 5, September 3, 2010, http://bit.ly/1jQAVpl

89 The Regulation of Interception of Communications Act, 2010, Section 11.

90 The Regulation of Interception of Communications Act, 2010, Section 8.

91 The Regulation of Interception of Communications Act, 2010, Section 62.

92 The Anti-Terrorism Act, 2002, Part VII – Interception of Communications.

93 Airtel, "MTN stop sale of SIM cards," The Independent, March 8, 2018, 

https://www.independent.co.ug/mtn-stops-sale-of-new-sim-cards/

94 UCC, "Lifting of Ban on Sale and Replacement of Sim Cards," May 8, 2018 

https://bit.ly/2uj2AHs

95 Ibid, 89

96 CIPESA, "Reflections on Uganda's Draft Data Protection and Privacy Bill, 2014," February 

2015, http://bit.ly/1KkFgXg

97 NTV Uganda, "Gertrude Uwitware kidnapped, blindfolded," http://bit.ly/2roG5Oy, "Ugandan 

journalist abducted, assaulted," Committee to Protect Journalists, April 13, 2017, 

http://bit.ly/2rfbKDA

98 Privacy International, "For God and My President: State Surveillance In Uganda," October 

2015, http://bit.ly/2aEfs3C

99 Anonymous interview with Freedom House in September 2016.

100 Anonymous interview with Freedom House in September 2016.

Side 16 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c



Copyright notice: © Freedom House, Inc. · All Rights Reserved

Search Refworld

by keyword 

and / or country All countries 

Clear Search

Advanced Search | Search Tips

Countries

• Uganda

Topics

• Freedom of expression

• Freedom of information

Side 17 af 17Refworld | Freedom on the Net 2018 - Uganda

05-12-2018https://www.refworld.org/cgi-bin/texis/vtx/rwmain?page=printdoc&docid=5be16af2c


	ugan339
	Flygtningenævnets baggrundsmateriale

	339. 190108 - Uganda. Freedom House. Freedom on the Net 2018 - Uganda. Udgivet den 1. november 2018

